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ABOUT THE ROLE OF AN ADVOCATE IN THE FIELD OF 
TRADEMARK PROTECTION 

Ewa Lewandowska 

University of Warmia and Mazury in Olsztyn, Faculty of Law and Administration 

 
 
Abstract: Trade mark can be any sign capable of distinguishing the goods of one undertaking from 

goods of other undertakings and capable of presented in the register of trade marks in a way that 
makes it possible to determine the unambiguous and exact subject of the protection granted (art. 120 
(1) of the Industrial Property Law). Registration of a trade mark warns the competition from 
unauthorized, unlawful use, and in the event of an infringement enables effective protection of rights. 
Due to the 2015 amendment, among others, advocates were granted the opportunity to act as a 
party's representative in proceedings in front of the Patent Office of Republic of Poland in cases 
related to filing and processing of applications and maintaining trade mark protection. The purpose of 
this publication is to point out that the advocate participation in the field of trade mark protection does 
not only cover the trade mark registration stage, but also applies to the provision of legal assistance 
in the event of trade mark infringements. The matter of trade marks is therefore not a new issue for 
this group of professionals, in particular for units specializing in intellectual property issues. 
 
Keywords: trade mark, advocate, registration, intellectual property 

 
1 INTRODUCTION 

 There is no doubt that intellectual property law as an element of the market game often plays 
an important role in an enterprise. According to art. 551 of Polish Civil Code1 the enterprise's 
components include, among others: copyrights and neighboring rights, and patents and other 
industrial property rights. An example of the last mentioned are trade mark protection rights, which 
are an important assets used by entrepreneurs. A trade mark is a special instrument of marketing 
communication. It performs an advertising function as well as an information, investment and 
communication function. The recipients of goods usually with a given trade mark associate certain 
product features (warranty function). The use of a trade mark is primarily to distinguish the goods or 
services of a given entrepreneur from those offered by other entities on the market. A well-established2 
defining element of a trade mark is having an enabling feature to identify and distinguish goods, 
including a unique product, from those manufactured or sold by others and to indicate the source of 
the goods, even if that source is unknown3.  
 The use of a trade mark in business transactions involves considerable risk. Unfair 
competition is a one of particular threat. A very frequent subject of litigation are cases involving the 
exploitation of someone else's market success by using someone else's trade marks or similar, what 
causes misleading for potential customers4, for example unlawful use of a mark identical to a 

                                                 
1 Act of 23 April 1964, Civil Code, Journal of Law 2019, item 1145.  
2 This element has not changed over the years, see: SZCZEPANOWSKA-KOZŁOWSKA, K.: 
Wyczerpanie praw własności przemysłowej. Patent i prawo ochronne na znak towarowy. Warsaw: 
C.H. Beck, 2003, p. 64. 
3 For example: DILLON, J. L.: Trademark Definitions. In: The Trademark Reporter 1989, 79, no. 3, p. 
368; BEEBE, B., FROMER, J. C.: Are We Running out of Trademarks: An Empirical Study of 
Trademark Depletion and Congestion. In: Harvard Law Review 2018, 131, no. 4, p. 954 et seq.; 
NOWIŃSKA, E. PROMIŃSKA, U., du VALL, M.: Prawo własności przemysłowej, Warsaw: LexisNexis 
2011. p. 259 et seq.  
4 See: KATNER, W.J.: Uczciwość i zachowanie dobrych obyczajów w obrocie gospodarczym a 
podobieństwo znaków towarowych (refleksje na tle kilku orzeczeń Sądu Najwyższego i Trybunału 
Sprawiedliwości), In: Spory o własność intelektualną. Księga jubileuszowa dedykowana Profesorom 
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registered trademark in respect to identical goods. It means various situations of infringement of a 
trade mark protected by law, which constitute the basis for the claimant to assert claims for 
abandonment of the infringement, issuing unreasonably obtained benefits, and in the event of a 
culpable infringement, also to repair the caused damage (art. 296 of the Industrial Property Law5). It 
should be emphasized that to pursue any claims in case of a trade mark infringement is a follow-up 
action which may or may not occur. With the described infringement of trade mark protection rights 
we can deal only at the stage of using the trade mark, i.e. in particular when placing the trade mark 
on goods and documents, and using it for advertising purposes (art. 154 of the Industrial Property 
Law). Meanwhile, issues related to trade mark raise legal doubts also at the stage of creation of the 
trade mark and its registration. 
 Due to the great importance that trade marks play in the business activities of enterprises 
(especially on the turnover), it is desirable for entrepreneurs to have access to professional and 
comprehensive legal assistance on this field. Such a legal assistance is provided by law firms (i.e. 
advocate firms, law firms of attorney-at-law), among which they are those also specialized in 
intellectual property issues. However, it are primarily patent attorneys who are recognized as a 
specialists in the industrial property, because, in addition to the legal knowledge, they have the 
technical knowledge6, so necessary due to the specificity of analyzed field. It should be noted that 
some actions before the Patent Office can and often have to be taken only by the patent attorney (the 
so-called patent attorney obligation). Recently, in Polish law, other professional groups, including 
advocates, have also obtained the competence to act as a party's representative in the proceedings 
before the Patent Office of the Republic of Poland in matters related to filing and reviewing applications 
and maintaining trade mark protection. Referring to an art. 120 of the Regulation (EU) 2017/1001 of 
the European Parliament and of the Council of 14 June 2017 on the European Union trade mark, 
granting the right to act as a representative in trade mark matters depends from the legal regulation 
of the Member State7. The mentioned amendment introduced in Poland is closely related to the 
judgment of the Constitutional Tribunal of May 21, 20028 in which the Tribunal noted that, unlike for 
example at least the inventions, in the case of the trade marks, when assessing their applications, no 
specialized technical knowledge is required. 
 This contribution deals with the essential features of the trade mark, focusing on issues 
related to their registration. Registration in the Patent Office is the first step on which the protection of 
trade mark based on. The considerations in particular relate to the assessment of the amendment to 
the provisions, on the basis of which the group of entities authorized to act as a party's representative 
in proceedings before the Patent Office of the Republic of Poland in matters related to the filing and 
processing of applications connected with trade marks was expanded. Currently, entrepreneurs can 
obtain, among others in the advocate firm comprehensive legal advice on all matters related to a trade 
mark, including its registration, use and protection. 
 
2 TRADE MARK 
2.1 SOME COMMENTS ABOUT DEFINITION 

 The Regulation (EU) 2017/1001 in art. 4 states that EU trade mark may consist of any signs, 
in particular words, including personal names, or designs, letters, numerals, colours, the shape of 

                                                 
Januszowi Barcie i Ryszardowi Markiewiczowi, A. Matlak, S. Stanisławska-Kloc (eds.). Warsaw: 
Wolters Kluwer, 2013. p. 429 et seq.  
5 Act of 30 June, 2000 the Industrial Property Law, Journal of Law 2020, item 286, hereinafter: the 
Industrial Property Law. 
6 Art. 8 section 3 of the Act of 11 April, 2001 about Patent Attorneys, Journal of Law 2019, item 1861, 
hereinafter: Patent Attorneys Act, provides that technical assistance consists in particular in 
developing technical descriptions of applications for the protection of creative activities intended for 
industrial use, testing the scope of their protection, conducting research on the state of the actual 
technique. 
7 Regulation (EU) 2017/1001 of the European Parliament and of the Council of 14 June 2017 on the 
European Union trade mark (codification) (Text with EEA relevance) (UE L Journal of law from 16 
June 2017, item 154.1) hereinafter: Regulation (EU) 2017/1001. 
8 Judgment of the Constitutional Tribunal of May 21, 2002, K 30/31, Journal of Law 2002, No. 78, item 
714.  
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goods or of the packaging of goods, or sounds, provided that such signs are capable of distinguishing 
the goods or services of one undertaking from those of other undertakings; and being represented on 
the Register of European Union trade marks (‘the Register’), in a manner which enables the competent 
authorities and the public to determine the clear and precise subject matter of the protection afforded 
to its proprietor. As the result of the harmonisation (that balance the territorial nature of trademark law 
with the market integration goals), the legal definition of the trade mark in the Polish legal system 
contained in art.  120.  (1) of the Industrial Property Law is compatible to the EU definition9. 
 Trade mark definition is a frequent subject of analysis in the literature. It is noted that although 
the sense of "trade mark may consist of any signs" is a term very wide in scope,  
it's just only about trade mark, which satisfies two vital factors, id est capable of distinguishing and 
possible to be represented on the register10. The first characteristics isn't a new one, however its 
assessment requires a detailed examination of marks already submitted in the national and 
international system, because such marks are protected and this is potentially an obstacle to 
registration of the new mark. However, it should be noted that as a result of harmonization there has 
been a significant change in the current definition of the trade mark, namely the requirement of 
graphical representation is necessary. Such construction of definition of a trade mark enables to 
accept applications of new types of trade marks, which were not previously provided11. The change 
consisting of graphical representation allows the trade mark to be presented in any form, using a 
generally available technique, provided that the trade mark can be reproduced in the register in a 
clear, precise, independent, easily accessible, understandable, durable and objective manner. Trade 
marks can fall into various categories, they do not have to appear only in word or graphic form, but 
they can be spatial signs (those that have a three-dimensional shape, e.g. container or mascot of the 
event), sound, as well as movable and multimedia signs, holographic and other12. 
 
2.2 REGISTRATION  

 Registration of a trade mark in the Patent Office, what is the beginning of application for 
protection, is a warning for competition against the unlawful use of this trade mark, and in the event 
of an infringement enables the authorized entity to claim effectively protection of his rights. The trade 
mark registration process should start with verifying if the trade mark definition elements are met. It 
seems that the most serious problem arising under the capability of distinguishing the goods or 
services of one undertaking from those of other undertakings. Performing an analysis of the marks 
already filled and registered in the national and international systems, which are protected and 
because of this may be an obstacle for registration of the new mark, is certainly not an easy task. It 
confirmed a large numbers of registered trade marks, as well as unusually large numbers of 
applications to the trade mark registration system.  
 Registration of trade mark may be a subject to various procedures, namely a national 
procedure, regional procedures (depending from the appropriate regional intellectual property 

                                                 
9 Pursuant to the Act in force in the territory of the Republic of Poland, any trade mark enabling the 
distinguishing of goods of one enterprise from the goods of another enterprise and possible to be 
presented in the register of trade marks in a way enabling determination of the unambiguous and 
exact subject of protection granted can be a trade mark. The legislator concretizes this definition by 
providing, by way of example, a trade mark within the meaning art. 120 section 1 of the Industrial 
Property Law, may in particular be a word, including the name, drawing, letter, number, color, spatial 
form, including the shape of the good or packaging, as well as sound, for more see: KOWALCZUK-
KĘDZIERSKA, M.: Nowa definicja znaku towarowego - nowelizacja polskiej ustawy w świetle 
orzecznictwa Trybunału Sprawiedliwości Unii Europejskiej. In: Zeszyty Naukowe Uniwersytetu 
Jagiellońskiego 2019, no 4. p. 134-148. 
10 See: PILA, J., TORREMANS, P.L.C.: European Intellectual Property Law, 2nd edition. Oxford 2019, 
p. 348. 
11 Wider, for example: IRIMESCU, G.-M.: Protection of Non-Traditional Trademarks, Especially 
Multimedia Trademarks. In: Romanian Journal of Intellectual Property Law 2019, no. 2, p. 83-106; 
DESAI, D.: Should Trademark Law Protect Non-Traditional Trademarks? A Look at How Marketing 
Practices Try to Capture Essences. In: The protection of non-traditional trademarks. Critical 
perspectives, I. Calboli, M. Senftleben (eds.), Oxford 2018, p. 131. 
12 See: BEEBE, B., FROMER, J. C. op.cit. p. 956. 
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organization), an international procedure (application for international registration of a trade mark 
should be preceded by an application for registration of the trade mark in the country of origin). 
Depending on how broad protection the trade mark owner wants to get, he should register accordingly. 
 Registration must be preceded by a so-called trade mark purity testing, i.e. an analysis of 
whether there are obstacles to obtaining a right. Regulation (EU) 2017/1001 (art. 7 and 8), followed 
by the provisions of the Industrial Property Law specify the absolute (art. 1291) and relative (art. 1321) 
obstacles to trade mark registration. Among others the absolute obstacles include trade marks which 
are devoid of any distinctive character (art. 7 b) of Regulation (EU) 2017/1001), art. 1291 pkt 2 the 
Industrial Property Law). The example might be a situation when the Patent Office refused to grant a 
protection right for the "highly recommended" and "noble taste" indications, arguing that these are not 
characterized by originality13. Or another absolute obstacle to trade mark registration is if trade mark 
consist exclusively of signs or indications which have become customary in the current language or 
in the bona fide and established practices of the trade (art. 7 d) of Regulation (EU) 2017/1001), art. 
1291 pkt 4 the Industrial Property Law), for example designation "Wawa", which referring to the 
colloquial name used for the city of Warsaw14. In turn, regarding relative obstacles, by way of example 
may be given upon opposition by the proprietor of an earlier trade mark, the trade mark applied for 
shall not be registered if it is identical with the earlier trade mark and the goods or services for which 
registration is applied for are identical with the goods or services for which the earlier trade mark is 
protected (art. 8 section 1 a) of Regulation (EU) 2017/1001) and Art.  1321 section 1 point 2) of the 
Industrial Property Law). Here we can find the example based on the judgment of the Court of Justice 
of the European Union15. In the CJEU's assessment, a mark is identical to a trade mark only if without 
making any changes or introducing any additional elements it repeats all the elements constituting 
this mark or considered as a whole show differences that are so insignificant that they cannot be 
noticed by the average consumer16. In addition, the assessment of the distinctiveness of a mark 
should be made from the point of view of the goods or services to be marked with that mark, the 
conditions of turnover and from the point of view of the relevant public17. The Voivodship 
Administrative Court in Warsaw in the thesis of the judgment of November 30, 2017 indicated that 
while the average consumer normally perceives the trade mark as a whole and is not committed to 
the study of its various details, as a rule, the dominant and distinctive features are usually 
remembered. Therefore, if the dominant element in the compared marks is their common features, 
then there is similarity between them18. The legal knowledge and direction of interpretation 
respectively art. 7 and art. 8 of Regulation (EU) 2017/1001 and art.  1291 and art.  1321 of the Industrial 
Property Law are an important elements of registration proceedings. Lack or incompetent conducting 
of the so-called the purity testing of a trade mark may have negative consequences in the form of a 
refusal to grant a protection right, or an objection of an entity having an earlier right identical or similar 
to the mark applied for. The entrepreneur can find out about a refusal or opposition several months 
after submitting the required documents, which can cause him huge losses due to the need to change 
the markings. It seems, however, that interpretation of these provisions and their application are 
available and achievable because they are analyzed in detail in the literature on the subject and in 
case law. To thoroughly understand any aspect of trademark law, the lawyer, the practitioner must 
review the sources of the intellectual property laws, be familiar with the current rules of practice before 
the Patent Office, study court decisions. It should be noted that from a technical point of view, trade 
mark purity testing boils down to searching specific trade mark databases, e.g. TMview, Madrid 
Monitor, eSearch plus and Global Brand Database. Indicated IT tools provide various search options, 
depending on the criteria, graphic similarities. There are also available other helpful IT tools, for 
example Similarity tool shared by EUIPO, which allows to comparison of the identity and similarity of 

                                                 
13 DEMBA-SIWEK, E.: Bezwzględne przeszkody udzielenia prawa ochronnego na znak towarowy. Na 
podstawie art. 1291 pwp. Warsaw: Urząd Patentowy, 2016, p. 54.  
14 Ibidem, p. 66.  
15 Further: CJEU 
16 Judgment of the Court of Justice of the European Union from April 20, 2003, C-291/00. 
17 Judgment of the Supreme National Court from December 14, 2001, II SA 3446/01; judgment of 
European Court of Justice from April 29, 2004, C-456/01 and C-457/01. 
18 Judgment of Voivodship Administrative Court in Warsaw from November 30, 2017, VI SA/Wa 
754/17.  
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goods with the consideration of the degree of similarity. These databases, as well as other IT tools 
are basically available without restrictions, are transparent and easy to use, and their use is free. The 
activity to check trade mark testing is undoubtedly time consuming. However, it does not require 
specialized technical knowledge, but it seems that here is a need and a time for a good knowledge of 
the indicated provisions and the position of the jurisprudence regarding their interpretation, as well as 
knowledge where to look and how to check, which amounts to experience and practice. 
 There is one more important element of trade mark registration. The detailed requirements 
to be met by a trade mark application and the detailed scope and procedure for examining trade mark 
applications are set out in the Regulation of the Prime Minister of December 8, 2016 on filing and 
examining trade mark applications19. This document indicates in § 4 that the trade mark application is 
filed in the form of an application, the requirements and elements of which are specified in further 
paragraphs. Also, special form of application is available on the web site of Patent Office. Such an 
application is a formalized act, and for sure filing an application for a trade mark protection, like any 
form, requires some experience. Each applications has its own specifics and may raises doubts, for 
comparison, registration of entrepreneurs in the National Court Register. If the entity who is an 
applicant do not have sufficient knowledge of the content and requirements of the submitted 
registration form, he can never be completely sure whether, for example, he has put all the necessary 
data, attached the required attachments required, or made the appropriate fee. However, the specific 
skills are rather not required for searching classification system, or the already mentioned search for 
similarities between marks in relation to already registered trade marks. The requirements to be met 
by a trade mark are well regulated, however a party's representative in proceedings in front of the 
Patent Office should have an experience in this field.  
 Registration by submitting the application form does not complete the registration procedure, 
but only initiates it. The next stages of trade mark registration include disclosure of the application in 
the e-Search Engine (PUEUP) of the Patent Office and publication of the application in the Patent 
Office Bulletin (in the absence of registration obstacles). Within 3 months of the date of publication in 
the Patent Office Bulletin, third parties may object to such application. Only if nobody raises an 
objection or in the event of a final decision on the objection issued, will the Patent Office issue a 
decision granting protection or refusing protection. Finally, it should be noted that trademark protection 
is granted for 10 years. After this period, the protection should be renewed. It is also important that 
even effective registration does not provide automatic trade mark protection. The right holder should 
check that no one infringes his trade mark. We can only guess that the number of actual violations of 
registered and protected trade mark is much higher than those detected. 
 
3 HOW DID THE AMENDMENT COME ABOUT? 
3.1 CONSTITUTIONAL TRIBUNAL JUDGMENT20  

 The Supreme Bar Association in a motion requested to the Constitutional Tribunal of July 9, 
2001, demanded a declaration of contradiction of art. 236 section 1 and section 3 of the Industrial 
Property Law21 with art. 32 section 1, art. 45 section 1, art. 65 section 1 and art. 77 section 2 of 
Constitution of Republic of Poland. At that time, art. 236 of the Industrial Property Law read: art. 236 
section 1: A party's representative in proceedings before the Patent Office in matters related to the 
filing and processing of applications and maintaining protection of inventions, utility models, industrial 
designs, trade marks, geographical indications and topography of integrated circuits may only be, with 
the exception of section 2, patent attorney; art. 236 section 3 provided for exclusive competence also 
for persons without a place of residence or registered office in the territory of the Republic of Poland.  

                                                 
19 Regulation of the Prime Minister of December 8, 2016 on filing and processing trade mark 
applications, Journal of Law 2016, item 2053. 
20 Judgment of the Constitutional Tribunal of May 21, 2002, K 30/31, Journal of Law 2002, No. 78, 
item 714. 
21 At that time, this provision read: art. 236 section 1: A party's representative in proceedings before 
the Patent Office in matters related to the filing and processing of applications and maintaining 
protection of inventions, utility models, industrial designs, trade marks, geographical indications and 
topography of integrated circuits may only be, with the exception of section 2, patent attorney; art. 236 
section 3 provided for exclusive competence also for persons without a place of residence or 
registered office in the territory of the Republic of Poland. 
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 The contested provisions provided that only a patent attorney could be a representative in 
the application proceedings before the Patent Office. According to the Supreme Bar Association, this 
meant a breach in the rules of practicing professions (advocates and attorneys-at-law), the essence 
of which is to provide legal assistance. One of the arguments raised by the Supreme Bar Association 
was that the provision in question limits the parties' rights to receive professional legal assistance at 
their choice. It should be pointed out that, according to the Constitutional Tribunal, the analysis of 
provisions regarding actions reserved solely to the competence of the patent attorneys leads to the 
conclusion that these activities are largely technical and not legal. It should be noted that patent 
attorneys are entities whose operation is strictly regulated by law, both in terms of specialized 
education and vocational preparation, type of activity, and liability for improper performance of duties. 
Patent attorney is a professional, who guarantees protection of interest of the party occuring before 
the Patent Office. In addition, according to the Constitutional Tribunal, the discussed restriction has a 
narrow scope and applies to specific activities. However, it is true that the Constitutional Tribunal in 
the judgment adjudicate that art. 236 section 1 and section 3 of the Industrial property law is in 
accordance with art. 32 section 1 and art. 65 section 1 of the Polish Constitution, he also noticed that 
highly specialized technical knowledge is not necessary when applying for a trade mark. In the 
Constitutional Court opinion, the content of art. 236 of the Industrial property law (equivalent to the 
normative law Act of May 26, 1982 Advocacy Law22) does not so much limit the scope of activities of 
lawyers, but sets the limits of their activity, which cannot be considered a constitutional restriction23. 
From the analyzed Constitutional Tribunal judgment, it can be concluded that the application for trade 
mark is not such a highly formalized act as, for example, an application for an invention or a utility 
model, in particular as regards the technical description of the listed objects of industrial property. A 
little, almost unimportant notice regarding the lack of the requirement for specialist technical 
knowledge when submitting a trade mark has become a reason for future amending the Industrial 
Property Law and expanding the group of entities authorized to act as representatives before the 
Patent Office.  
 
3.2  ACT AMENDING THE ACTS REGULATING THE CONDITIONS OF ACCESS TO THE 
EXERCISE OF CERTAIN PROFESSIONS24 

 It was not until 2015 that the legislator decided to amend art. 236 Industrial property law. 
Based on art. 8 of the Act amending the Act regulating the conditions of access to the exercise of 
certain professions, the analyzed provision received the following content: section 1. A representative 
of a party in proceedings before the Patent Office in matters related to filing and processing 
applications and maintaining the protection of inventions, medicinal products and plant protection 
products, utility models, industrial designs, geographical indications and topography of integrated 
circuits may be a patent attorney or a person providing cross-border services within the meaning of 
the Patent Attorneys Act, Section 11: A party's representative in proceedings before the Patent Office 
in matters related to filing and processing applications and maintaining trade mark protection may be 
a patent attorney, advocate, attorney-at-law or a person providing cross-border services within the 
meaning of the Patent Attorneys Act. Finally, after another amendment, the provision of art. 236 reads: 
section 1. A party's representative in proceedings before the Patent Office in matters related to filing 
and processing applications and maintaining protection of inventions, medicinal products and plant 
protection products, utility models and topographies of integrated circuits may be a patent attorney or 
a person providing cross-border services within the meaning of the Patent Attorneys Act; section 11. 
A party's representative in proceedings before the Patent Office in matters related to filing and 
processing applications and maintaining the protection of trade marks, industrial designs and 
geographical indications may be a patent attorney, advocate, attorney-at-law or a person providing 
cross-border services within the meaning of the Patent Attorneys Act25. 

                                                 
22 Act of May 26, 1982 Advocacy Law, Journal of Law 2019, item 1513. 
23 Judgment of the Constitutional Tribunal of May 21, 2002, K 30/31, Journal of Law 2002, No. 78, 
item 714. 
24 Act of August 5, 2015 amending the acts regulating the conditions of access to the exercise of 
certain professions, Journal of Law 2015, item 1505.  
25 art. 1 point 28 a Act of October 16, 2019 amending the Industrial Property Law, Journal of Law 
2019, item 2309.  

https://sip-1lex-1pl-10000f48l05e4.han.uwm.edu.pl/#/document/18916399?unitId=art(1)pkt(28)lit(a)&cm=DOCUMENT
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 In the substantiation to the memorandum to the analyzed Act, the legislator indicated that 
the provision of legal services in matters related to obtaining and maintaining a trade mark protection 
right by advocates and attorneys-at-law is possible on the basis of knowledge and skills that they 
possess following their application and subsequent professional experience. The provision of services 
in the field of trade marks does not require special technical knowledge, which is necessary to appear 
in other matters before the Patent Office of the Republic of Poland, such as in matters obtaining or 
maintaining a patent or utility model. The legislator emphasized that interested entities are free to 
choose a representative. This is a significant change in the scope of proceedings before the Patent 
Office.  
 The content of the memorandum to the analyzed Act, indicates that the adopted solution was 
supported by, among others the need to reduce prices, to increase competitiveness in this field, to 
motivate patent attorneys for self-development and recognition of customer needs (e.g. developing 
new products and services). However, a special argument is the systematic assumption of 
deregulation of many professions in Poland - the memorandum, and finally the act constitute the stage 
of opening access to regulated professions. In this context, the change is of minor importance. 
 
4 LEGAL ASSESSMENT OF THE AMENDMENT (CONCLUSIONS) 

 As art. 4 section 1 of the Act of May 26,1982 Advocacy Law26 states, the profession of a 
advocate consists with providing legal assistance, in particular in providing legal advice, preparing 
legal opinions, drafting legal documents and appearing before courts and offices. In the legal 
environment, granting the possibility of acting as a party's representative in proceedings before the 
Patent Office of the Republic of Poland in matters related to filing and processing applications and 
maintaining trade mark protection, including advocates, is judged as a rational change that lead to the 
liberalization of legal requirements.  
 The statement that advocates as a professional group is not prepared for the task of 
registering trade marks at the Patent Office is a large generalization. Many advocates have knowledge 
and skills in various aspects of trade mark protection in the area of substantive and procedural law, 
which is often followed by extensive experience. Registration should not be treated as an extremely 
difficult and inaccessible element of the process of creating a trade mark protection. It is true that in 
preparing for the profession of patent attorney, much more time is spent to industrial property issues 
than in case of advocates or attorney-at-law. However, this element can be made up. Besides the 
provision does not exclude the possibility of cooperation between an advocate and a patent attorney. 
In addition, in a very exceptional circumstances, advocates representing parties in the application 
procedure could ask for the assistance of professionals of special field of science. Thanks to the 
analyzed amendment to art. 236 Industrial Property Law, entrepreneurs can obtain, among others in 
the advocacy firm a full range of services related to trade mark protection. If a lawyer provides services 
to entrepreneurs as part of permanent legal services, the change will be felt in operating costs. A full 
range of services related to trade mark protection was found in the offers of law firms. Many legal 
entities inform clients on their websites that they provide legal assistance in the field of intellectual 
property, including trade mark protection. It is often specified that trade mark help consists in: 1) quick 
and competent examination of the purity of a given trade mark, 2) advice on changes that should be 
made to maximize the chance of registration of a mark and obtain protection rights, 3) assistance in 
the preparation of registration applications and other application documentation to the Patent Office, 
4) representation of clients before patent authorities in trade mark application proceedings, 5) renewal 
and amendment to registers, 6) consultations regarding trade mark infringements, 7) conducting 
proceedings regarding invalidation of rights and judicial enforcement of claims for infringements. 
There is certainly no shortage of unreliable entities offering, often in an aggressive manner, 
comprehensive advice when registering trade marks. It remains to be hoped that their assessment 
will be made by the market, which, thanks to the currently available means, e.g. the possibility of 
publishing opinions on a given service provider, seems highly likely.  
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26 Act of May 26, 1982 Advocacy Law, Journal of Law 2019, item 1513. 
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PRIVACY COMPLIANT CLOUD COMPUTING IN ERP-SOLUTIONS 

Nimród Mike 

Corvinus University of Budapest, Institute of Information Technology 
 

 
Abstract: Organizations using Enterprise Resource Planning (ERP) systems are inherently exposing 

themselves to a potential personal data breach, a concept treated with unmatched severity in the 
currently applicable legislative framework. Concurrently in cloud computing environments other 
stakeholders can be mapped (e.g. cloud-brokers, cloud-auditors, cloud-intermediaries). This implies 
that an ecosystem can be observed with more stringent rules relating to data processing. The 
ecosystem sketches an interoperability zone of at least three and sometimes even more key 
participants. The paper aims to firstly offer a brief introduction on certain aspects of ERP-systems. 
Arguments are presented on why cloud-based licenses can be even more highly ranked nowadays 
on the market. Also the practical implementation of the ‘Privacy by Design’ concept is discussed in 
detail, since this approach has found its way into the legislation by now. The paper is concluded with 
a preliminary compliance model to achieve a designed data privacy in such environments. 
 
Key words: Privacy, Cloud, Data Protection, ERP, Privacy by Design 

 
1 INTRODUCTION 

Information systems (IS) is an applied research discipline, in the sense that we frequently apply 

theory from other disciplines, such as economics, computer science, and the social sciences, to solve 
problems at the intersection of information technology (IT) and organizations1. IT is a constantly 

emerging industry of nowadays economy. IS developed by organizations are wide spreading even 
more rapidly, while the amount of data generated through these platforms are exceeding any 
expectations. Data is a key enabler of the single digital market, a concept meant to offer several 
business opportunities across the European Union (EU). Yet, it is solely understandable that many 

concerns have been raised towards the excessive processing of personal data with introduction of the 
new technologies. These methods heavily rely on customer’s personal contribution, since the core of 
the software is based on the mutual trust between the service provider and the user. Recent high-
profile data breaches have pushed consumers to escape from service providers that did not 
adequately protect personal data. Yet in certain scenarios no escape route exists. In case of 
employment relationship, the amount of data generated and processed by the employer is often 
dangerous towards its employee’s informational privacy.  

Informational privacy was conceptualized by Koops et. al, where the authors defined eight 
different types of privacy, also establishing that informational privacy is an overarching aspect of each 
underlying type, typified by the interest in preventing information about one-self to be collected and in 
controlling information about one-self that others have legitimate access to.2 From organizational point 
of view, this is a compliance and security risk (Risks), which can be mitigated by a proper data 

governance3. Although, an employer, who is outsourcing services towards service providers, 
escalates these Risks.  

Organizations using Enterprise Resource Planning (ERP) systems are exposing themselves 

to a potential Personal Data Breach4, a concept treated with unmatched severity in the currently 
applicable legislative framework. As the constant threat is imminent, the organization should have 
strong confidence on the provider’s security level. Additionally, when such services are provided via 

                                                 
1 PEFFERS et al. 2007, p. 45.  
2 KOOPS et al. 2017, p. 568.  
3 AL - RUITHE 2018, p. 9. 
4 Personal data breach means a breach of security leading to the accidental or unlawful destruction, 
loss, alteration, unauthorized disclosure of, or access to, personal data transmitted, stored or 
otherwise processed; Definition provided under Article 4 para (12) of GDPR.  
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Cloud Computing (CC), the setup will get more complex. In a CC environment, other entities are likely 

to join the infrastructure: cloud-brokers, cloud-auditors, cloud-intermediaries.  
Thus, the Privacy – Ecosystem (PECO) of rules relating to data processing in cloud-based 

ERP solutions can be defined as an interoperability zone of at least three and sometimes even more 
key participants (data controller, joint-controllers, data processor and data subjects). Software design 
is a constantly changing environment. Organizations rapidly develop new solutions, which are shaped 
by laws, just like the General Data Protection Regulation (GDPR)5, which came in force on 25th of 

May 2018 and incorporates the principles of data protection by design and default.  
By the time GDPR was in force, enhanced data integrity and security level anchored as 

cornerstone of IT itself. Just shortly afterwards, in august 2019, the International Organization for 
Standardization (ISO) provided a new certification standard for privacy information management.6 

From this moment the rising importance of privacy management in IS was unquestionable. Privacy – 
as a technology neutral state of mind – had become a strategy in disrupting IS and software 
development cycles. As a result, in nowadays business interactions, building a privacy-management 
centered PECO is inherent to software design. 

EU lawmakers adopted the set of Privacy by design principles (PbD), curved out by Ann 

Cavoukian7, to make the enhanced data integrity and security level even more efficient. Although, it 
should be noted that PbD principles were not included into the data protection principles foreseen in 
Article 6 of GDPR. Rather these are seen an extension of integrity and confidentiality principle, since 
the methodological approach of data protection by design and default places more accent on data 
security, rather than data privacy.8  

Due to such influence of the legal background, ERP providers are currently rethinking the 
structure of their solutions. Providers should look after the implementation Privacy- Enhancing 
Technologies (PETs). Van de Pas and van Bussel provides that technological and regulatory 

measures failed to provide citizens with satisfactory privacy protection in Information and 
Communication Technologies (ICT).9 This is very much the truth. It is left to discovered what PECO 

models will be flexible enough to tackle the challenges of the GDPR – the most recent regulatory 
measure. 

This paper is structured as follows: brief guidelines on the topic were provided in the 
introduction (I). The second section shall describe the ERP systems (II). The third section should 
present an in-depth analysis of CC business models (III). A holistic view on the roles and 
responsibilities regarding data protection in PECO will form section four (IV), concluding the study 
with appropriate conclusions and mentioning future work (V). 

 
2 ENTERPRISE RESOURCE PLANNING (ERP) SYSTEMS 

ERP systems are most commonly defined as IS that provide total integration of all key business 
activities, and automatically update new information into a single data repository accessible by all 
business functions, to allow coordination of all the business activities (i.e. manufacturing, purchasing, 

production planning, sales, accounting) which add value to the business process operations.10 
Scholars denote benefits of on premise ERPs such as mature system functionality and abilities of 
greater customization and integration.11 These systems are used therefore to manage organization 
data.12 Other researchers argue that ERPs are aiming to integrate all functional units of the enterprise 

                                                 
5 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement 
of such data, and repealing Directive 95/46/EC. 
6 ISO/IEC27701:2019 Security techniques — Extension to ISO/IEC 27001 and ISO/IEC 27002 for 
privacy information management. More details at  (accessed on 16th January, 2020).  
7 CAVOUKIAN. 2009, pp. 2-3.  
8 FABIANO 2018, p. 731.  
9 van de PAS – van BUSSEL 2015, p. 186.  
10 ELRAGAL - KOMMOS 2012, p. 1; 
11 DUAN et al. 2012, p.1.  
12 KIADEHI - MUHAMMADI 2012, p. 11422.  
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in such a cooperative 
way to include 
parties outside the 
enterprise and to 
involve them in the 
integration process, as 
shown in Figure 1.13 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
Many companies have started to use ERPs with the goal of improving business 

performance.14 Peng and Gala report that although the current literature on ERP is very rich, the vast 
majority of them is focused on-premise ERPs, whereas research on cloud ERPs is very limited.15 
Elragal and Kommos further argue that cloud-based ERP systems are a point of attraction for 
companies that aim to achieve reduction of costs.16 These authors developed a framework for the 
comparison of in-house ERP systems vs. those that are deployed on-cloud.17 Table 1 illustrates their 
findings on user-friendliness, costs, time, security and scalability perspectives. 
 

 
 
 
 
 

 
 
 

 
 
 
 
 
 

 

                                                 
13 ELMONEM et al. 2017, pp 2-3.  
14 ELRAGAL – AL-SERAFI 2011, p. 1.  
15 PENG - GALA 2016, p. 22.  
16 ELRAGAL - KOMMOS 2012. 
17 Ibid.  

Figure : Overview of an ERP system 

Table : Comparison between SAP by Design (in-cloud) and SAP ECC 6.0 (on-premise) 
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ERP systems are considered to be cloud-based when these are influenced by a characteristic 
of CC. Mohammed et al. state that cloud ERPs are considered to be business software bundles that 
empower the reconciliation of business procedures and exchange situated information all through the 
association utilizing a model that empowers pervasive, advantageous, on interest arrange access 
inside insignificant administration exertion or specialist co-op response.18 The scope of cloud ERP, as 
it was mentioned in existing literature, is to replace the current legacy systems: there is no place 
anymore to announce downtimes to users while the organization tests, loads and patches update.19 
Various literature reviews identified the most common benefits and  

challenges of cloud-ERPs.20 Figure 2 shall provide an overview of these. Within the challenges, 
security risks and performance risks were the most commonly reported.21 Indeed cloud-based 
applications inherited this challenge due to high exposure. Notably, voices from researchers 
suggested using encryption and decryption techniques to improve security standard for cloud ERPs.22 
Although, even if encryption would be amplified, many organizations should not feel comfortable to 
store their sensitive data over the cloud. This is especially applicable for larger enterprises. On the 
other hand, SMEs should obviously benefit from higher security standards in cloud ERPs. 

 
Figure . Overview of Benefits and challenges of cloud-ERP solutions 

 
3 CLOUD COMPUTING 

According to the official National Institute of Standards and Technology (NIST) definition 

cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a 
shared pool of configurable computing resources (e.g. networks, servers, storage, applications and 
services) that can be rapidly provisioned and released with minimal management effort or service 
provider interaction.23  

The actors that are described in the NIST reference model are defining the Cloud Computing 
Taxonomy (CCT). CCT defines five major actors: cloud consumer, cloud provider, cloud auditor, cloud 

broker, and cloud carrier. Figure 3 includes additional details.24  
 

                                                 
18 MOHAMMED et al. 2018, p. 754.  
19 RAIHANA 2012, p. 78.  
20 LENART 2011, p. 47.  
21 ELMONEM et al. 2017, p. 8.  
22 GOEL et al. 2011, p. 147.  
23 MELL - GRANCE 2011, p. 2.  
24 NIST (2013), p.12.  
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Further, NIST also traces the communication paths between the actors. A cloud consumer 
may request cloud services from a cloud provider directly or via a cloud broker.25 A cloud auditor 
conducts independent audits and may contact the others to collect necessary information.26 Figure 4 
demonstrates the channels.  
 

 

 

 

 

 

 

  

 

 

 

Figure . Interactions between Actors 

Organizations often adopt CC technologies. The most frequently mentioned benefits include 
cost saving and pay-per-use or pay-as-you-go principles.27 Further benefits relate to simplicity, 

scalability, quick implementation process and disaster recovery capabilities.28 Meanwhile for 
challenges the common ones include vendor lock in, security & privacy concerns, compliance issues 
and market turbulence.29 These challenges, already presented in Figure 2, are logical conclusions, 
since the concerns of losing control of their data might determine many organizations to turn away 

                                                 
25 Ibid, p. 13.  
26 Ibid.  
27 SALLEH et al. 2018, p. 281. 
28 Ibid, p. 282.  
29 Ibid.  

Figure . Cloud Actors 
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from CC solutions. The shared pool of computing resources in this regard is forming the basis to many 
data security and privacy concerns.  

CC is often perceived as a method to provide computing as the utility to meet the everyday 
needs of the general business community.30 CC refers to the applications, the hardware and software 
delivered as services over the Internet.31These services are provided in three models: Software as a 
Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (IaaS).32 SaaS always 
targets the cloud consumer (i.e. end user or business), since it means the delivery of a software 
application over the internet to multiple users. Cloud ERP systems mostly belong to this category. On 
the other hand, PaaS is the delivery of middleware, which contains tools, services and platforms for 
software developers enabling them to build applications, which further are usable in SaaS. Last, IaaS 
is the delivery of computing power in terms of hardware and software targeted towards 
administrators.33 The SaaS, PaaS and IaaS models are better explained by Chou’s sketch as per 
Figure 5.34 

 

 
Figure . Cloud Computing - the three business models 

Another categorization of CC is divided between public, private and hybrid clouds. In public 
CC, the cloud infrastructure is made available to the general public or a large industry group and is 
owned by an organization selling cloud services. In private CC the infrastructure is operated solely for 
an organization. It may be managed by the organization or a third party and may exist on premise or 
off premise. In case of hybrid CC, the infrastructure is a composition of two or more clouds (private, 
community, or public) that remain unique entities but are bound together by standardized or 
proprietary technology that enables data and application portability (e.g. cloud bursting for load-
balancing between clouds).35 
 
4 ROLES AND RESPONSIBILITIES OF CLOUD ACTORS 

In order to better capture the roles that are to be contributed to each of the cloud actors 
defined using CCT, first the wording of GDPR has to be verified. In terms of roles, the GDPR 

                                                 
30 ELMONEM et al. 2017, p. 2 
31 Ibid. 
32 Ibid.  
33 Ibid.  
34 CHOU 2011.  
35 RAIHANA 2012, p. 77.  
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differentiates between the controller36, processor37 and joint controllers.38 Figure 6 depicts the roles 
of the cloud actors in 

accordance with 

the 

GDPR.  
Figure  

 
 
 

Figure {6}. Roles of Cloud Actors in accordance with the GDPR 

In a nutshell, a cloud consumer will be the organization using the ERP software, therefore it 
will qualify as a data controller. Typically, a cloud provider would qualify as a processor when a client 
is using its services. The cloud provider will process personal data, which are stored within its 
databases on the controller’s behalf. As a mere consequence, the cloud provider will not act without 
any instruction received from the controller on the data. Client maintains full control over its data. Apart 
from that, there is a possibility when the cloud provider solely establishes the means of processing 
and thus becoming a joint controller with the cloud consumer.  

The cloud broker is usually the intermediary of the services negotiating relationships between 
consumer and provider and thus will be positioned as a data processor. Cloud carriers like the Internet 
Service Providers (ISP) are more likely to process personal data as IP addresses, which according to 

the European Court of Justice can constitute personal data39. ISPs normally constitute controllers 
concerning IP addresses are concerned, but in the context of CC only relays the information without 
inspecting or changing it and would therefore arguably constitute a processor.  

                                                 
36 Article 4 para. (7) of GDPR: data controller means the natural or legal person, public authority, 
agency or other body which, alone or jointly with others, determines the purposes and means of the 
processing of personal data. 
37 Article 4 para. (8) of GDPR: data processor means a natural or legal person, public authority, agency 
or other body which processes personal data on behalf of the controller. 
38 Article 26 para. 1 of GDPR: where two or more controllers jointly determine the purposes and means 
of processing, they shall be joint controllers.  
39 ECLI:EU:C:2016:779, par. 49. 
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The only problematic entity would be the cloud auditor. Auditors can be considered either 
data controllers, when they are statutory auditors40, or data processors, when they are subject to 
detailed instructions from the client, since their scope is limited for discretion. For example, an auditor 
is acting as data processor when dealing with personal data as part of work not linked to statutory 
audit, but for which they are only acting on behalf and under detailed instructions of the data 
controller.41 Guidance to cloud auditors is further provided in Figure 7.  
 
 

 

 

 

Figure . Guidance to cloud auditors42 

 
5 CONCLUSIONS AND FUTURE WORK 

Data privacy in ERP is crucial. This is particularly important in case of cloud-ERP. Although CC 
can be helpful to improve efficiency of ERP implementations, there are specific concerns to be tackled. 
Implementing data retention effectively in the cloud is such a particular concern. Ensuring data 
ownership and efficient data portability are another two. Enhanced data security and data integrity 
levels are additional dilemmas. That is why proper data governance in the PECO is crucial for cloud-
ERP providers.  

The future work entails a cyclical retrieval of unstructured data that shall be interpreted and 
analyzed in such a manner that a compliance strategy is built in order to enhance data privacy in 
cloud-ERP systems. This research will strive to discover and acquire an in-depth practical data 
protection routine. There is an interesting path that lies ahead, and the author is ready for the million-
step journey. 
 

                                                 
40 In terms of the obligation to carry audit an audit is imposed by the law and not a client request.  
41 ACCOUNTANCY EUROPE 2018, p.3 
42 Ibid, p.4. 
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IOT FROM LEGAL POINT OF VIEW 

Rastislav Funta 

Danubius University, Janko Jesenský Faculty of Law 

 
Abstrakt 

 
Internet vecí (IoT), vytváranie sietí inteligentných zariadení medzi sebou prostredníctvom internetu, 
je na vzostupe a stáva sa realitou. Kľúčovou zmenou, ktorú IoT prinesie je jej všadeprítomnosť: 
prepojené zariadenia budú všade. Podobne ako akýkoľvek technologický pokrok aj tento vývoj tak 
prináša riziká a príležitosti z pohľadu práva.  
 
Abstract 

 
The Internet of Things (IoT), the all-embracing networking of smart devices with each other through 
the Internet, is on the rise and is becoming a reality. The key change that the IoT will bring is its 
ubiquity: networked devices will be everywhere. Like any technological progress, also this 
development goes along with risks and opportunities from legal perspective.  
 
1. Introduction 

 
The Internet of Things ("IoT"), which encompasses smart devices communicating with each other over 
the Internet, is on the rise. The key change that the IoT will bring is its ubiquity: networked devices will 
be everywhere. As with any technological advances, this development offers social and economic 
opportunities, but also carries risks, e.g. hackers' attack.1 In order to guarantee the protection of data 
and the security of networked devices in the future and to strengthen trust, legal precautionary 
measures are required (risk-minimizing, technology-neutral and innovative). Certification must ensure 
that networked devices placed on the market in the EU meet these requirements. The core component 
of such legal requirements is the prohibition for device manufacturers to sell networked devices that 
do not meet certain minimum requirements: Communication with other IoT devices and data 
processing is always standardized using an encrypted, integrity-assured channel. At the hardware 
level, it is specified that only one or more defined authorized persons may access the hardware. 
Mutual authentication of the communication partners is required. Only the authorized persons are 
allowed to change these settings for communication and functionality.  
 
The current legal situation in Europe provides only partial answers to specific fields of application in 
terms of data protection and IT security for the IoT infrastructure. What is needed, however, is a cross-
sectoral, legislative approach. An important goal should be to ensure a high level of security in the 
digital2 transformation through legal requirements or with universally binding standards. Measures to 
ensure the trustworthiness of digital infrastructures in the EU can be achieved by implementing the 
following principles of an effective security concept: 
 
• Security by Design - everything associated with the IoT must be technically protected. That is, each 
device connected to the network must be equipped with cryptographically secured hardware access. 
 
• Privacy by Design - All persons acting within the IoT must be given the opportunity to determine for 
themselves what happens to the data3 they generate. The most important prerequisite for this is 
transparency and technological protection against misuse. Privacy by design is also a key 
commitment of data controllers in the EU General Data Protection Regulation (GDPR). 

                                                 
1 KLIMEK, L. - ZÁHORA, J. - HOLCR, K. (2016): Počítačová kriminalita v európskych súvislostiach. 
2 FUNTA, R. (2019): Economic and Legal Features of Digital Markets.  
3 FUNTA, R. (2018): „Big Data“ z pohľadu práva hospodárskej súťaže. 
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2. Internet of Things - What is it? 

 
In the Internet of Things all sorts of electronic devices will be networked with other electronic devices. 
In principle, this can apply to any device (for example, motor vehicles, and household appliances). 
 
So called "smart cities" are defined as necessary components of a modern and efficient digital 
infrastructure such as automatic identification in navigation, digital planning in the construction 
industry, intelligent and efficient connection of houses and networking within buildings, as well as other 
approaches for integrated sustainable urban development at the level of urban areas. Citizens can 
reduce their energy consumption, having their health checked remotely, or reduce the risk of accidents 
caused by autonomous vehicles in a smart city. Companies save costs in production processes, 
improve the database for development projects and optimize their services for customers. However, 
there is consensus that networking on the Internet of Things involves a significant increase in security 
risks. These risks are real and can be life threatening. E.g. in the US, IT researchers have been able 
to disable brakes on a Corvette sports car from a smartphone. IT security risks entail further 
associated risks to the protection of personal data on the one hand, and to the protection of know-
how/business secrets and enterprise security, on the other hand. The success of the IoT and its 
acceptance by citizens and businesses will crucially depend on ensuring security in this hyper-linked 
environment.  
 
3. Risks so far not sufficiently addressed by law 

 
The risks associated with the IoT are not adequately addressed by law (lack the existing legal 
regulations).The Data Protection Law4 is aimed at regulating the handling of personal data; IT security 
only plays a minor role. The current data security laws (or legislative proposals) have no specific focus 
on the IoT and are not aimed at achieving an overall IT security level. Existing laws and legislative 
initiatives therefore lack the technology and interest-neutral approach that is so important to the 
regulation of the IoT, which at the structural level focuses on the protection of identities and the 
security of data creation and transmission in a networked world.  
 
3.1. The necessary measures 
 

For an efficient and sustainable development of the IoT in Europe, which is based on trust, 
transparency, planning and legal certainty, there is a lack of cross-sectoral duties that require a level 
of security at the structural and technical level of the networked devices. It's about trusting the integrity 
of the data, the functionality of the networked devices and their communication with other networked 
devices. A law can fill this gap by focusing on the need for technical protection of each smart device 
and choosing a new regulatory approach: the security of identity. The law regulates the requirements 
that manufacturers of intelligent, networked devices have to meet in order to market the devices in 
the European market:  
 
The essential starting point of the regulatory concept of the IoT is a certified safety structure ex works. 
This includes the obligation to encrypt both the information on the identity (and possibly further 
information) in the device and the transmission paths. An effective authentication of the identities must 
be enabled. It must be made possible for the parties to be able to determine the security level required 
for the respective purpose. In addition, it must be ensured that all parties involved can rely on the 
standards described and their compliance. The technical structure of IoT devices must allow identities 
to be allowed only access to data that is required in the specific processing situation, and that only 
the data that is necessary for the application at the time is generated or collected (need to know 
principle). 
 
In addition to the safety-related obligations manufacturers of intelligent devices have to give the user 
of the device, the possibility of changing the manufacturer provided parameterization (in the sense of 
a rights management for accessing data) within the device. In addition, setting up IT security offers a 

                                                 
4 DAŇKO, M. – ŽÁRSKÁ, P. (2019): Data protection vs. Intellectual property. 
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great opportunity in regards to the objectives of data protection (data minimization, limitation of data 
processing to the extent necessary for the permissible and fixed purposes, control). 
 
4. IoT regulation in the EU 
 

In September 2014, the Article 29 Data Protection Working Party (the WP29 has been replaced by 
the European Data Protection Board (EDPB)) provided independent advice on data protection matters 
to the European Commission. The WP29 (now EDPB) helps develop data protection policies in the 
EU Member States. Among other published Opinion 8/2014 on the Recent Developments on the IoT.5 
The WP29 raised 6 concerns related to IoT devices, including “lack of control and information 
asymmetry,” “low-quality consent,” “extrapolation of inferences from data and repurposing of original 
processing,” “intrusive identification of behaviour patterns and user profiling,” “limitations on the 
possibility of remaining anonymous whilst using services,” and “security risks,” such as cyberattacks. 
In December 2016, the European Union Agency for Network and Information Security (ENISA) led an 
initiative resulting to the position papers on IoT security.6 ENISA stated concerns that a European 
market failure for cybersecurity and privacy creates a severe risk that the European economy is falling 
behind in its ability to tap into the promising emerging IoT markets.7 
 
The GDPR8 and ePrivacy Regulation may also have implications for the IoT. Due to this fact there is 
a need for EU Member States’ to improve existing security processes and services and to evaluate 
and adapt them to IoT devices. In addition to analyzing and developing standard IoT requirements, 
there is also a need for greater awareness of EU citizens, organizations, and companies regarding 
security and privacy of the IoT.Thus, the GDPR may have implications for the IoT. Though, questions 
remain about how the provisions of these regulations will apply to IoT devices in practice. There are 
many requirements in the GDPR that may have implications on the IoT industry. For example, the 
GDPR requires companies or organizations to conduct Data Protection Impact Assessments (DPIAs) 
when data processing is likely to result in a high risk to the rights and freedoms of natural persons.’ 
Due to the high security and privacy risks associated with the IoT, this requirement of the GDPR is 
likely to apply to IoT companies or organizations.Secondly, the GDPR requires that data breaches be 
reported if personal data is involved, such as ransomware cyberattacks. Companies dealing with 
personal data must be able to identify and deal with security breaches (creating a mandatory 
notification system in case of any breaches of personal data). Third, the GDPR outlines several 
requirements about how personal data is stored, in the cloud9 or in-house hardware. The GDPR 
requires IoT companies or organizations to follow these provisions. Fourth, the GDPR requires that 
an individual’s consent be obtained to process their personal data. Within the meaning of GDPR, 
silence or inactivity do not constitute valid consent. This means, that the data subject must agree to 
the data processing through an affirmative act. Additionally, the GDPR states that children under age 
13 cannot give consent. Children between 13 and 15 are subject to EU Member States’ particular 
laws.10 As a result, IoT companies or organizations who create and/or market IoT devices for children 
have (additional) mandatory considerations regarding consent. Last but not least, the GDPR stipulates 
that data subjects have a right, at any time, to be informed about how their personal data is used and 
to whom it is disclosed.  
 

                                                 
5 European Commission, Opinion 8/2014 on the on Recent Developments on the Internet of Things, 
14/EN WP 223 (Sept. 2014). 
6 Common Position on Cybersecurity,ENISA (Dec. 2016). 
7 FUNTA, R. - NEBESKÝ, Š. - JURIŠ, F. (2014): Právo európskej únie.  
8 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement 
of such data, and repealing Directive 95/46/EC (General Data Protection Regulation). MESARČĺK, M. 
(2018): GDPR a ochrana osobných údajov pre školy.  
9 FUNTA, R. (2014): Cloud computing: challenges that lie behind the cloud security.  
10 HUDECOVÁ, I. – CYPRICHOVÁ, A. – MAKATURA, I. a kol. (2018): Nariadenie o ochrane fyzických 
osôb pri spracúvaní osobných údajov – Veľký komentár.  
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An additional framework that have implications for the IoT is the ePrivacy Regulation.11 The ePrivacy 
Regulation clearly mentions the IoT, specifically Recital 1, which states that “Article 7 of the Charter 
of Fundamental Rights of the European Union (the Charter)12 protects the fundamental right of 
everyone to the respect for his or her private and family life, home and communications. Respect for 
the privacy of one’s communications is an essential dimension of this right. Confidentiality of electronic 
communications ensures that information exchanged between parties and the external elements of 
such communication, including when the information has been sent, from where, to whom, is not to 
be revealed to anyone other than to the parties involved in a communication. The principle of 
confidentiality should apply to current and future means of communication, including calls, internet 
access, instant messaging applications, e-mail, internet phone calls and personal messaging provided 
through social media.”and Recital 12, which states, that “Connected devices and machines 
increasingly communicate with each other by using electronic communications networks (Internet of 
Things). The transmission of machine-to-machine communications involves the conveyance of 
signals over a network and, hence, usually constitutes an electronic communications service. In order 
to ensure full protection of the rights to privacy and confidentiality of communications, and to promote 
a trusted and secure Internet of Things in the digital single market, it is necessary to clarify that this 
Regulation should apply to the transmission of machine-to-machine communications. Therefore, the 
principle of confidentiality enshrined in this Regulation should also apply to the transmission of 
machine-to-machine communications. Specific safeguards could also be adopted under sectorial 
legislation, as for instance Directive 2014/53/EU.” 
 
5. Conclusion: concrete steps towards implementation 

 
It is necessary to create a new security law for the IoT. The law would create the basis for legal and 
planning security in the economy and society, and thus provide the necessary impetus for Europe to 
use the IoT as a growth engine and create future jobs. There are already European requirements for 
the security of networked devices. For example, the Energy Efficiency Directive requires Member 
States to ensure the safety of data communications, as well as the protection of end-user privacy, in 
accordance with the relevant Union legislation on data protection and privacy (Directive 
2012/27/EU).13 In order to ensure that only hardware-secured products that comply with the minimum 
legal requirements actually enter the market, the law should be set up in the form of a prohibition law 
with the reservation of permission. This means that networked devices for the IoT may only be placed 
on the market if the minimum content requirements are met. 
 
Manufacturers, importers, distributors or other placing networked devices for the IoT on the market 
must ensure that the use of secure elements in the hardware of the devices determines the 
unambiguous identity of the IoT device. Due to the unique identity of the device, the origin of the 
device should be traceable and verifiable. The authenticity of the device must be guaranteed at all 
times. Communication with other IoT devices and data processing in a standardized manner always 
takes place via an encrypted, integrity-assured channel. The use of encryption techniques must be a 
standard in networked devices. Therefore, there must be a requirement that devices only handle 
encrypted data on the hardware side. When using networked devices, users must be able to assume 
that only the authorized persons (manufacturers, users, etc.) have access to the hardware and the 
settings of the device. In order to strengthen confidence in the networked everyday and business 
world, it must be ensured by law and fixed at the hardware level that only authorized and authenticated 
identities can communicate with one another. Users of networked devices must be confident that their 
device "performs only those functions and only collects and processes data that is actually intended 

                                                 
11 Proposal for a Regulation of the European Parliament and of the Council concerning the respect 
for private life and the protection of personal data in electronic communications and repealing Directive 
2002/58/EC (Regulation on Privacy and Electronic Communications). 
12 SVÁK, J. (2011): Ochrana ľudských práv (v troch zväzkoch). II. Zväzok; KARAS, V. - KRÁLIK, A. 
(2012): Právo Európskej únie.  
13 Directive 2012/27/EU of the European Parliament and of the Council of 25 October 2012 on energy 
efficiency, amending Directives 2009/125/EC and 2010/30/EU and repealing Directives 2004/8/EC 
and 2006/32/EC. 
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and provided by the authorized persons. Any function and data processing incompatible with these 
specifications is already excluded on the hardware side. 
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Abstract: The present article addresses the current issue of using the law documents management 

tools (online storage, cloud servers and software) as a significant way to practice law. Even though 
the general public has been using the cloud solution for a while now, the advocates have still favored 
the paper-based law documents management. Cloud computing can make the work productivity more 
efficient, however, we should also think about the risks it might pose. The advocates who use cloud 
computing should not forget implementing the preventive measures to ensure the advocate 
confidentiality, privacy and sensitive data protection, trade secret and protection of important client 
information. The regulation of this digital document management shall be new and inevitable 
challenge for advocates in the near future. This article thus describes the basic options for the 
advocates to address the above-mentioned risks. It also offers the essential regulation tips for bar 
associations and public authorities 
 
Key words: Cloud computing, online storage, advocacy, advocate, regulation, professional ethics, 

advocacy secrecy, confidentiality, privacy.   
 
1 INTRODUCTION 

Cloud computing1 is quite broad term and includes many different online cloud tools used in 
advocacy for communication (emails) and time management (online calendars), as well as cloud 
databases for quick legal research and analysis of current legislation, case law and legal literature. 
This article will focus on law documents management software available in the Czech Republic.  

In these days, Czech advocates and law firms often prefer cloud law documents management 
software to “paper-based” documents data management. Their main goal is to improve data and time 
management, reduce regular costs, increase productivity, and enable quick and easy data sharing 
and accessibility.  

On the other hand, each advocate should focus on eliminating potential risks or dangers and 
securing confidentiality, privacy, advocacy secrecy and protection of client’s trade secret.2  Therefore, 
it is necessary to follow professional ethics and recommendations mentioned below.  
 
2 RECOMMENDATIONS 

The Czech Bar Association3 has not provided Czech advocates and law firms with detailed 
recommendations for cloud computing use in advocacy in the Czech Republic. Also, the Czech Bar 
Association has not solved any advocate disciplinary offenses concerning breach of confidentiality, 
privacy and advocacy secrecy due to cloud computing failure in advocate practice.  

                                                 
1See LACKO, Ľuboslav. Osobní cloud pro domácí podnikání a malé firmy. V Brně: Computer Press, 
2012, s. 13. 
2 See VELTE, Anthony T., Toby J. VELTE a Robert C. ELSENPETER. Cloud Computing: praktický 
průvodce. Brno: Computer Press, 2011, s. 52. 
3See https://www.cak.cz/  

https://www.cak.cz/
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 Therefore, the inspiration for this legal issue had to be sought abroad. The Council of Bars 
and Law Societies of Europe (CCBE)4 and The Slovak Bar Association5 have publicly presented 
comprehensive recommendations67. The most significant conclusions are presented below. 
 

2.1  Warnings  
The Slovak Bar Association declares that “free of charge” emails and clouds such as Gmail, 

Google Drive, Hotmail, OneDrive, iCloud, Dropbox should not be used in advocacy.8 The main reason 
is that there are no legal or contractual guarantees to data protection and recovery by cloud providers.  
Due to “free of charge” status, there would be no cooperation or any efficient support secured to 
advocate by cloud provider in case of cloud failure. Moreover, data storage is often not located in EU 
countries. The advocate is thus unable to ensure the sufficient level of data privacy, security and 
advocacy secrecy.  

 
2.2 Principal instructions 

Below, there are six principal instructions for advocates and law firms to be followed when 
using cloud computing in advocacy:   
1) Contract analysis 
Advocates should analyse the whole cloud provider contract and all attachments in detail. It is also 
important to request high level of service and security guarantees from cloud provider.  
2) Cloud provider’s audit   
Advocates should verify if cloud provider has any valid external audit of his services and security 
guarantees and valid international certificates, such as ISO/IEC 27001:2013. 
3) Location of cloud data storages 
Advocates should ensure the location of cloud data storages, as it is necessary to have them located 
in the advocates’ home countries or eventually in the EU countries.9  
4) How to change provider 
Advocates should know in advance how to export and delete data if the cloud provider changes.  
5) How to recover and upgrade  
Advocates should have a cloud software source code in their disposition in case the  system needs 
to be recovered or upgraded.  
6) Liability insurance 
It is appropriate to conclude a liability insurance for any damages or costs caused to the client or to 
the third party by cloud failure or “pirate” attacks, as not all risks and dangers could be preliminary 
eliminated by advocate.  
 

                                                 
4 The Council of Bars and Law Societies of Europe (CCBE) represents the bars and law societies of 
32 member countries and 13 further associate and observer countries, and more than 1 million 
European lawyers within these subjects – for more information see https://www.ccbe.eu/   
5 See https://www.sak.sk/  
6 See Usmernenia CCBE pre advokátov týkajúce sa využívania cloudových služieb. Bulletin 
slovenskej advokácie [online]. 2017, XXIII(mimoriadne číslo), s. 50-55 [cit. 2020-02-28]. Dostupné z: 
https://www.najpravo.sk/app/cmsFile.php?disposition=a&ID=4581 
7 See Budúcnosť je v cloude: Úvod k prijatým štandardom, odporúčaniam a kritériám softvérových 
riešení pre výkon advokácie. Bulletin slovenskej advokácie [online]. 2017, XXIII(10), s. 48-49 [cit. 

2020-02-28]. Dostupné z: 
https://www.sak.sk/web/sk/cms/sak/bulletin/archiv/proxy/list/form/rows/637/attr/name/preview 
8 See Budúcnosť je v cloude: Štandardy a odporúčania pre advokátov pri nákupe softvéru a/alebo 
cloudových služieb. Bulletin slovenskej advokácie [online]. 2017, XXIII(10), s.52 [cit. 2020-02-28]. 

Dostupné z: 
https://www.sak.sk/web/sk/cms/sak/bulletin/archiv/proxy/list/form/rows/637/attr/name/preview   
9 See Usmernenia CCBE pre advokátov týkajúce sa využívania cloudových služieb. Bulletin 
slovenskej advokácie [online]. 2017, XXIII(mimoriadne číslo), s. 51 [cit. 2020-02-28]. Dostupné z: 

https://www.najpravo.sk/app/cmsFile.php?disposition=a&ID=4581   

https://www.ccbe.eu/
https://www.sak.sk/
https://www.najpravo.sk/app/cmsFile.php?disposition=a&ID=4581
https://www.sak.sk/web/sk/cms/sak/bulletin/archiv/proxy/list/form/rows/637/attr/name/preview
https://www.sak.sk/web/sk/cms/sak/bulletin/archiv/proxy/list/form/rows/637/attr/name/preview
https://www.najpravo.sk/app/cmsFile.php?disposition=a&ID=4581
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3 LAW DOCUMENTS MANAGEMENT SOFTWARE  
Law documents management software offers different cloud services and variable 

functionalities. The most important advantage is the online access to public databases, especially to 
Czech business register10, insolvency register11, court proceedings register12, online registration of 
sales13 and register of VAT taxable person14.  

These tools enable to quickly alert the advocate for any significant changes in public database. 
As a result, the advocate can see all important news – such as the cancellation and postponement of 
a court proceeding or a declaration of new debtor’s personal bankruptcy proclamation in insolvency 
register. The advocate is thus prompted to file the application form to bankruptcy proceeding in time.  

In addition, law documents management software often enables advocates to communicate 
with their bank accounts, receive and issue invoices, record and analyze their income and expenses, 
and follow current currency rates.  

Here is the complete list of 17 main law documents management software for advocacy in the 
Czech Republic and the relevant links to their websites: 

 
1) Advokta   https://www.advokta.cz/  
2) ISPIS    https://ispis.cz/advokat  
3) Webspis   http://web.webspis.cz/  
4) Advokátní spis    https://atlasconsulting.cz/software/advokatni-spis/ 
5) Akomplet   http://www.akomplet.cz/  
6) Marktime      https://www.marktime.cz/advokat  
7)   ISAK        https://www.isak.cz/ 
8)      Praetor     https://praetor-systems.cz/  
9)    Kleos       https://www.kleos.wolterskluwer.com/cz/ 
10) Advokátní agenda  http://www.softwarepropravniky.cz/advokatni-agenda/ 
11) SynopsIS Legal   http://www.synopsis.cz/cenik/advokatni-kancelar 
12) Evolio    https://evolio.cz 
13) SingleCase   https://www.singlecase.cz/cz/home/  
14) Jurisdix AK    http://www.jurisdix.cz/jurisdix.htm 
15) EPIS      https://eshop.epis.cz/o-epis/ 
16) AdvocatusDigital   http://advocatusdigital.com/cz 
17) Zistemo     https://zistemo.cz/právo/ 
 
Law documents management software offers different technical ways for cloud computing. The most 
secured way is to use your own private local cloud (Advokátní spis). From the financial point of view 
and in case of extensive number of data, you could use the external cloud services (Praetors, Kleos). 
Moreover, it is also possible to use the combination of such clouds (Webspis) and benefit from private 
local and external cloud advantages at the same time.  
 
4 CHOOSING LAW DOCUMENTS MANAGEMENT SOFTWARE  

Choosing law documents management software is quite individual, as the advocates and law 
firms have different needs, requirements and internal legal processes.  

Below, there are five main criteria that should be considered when choosing the appropriate 
law documents management software: 
1) Data sensitivity 
Advocates should decide and differentiate which information and data should be stored only on private 
cloud and which could be sent to public clouds. 
2) Quantity and variety of users 
Law firms and advocates have different quantity and variety of users (clients, employees, service 
providers) who shall have an access to law documents management software. 
                                                 
10 See https://or.justice.cz/ias/ui/rejstrik  
11 See https://isir.justice.cz/isir/common/index.do  
12 See https://infosoud.justice.cz/InfoSoud/public/search.jsp  
13 Abbreviated as “EET” in Czech, see https://www.etrzby.cz/cs/english-version-609 
14 See https://adisreg.mfcr.cz/cgi-bin/adis/idph/int_dp_prij.cgi?ZPRAC=FDPHI1&poc_dic=2  

https://www.isak.cz/
http://advocatusdigital.com/cz
https://zistemo.cz/právo/
https://or.justice.cz/ias/ui/rejstrik
https://isir.justice.cz/isir/common/index.do
https://infosoud.justice.cz/InfoSoud/public/search.jsp
https://www.etrzby.cz/cs/english-version-609
https://adisreg.mfcr.cz/cgi-bin/adis/idph/int_dp_prij.cgi?ZPRAC=FDPHI1&poc_dic=2


_____Zborník z medzinárodnej vedeckej konferencie Bratislavské právnické fórum 2020____ 
 

 

32 

3) Accessibility 
The accessibility of data could be required only locally (inside the law firm) or externally (for example 
in the whole Czech Republic or abroad).  
4) Price / quality of service 
Price is usually one of the most important criteria, but in this case, the quality of service and contract 
guarantees should be preferred by advocates. 
5) Client’s consent 
Finally, the clients should receive all necessary information and be able to decide how their personal 
data, documents and information will be processed and preserved by advocates so that the required 
privacy and confidentiality is secured.15  
 
5  CONCLUSION 

Cloud computing is a real breakthrough technology in advocacy and provides many 
advantages for advocates and their clients – especially productivity and efficiency in providing legal 
services. On the other hand, it can also pose some threats for advocacy secrecy and privacy. 
Therefore, it is necessary to share more information and recommendations with the advocates and 
their clients in the Czech Republic. The cloud computing should be also more regulated by law and 
The Czech Bar Association should issue the official instructions for Czech advocates.   

I suppose that the law documents management software will be soon even more significant 
due to consumer preferences, development of online legal services, and the necessity to share 
electronic data between public and private sectors.  
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LEGAL AND ETHICAL PERSPECTIVES OF ARTIFICIAL 
INTELLIGENCE IN THE BUSINESS1 

Michal Toman, Regina Hučková 
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Abstract: Many of the developments in Artificial Intelligence can be tracked back more than 50 years, 

but the main reason why now so much attention is paid to Artificial Intelligence in general and also to 
Machine Learning is that the recent advances in computing power, availability of Big Data, and new 
algorithms have led to important breakthroughs in the recent years. From machine translations, to 
facial recognition or music creation, nearly all industries try to exploit the advantages of Artificial 
Intelligence and Machine Learning. To get the most out of Artificial Intelligence, scientists need to 
liaise with the users in order to understand their concerns. Data scientists should also understand an 
organization’s culture and its approach to the adoption of new ideas and business practices. Legal, 
ethical and regulatory problems in the fields in which their business partners do their business also 
require thorough consideration. As we will highlight in this paper, a key characteristic which EU is 
stressing is the legal and ethical perspective connected with the deployment of Artificial Intelligence 
in any kind of business. We will briefly discuss national and EU levels of legal and ethical guidelines 
which shall frame the use of the Artificial Intelligence. 
 
Abstrakt: Mnohé z vývoja v oblasti umelej inteligencie možno sledovať už viac ako 50 rokov, ale 

hlavným dôvodom, prečo je v súčasnosti taká veľká pozornosť venovaná umelej inteligencii 
všeobecne a tiež strojovému učeniu je, že nedávny pokrok v oblasti výpočtového výkonu, dostupnosť 
veľkých údajov (Big Data) a tiež nové algoritmy viedli v posledných rokoch k významným pokrokom. 
Od strojového prekladu po rozpoznávanie tváre alebo tvorbu hudby sa takmer všetky priemyselné 
odvetvia snažia využiť výhody umelej inteligencie a strojového učenia. Aby vedci získali čo najlepší 
úžitok, musia sa však spojiť s používateľmi, aby porozumeli ich obavám. Dátoví vedci by mali tiež 
pochopiť kultúru tej-ktorej organizácie a jej prístup k prijímaniu nových nápadov a obchodných praktík. 
Právne, etické a regulačné problémy v oblastiach, v ktorých ich obchodní partneri podnikajú, si tiež 
vyžadujú dôkladné zváženie. Ako názorne ukážeme v tomto príspevku, hlavnou charakteristikou, 
ktorú EÚ zdôrazňuje, sú právne a etické hľadiská spojené so zavádzaním umelej inteligencie v 
akomkoľvek druhu podnikania. V krátkosti rozoberieme právne a etické usmernenia na vnútroštátnej 
úrovni a na úrovni EÚ, ktoré určia rámec používania umelej inteligencie. 
 
Key words: artificial intelligence, machine learning, ethics, liability, law. 
 
Kľúčové slová: umelá inteligencia, strojové učenie, etika, zodpovednosť, právo. 

 
1 INTRODUCTION 

Artificial Intelligence systems are software (or even hardware) systems designed by people 
that, due to the complex goal, act in a physical or digital dimension by perceiving their environment 
through data acquisition, interpretation of collected structured or unstructured data (so-called Big 
Data), derivation of knowledge or the processing of information derived from such data and decide on 
the best steps to be taken to achieve that goal. Artificial Intelligence systems can either use symbolic 
rules or learn a numerical model, and they can also adjust their behaviour based on an analysis of the 
impact of their previous actions on their environment. Artificial Intelligence as a scientific discipline 
includes several approaches and techniques, such as machine learning (specific examples of which 
are deep learning and reinforcement learning), machine derivation (which includes planning, 
programming, representation and derivation of knowledge, search and optimization) and robotics 
(which includes control, perception, sensors and controllers, as well as the integration of all other 

                                                 
1 The article is the output of the solution of the scientific project APVV-17-0561 Human rights and 
ethical aspects of cyber security 
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techniques into cyber-physical systems).2 Thus, Artificial Intelligence is already at first sight a very 
practical technology, which is currently used extensively, especially by the private sector for 
commercial purposes, such as. demand estimates, fraud predictions, designing ads on social 
networks, recommending goods and services to potential customers, etc. In the field of application of 
this technology for the business sector, it is therefore still possible to consider mainly solutions that 
could have a positive impact on expanding new business models, developing new ways of providing 
services or increasing competitiveness in local and global markets. In addition to the need for 
innovative approaches to the creation or expansion of business opportunities, those responsible for 
development, application, law and regulation should also focus on mitigating the legal and ethical risks 
associated with this disruptive technology. This paper therefore aims to highlight existing or 
forthcoming regulatory measures that primarily take into account the ethical perspectives of AI. 

 
2 A BRIEF VIEW ON THE ORIGIN OF AI 

Even in the field of AI, there are slightly different views on the origin and beginnings of the field. 
In general, however, most authors and experts consider the birth of AI to be the year 1956, namely a 
specific scientific symposium that went down in history under the title "Dartmouth Summer Research 
Project on Artificial Intelligence."3 In the summer of 1955, a group of scientists led by Professor of 

Mathematics, John McCarthy, (to whom we owe the phrase "AI - Artificial Intelligence") from the 
Department of Mathematics at Dartmouth College in New Hampshire, USA, proposed to organize a 
several-week professional meeting to examine the assumption that every aspect of learning or any 
other characteristic of intelligence can be described so precisely that on this basis it will be possible 
to create a machine, i.e. a computer, to simulate these. The participants summarized their initial 
concepts in the following areas: 
 

1) Automated computers 
- They were aware that the computing capacity of the computers at that time did not reach 

the necessary parameters, however what they considered as a greater complication was 
the inability to write programs that would take full advantage of what we already knew 
as a mankind. 

2) Use of human language by computers 
- Human thinking consists mainly of manipulating words according to the rules of 

reasoning and assumptions. So, the question was - how to achieve a similar level for 
computers? 

3) Neural networks 
- How it is possible to arrange hypothetical neurons so that they create concepts 

themselves? 
4) Theory of computational size 

- One way to solve a well-defined problem is to try all possible answers. They therefore 
realized that it was necessary to develop a method for measuring the complexity of 
computing devices. 

5) Self-improvement of computers 
- Perhaps the most attractive was this area, namely the understanding of the principles 

according to which the computer could also improve itself. 
6) Abstraction 

- They also dealt with the idea of how it is possible to classify different ways of creating 
abstractions in order to describe machine methods of forming abstractions from sensory 
or other similar data. 

7) Randomness and creativity 

                                                 
2 High-Level Expert Group on Artificial Intelligence: Ethics Guidelines for Trustworthy AI. Glossary, p. 
46. Visited on internet on 19 Jan 2020 here.  
3 SOLOMONOFF, R. J. The time scale of Artificial Intelligence: Reflections on social effects. Visited 
on internet on 18 Jan 2020 2020 here. 

https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=60419
http://raysolomonoff.com/publications/timesc.pdf
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- Last but not least, they agreed that if randomness is to be effective, it should be guided 
by intuition. In other words, a qualified estimate or "assumption" involves some 
controlled randomness in a differently arranged mindset.4 

As we can see, the participants in this symposium in the middle of the 20th century have not 
yet resonated concerns about legal aspects, or ethical use, eventually the abuse of Artificial 
Intelligence. Their primary dilemmas were technical, psychological and philosophical questions such 
as forcing machines to perform tasks that until then could only be done by humans. As the aim of this 
paper is not to examine the development of Artificial Intelligence, we will take a "leap" 50 years ahead 
and look briefly at the unique continuation of these scientific discussions that took place at the same 
place in the summer of 2006, entitled "The Dartmouth College Artificial Intelligence Conference: The 
Next 50 Years (AI @ 50)", whose two main goals were to evaluate how Artificial Intelligence has 
progressed over the last 50 years, but also to think about where AI is heading or rather where it should 
be heading. This conference is much more interesting for the purpose of the introduction to our paper, 
as it was also attended by five scientists from the original group of co-organizers, namely Trenchard 
More, John McCarthy, Marvin Minsky, Oliver Selfridge and Ray Solomonoff. These pioneers of 
Artificial Intelligence have agreed that many areas of Artificial Intelligence research have made 
unprecedented advances (such as robotics), but in other areas, development has taken different, 
often inconsistent, even non-cooperative directions. Perhaps one argument for all that has been made 
at AI @ 50 is some dissatisfaction with the field of AI, namely that many scientists use different 
methodologies in the development of AI, but there is still no general, unifying theory of intelligence or 
learning that connects the discipline. Even this paradox, however, can be considered a sign of healthy 
development in an unexplored area. In the words of one of AI's co-founders, Nils Nilsson: "There are 
many roads to the top. Of course, not all methods can be fruitful in the long run. But since we don't 
know which method is best, it's a good idea to explore them as much as possible.“5 

However, what is more important for our paper are the opinions and predictions of AI @ 50 
participants on the development of Artificial Intelligence in the next 50 years, i.e. by 2056. While Oliver 
Selfridge claimed that while computers would do more planning, taking into account people's needs, 
they would not reach the human level of emotion by that time, on the other hand Ray Solomonoff 
thinks that truly intelligent machines are not so far away. According to him, AI poses a real danger if 
it is misused for political purposes, because the current performance of computer technology places 
great power in the hands of individuals and governments, which can be misused.6 For this reason, 
too, we have decided to focus on important legal and ethical aspects that do not relate so much to the 
computing power of computers as to our own human vulnerability when confronted with today's very 
sophisticated Artificial Intelligence. 
 
3 LEGAL AND ETHICAL REGULATION OF AI IN THE EUROPEAN UNION  

At least since 2015, the European Parliament (hereinafter also referred to as the "EP") has 
also seriously addressed the issues of ethical application of modern technologies.7 It emphasizes the 
fact that the existing legal framework of the European Union (hereinafter also referred to as the “EU”) 
should be updated and supplemented as necessary by ethical principles, taking into account the 
complexity of robotics and Artificial Intelligence in general and their many social, health or bio-ethical 
implications. A clear, exact and in particular, effective framework for the design, development, 
production, use and adaptation of AI is therefore needed to complement existing national and EU 
acquis. An annex to that Resolution proposed a framework in the form of a charter consisting of (i) a 
code of conduct for robotics researchers, (ii) a code of conduct for ethics committees in research, (iii) 
model licenses for designers and (iv) model licenses for users. It is clear from these proposals how 
well the EU's political leaders are aware of the need to create a generally accepted definition of robot 

                                                 
4 McCARTHY, J. et al. A proposal for the Dartmouth summer research project on Artificial Intelligence. 
Visited on internet on 18 Jan 2020 here. 
5 WANG, P.: On Defining Artificial Intelligence, Journal of Artificial General Intelligence 10(2) 1-37, 
2019, DOI: 10.2478/jagi-2019-0002, s. 13. Visited on internet on 18 Jan 2020 here. 
6 MOOR, J.: The Dartmouth College Artificial Intelligence Conference: The Next Fifty Years. AI 
Magazine, Volume 27, Number 4, 2006, s. 90. Visited on internet on 18 Jan 2020 here. 
7 European Parliament resolution of 16 February 2017 with recommendations to the Commission on 
Civil Law Rules on Robotics (2015/2103(INL)) 

http://jmc.stanford.edu/articles/dartmouth/dartmouth.pdf
https://content.sciendo.com/downloadpdf/journals/jagi/10/2/article-p1.xml
https://www.aaai.org/ojs/index.php/aimagazine/article/viewFile/1911/1809
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and AI, which, however, would be sufficiently flexible and would not hinder further innovation. An 
important role in the formulation of these principles was also played by Asimov's laws of robotics, 
which read as follows: 
 

1) The robot must not harm a human being or allow its inaction to harm a human being. 
2) The robot must obey the human, except when it is contrary to the first law. 
3) The robot must protect itself from damage, except in cases where it is in conflict with the 

first or second law. 
4) Additional, so-called Asimov's zero law of robotics – a robot must not harm mankind or 

allow it to be harmed by its inaction. 
 

Isaac Asimov proposed these laws in 1942. Since then, the development of robotics and 
Artificial Intelligence has moved a considerable way forward. It is therefore highly debatable whether 
Asimov's laws of robotics are practically feasible today. New generations of robots will be equipped 
with the ability to adapt and learn, which involves a degree of unpredictability of their behaviour, and 
as these robots will autonomously build on their own variable experience and communicate in a unique 
and unpredictable environment, often not understanding human ethics despite strict observance of 
standards written by humans, it is necessary to think together about their revision or addition. 
Eventually, even in the EU, in the meantime, many regulations have been created and are being 
applied in which these Asimov’s laws are not directly implemented and yet the given technological 
systems can be described as safe. To complete this consideration, we also compare the list of 
"improved" laws of robotics, which are referred to in the world of robotics as the "10 Japanese 
Principles of Robotics" and read as follows: 

 
1) Robots must serve mankind. 
2) Robots must never kill or injure people. 
3) Robot producers are responsible for their creations. 
4) Robots involved in the production of currency, goods or dangerous substances must have 

a valid certification. 
5) Robots must not leave the country without permission. 
6) The identity of the robots must not be altered, kept secret or misinterpreted. 
7) Robots must be identifiable at all times. 
8) Robots created for adult purposes must never work with children. 
9) Robots must not assist in crimes or assist criminals or help them escape justice. 
10) Robots must refrain from damaging human dwellings and tools, including other robots.8 

 
However, in order to stick to the topic of our paper, we will again pay attention to the legal framework 
of ethical regulation of Artificial Intelligence in the EU and in the following subchapters we will look at 
proposals aimed at establishing ethical limits and limits on the use of robots and AI. 
 
3.1 EU - Coordinated Roadmap for AI 

It is clear that AI will continue to affect society in ways we cannot yet quite accurately imagine. 
Also for this reason, the European Commission (hereinafter also referred to as the "EC") recognizes 
the positive impact that AI has and will continue to have from a commercial and societal point of view. 
However, it also seeks to ensure that the risks and other adverse effects associated with this 
technology are properly and adequately addressed with regard to the application of AI in the daily 
lives of EU citizens. For this reason, the EC has taken a number of key decisions and issued a number 
of documents, which we will now look at briefly. 

 
3.1.1 Digital Day 2017 

On the occasion of the celebrations of the 60th anniversary of the signing of the Treaties of 
Rome, on 23 March 2017, the EC issued the so-called "European Interoperability Framework - 
Implementation Strategy". It offers public authorities 47 specific recommendations on how to improve 

                                                 
8 SCHODT, F. L. The Astro Boy Essays: Osamu Tezuka, Mighty Atom, and the Manga/Anime 
Revolution 
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the governance of their interoperability activities, how to establish organizational relationships with 
each other, streamline processes supporting end-to-end digital services or how to ensure that existing 
and new legislation do not jeopardize interoperability efforts. The aim is to achieve a successful 
implementation of the European Interoperability Framework, to improve the quality of European public 
services and to create an environment in which public administrations can work together digitally. 

 
3.1.2 Digital Day 2018 

Approximately a year later, on 10 April 2018, 25 EU member states, including Slovakia, signed 
the so-called "Declaration of cooperation on Artificial Intelligence", the purpose of which is for the EC, 

together with the Member States, to draw up a plan for the harmonization of legislation and regulatory 
rules in the development and use of AI. Following this, on 25 April 2018, the EC published the so-
called "Communication Artificial Intelligence for Europe", whose main objectives are to support 
technological and industrial capacities as well as to support the deployment of AI solutions in EU 
economies, prepare for socio-economic change by modernizing education and adapting to changing 
labour market conditions and ensuring adequate ethics and a legal framework based on EU values.9  

 
3.1.3 Digital Day 2019 

On 9 April 2019, the last edition of Digital Day was carried in a similar spirit. For the purposes 
of this paper, we will be particularly interested in the field of AI. The most comprehensive document 
from the workshop of the EU institutions, dealing with AI, was presented at this event. It is a document 
that was issued on 8 April 2019 by the so-called "High-Level Expert Group on Artificial Intelligence" 
(hereinafter also referred to as the "Expert Group"), set-up by the EC in June 2018, entitled "High-
Level Expert Group on Artificial Intelligence: Ethics Guidelines for Trustworthy AI" (hereinafter also 
referred to as the "Guidelines"). The Guidelines set out a list of seven key requirements that AI 
systems should meet in order to be considered trustworthy. The specific list of assessments contained 
threrein aims to help verify the application of all these key requirements. Let's take a closer look at 
these Guidelines, as we believe that they are truly ground-breaking in the EU and form a solid 
foundation for further research and implementation of AI in terms of ethics. As the title of the 
Guidelines suggests, the credibility of AI is the main motive. Credible Artificial Intelligence should have 
three components that must be adhered to throughout the life cycle of a given system: 

 
1) It should be legal to ensure compliance with all applicable law. 
2) It should be ethical, thus ensuring compliance with ethical principles and values. 
3) It should be resilient, both from a technical and social point of view, as AI systems can 

cause unintentional damage, even with the best of intentions. 
 

These three components form the core, but this does not exclude the possibility that others will 
be needed over time. At the same time, this means that legislators and policy makers will also have 
to examine the appropriateness of existing law if this is or could be contrary to ethical principles. We 
lawyers know very well that legislation does not always keep pace with technological developments, 
and sometimes it may even be in conflict with ethical standards or simply may not be appropriate to 
address certain issues. In order for AI systems to be credible, they should therefore be particularly 
ethical. The seven key requirements that AI should meet are not definitive. The Expert Group 
formulated them in such a way that they are all equally important and their order does not determine 
their importance. The Expert Group therefore sets out the following requirements for system, individual 
and societal aspects of AI: 

 
1) Human factor and supervision:  

Includes fundamental rights, the human factor and human supervision. 
2) Technical resistance and safety: 

                                                 
9 COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT, THE 
EUROPEAN COUNCIL, THE COUNCIL, THE EUROPEAN ECONOMIC AND SOCIAL COMMITTEE 
AND THE COMMITTEE OF THE REGIONS: Artificial Intelligence for Europe {SWD(2018) 137 final}. 
Visited on internet on 19 Jan 2020 here. 

https://ec.europa.eu/transparency/regdoc/rep/1/2018/SK/COM-2018-237-F1-SK-MAIN-PART-1.PDF
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Includes attack resistance and security protection, backup plan and general security, 
accuracy, reliability and reproducibility 

3) Privacy and data management: 
Includes respect for privacy, data quality and integrity, and access to data. 

4) Transparency: 
Includes traceability, clarity and communication. 

5) Diversity, non-discrimination and justice: 
Includes the prevention of unfair bias, accessibility and design for all, and stakeholder 
participation. 

6) Social and environmental well-being: 
Includes sustainability and environmental friendliness, social impact, society and 
democracy. 

7) Liability: 
Includes controllability, minimization and reporting of negative impacts, trade-offs and 
redress. 

 
As stated by the Expert Group, all these requirements should be of equal importance, should 

be mutually supportive and should be implemented and evaluated throughout the life cycle of the AI 
system. It is the responsibility of developers and operators of AI systems to ensure compliance with 
legal obligations regarding horizontally applied rules as well as area-specific regulations. As the main 
contribution of the Expert Group and its Guidelines is to focus, inter alia, on the practical, ethical and 
safe use of AI, it also provides examples of the use of AI that are worth supporting, but also examples 
where the development, deployment and use of AI may conflict with our human values and which may 
raise our legitimate concerns. In addition to the examples mentioned below (which are based on the 
Guidelines of the Expert Group), the relatively recent case of "FaceApp" by software developers from 

the Russian Federation is worth mentioning.10 
 
Examples of trusted AI opportunities under the opinion of the Expert Group: 
 

1) Climate action and sustainable infrastructure.11 
AI has a great potential to reduce human impact on the environment and enable the efficient 
and effective use of energy and natural resources. For example, trusted AI can use Big Data 
to detect energy needs more accurately, leading to more efficient energy infrastructure and 
lower power consumption. 

2) Health and well-being.12 
AI and robotics can be valuable tools in the context of an aging EU population to help 
caregivers, support care for the elderly or identify general trends in the healthcare and 
treatment sector. 

3) Quality education and digital transformation.13 
In addition, AI can be an important tool in combating educational inequalities, helping to 
create individualized and adaptable educational programs that could help everyone acquire 
new qualifications, skills and competences in line with their own ability to learn. Thanks to it, 
the speed of learning and the quality of education could be increased, from primary school 
to university. 

                                                 
10 CHEN, T. BuzzFeed News: FaceApp Privacy Concerns Are Prompting A Call For The FBI To 
Investigate The Russia-Based App + appended letter of the USA Senator Ch. Schumer to the FBI. 
Visited on internet on 19 Jan 2020 here. FBI response to USA Senator Ch. Schumer, accessible on 
the internet here. 
11 The EC has launched the BRIDGE initiative, which allows the ongoing smart grid and energy 
storage project under Horizon 2020 to develop a common view of cross-sectoral issues. Available on 
the internet here.  
12 For example, the Murab project, which allows for more accurate biopsies and aims to diagnose 
cancer and other diseases more quickly. Available on the internet here. 
13 For example, the Joint Research Centre (JRC) report "The Impact of Artificial Intelligence on 
Learning, Teaching, and Education". Available on the internet here. 

https://www.buzzfeednews.com/article/tanyachen/faceapp-fbi-schumer-investigation-russia
https://www.democrats.senate.gov/imo/media/doc/FBI%20Letter%20to%20Schumer%20re%20FaceApp11.pdf
https://www.h2020-bridge.eu/
https://www.murabproject.eu/
https://publications.jrc.ec.europa.eu/repository/bitstream/JRC113226/jrc113226_jrcb4_the_impact_of_artificial_intelligence_on_learning_final_2.pdf
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Examples of serious concerns posed by AI under the opinion of the Expert Group: 
 

1) Identification and tracking of persons using AI.14 
Identification of individuals can sometimes be a desirable tool that complies with ethical 
principles (for example in fraud detection, AML, etc.). However, automatic identification 
raises serious legal and ethical concerns, as it can have an unexpected impact on many 
psychological and socio-cultural levels. Adequate use of AI control procedures is needed to 
respect the autonomy of EU citizens. A clear definition of whether AI can be used to 
automatically identify people, when it can be used and how, and the distinction between 
identifying people and finding and tracking them, and between targeted and mass tracking, 
will be key to creating a credible AI.  

2) Evaluation of citizens with the support of AI and violation of fundamental rights. 
Citizens' assessments are already often used in purely descriptive field-specific assessments 
(e.g. school systems, e-learning and driving licenses). It should be noted that transparency 
must neither prevent non-discrimination, nor is it a panacea for evaluation. Ideally, citizens 
should be able to opt without penalty for not participating in any rating system. They must 
also provide mechanisms for objection and correction of evaluation. 

3) Secret AI systems 
People should always know whether they are communicating directly with another person or 
with a machine. Achieving this goal reliably is the responsibility of AI specialists. The 
development of human-like robots should therefore be subject to a thorough ethical review. 

4) Autonomous weapon systems15 
Currently, an unknown number of countries are engaged in research and development of 
deadly autonomous weapon systems, from guided missiles with the ability to selectively 
select targets, to learning machines with cognitive skills that allow them to decide who, when 
and where to fight, without intervention of man. This raises fundamental ethical concerns that 
the existence of these systems could lead to uncontrolled arms races at historically 
unprecedented levels and could lead to military contexts in which human control is almost 
completely abandoned and where the risks of failure are not addressed.16 

 
The outputs of the Expert Group are an important milestone on the road to ethical AI in the EU 

and can be used to further build this area. However, EU Member States should not rely solely on 
experts at EU level and should themselves come up with innovative, safe and sustainable AI principles 
and rules. In the following subchapters, we will therefore look at the situation in the Slovak Republic.  
 
4 SLOVAK REPUBLIC  

Digital transformation is a key topic nowadays. It also represents an opportunity to accelerate 
the broad digital transformation of Slovakia. However, it is desirable for Slovakia to be proactive in 
several areas, not only in the priorities of this EU Digital Strategy, but also to proactively and positively 
influence changes in the regulatory environment in the sense that it will regulate only what is 
necessary in order to make it more efficient. For this purpose, two key documents were prepared and 
adopted, namely i) the “The Strategy of the Digital Transformation of Slovakia 2030” and the related 
ii) “The Action Plan of the digital transformation of Slovakia for 2019 – 2022”. It is therefore no 
coincidence that we have chosen the area of AI as the topic of our paper, as it is one of the current 
and key areas of these two documents. According to the latest studies and analyses, the following 
technologies are the most important from a global point of view17:  

 
1) Artificial Intelligence 
2) Internet of Things – IoT 

                                                 
14 In this context, the Article 6 of the General Data Protection Regulation can be recalled, which 
stipulates, inter alia, that data processing is lawful only if it has a valid legal basis. 
15 See also ARKIN, R. C. Ethical Robots in Warfare. Visited on internet on 19 Jan 2020 here.  
16 See example video here. 
17 NEWMAN, D. Forbes: Top 10 Trends for Digital Transformation in 2018. Visited on internet on 19 
Jan 2020 here. 

https://www.cc.gatech.edu/ai/robot-lab/online-publications/arkin-rev.pdf
https://youtu.be/y3RIHnK0_NE
https://www.forbes.com/sites/danielnewman/2017/09/26/top-10-trends-for-digital-transformation-in-2018/#1c012e2f293a
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3) 5G technology 
4) Big Data and their analytical processing 
5) Edge computing and Cloud computing 
6) Blockchain. 

 
In our opinion, it is not possible to look at these technologies separately as unrelated areas 

that are being developed independently. On the contrary, one area complements each other, 
advancing each other for the benefit of all citizens and businesses, although this may not always be 
obvious at first glance. In the following text, we will take a closer look at how the Slovak Republic 
wants to approach one of these key areas – the area of AI from a legal and ethical point of view. 

 
4.1.1 The Strategy of the Digital Transformation of Slovakia 2030 

Somehow, we automatically expect AI to simplify and to make the set and used processes in 
our lives first and foremost more pleasant. Therefore, the Slovak Republic is also fully aware that in 
addition to the benefits of AI, it also brings risks that need to be properly identified in order to eliminate 
their possible negative impacts on citizens, society and the business environment as much as 
possible. The vision of transparent and ethical use of AI is therefore based on the following five 
principles: 

 
1) Increasing AI transparency. 
In order to increase the transparency of AI, it is necessary to require and develop such software 

solutions that will be publicly funded, especially in order to be provided with a public license (e.g. 
EUPL 1.2, GNU LGPL 3, GNU GPL 3). Public license means public control, as everyone has the right 
to study the source code created in a programming language, which is in line with the National 
Concept of Public Administration Informatization, as well as with the Digital Europe program. The 
Slovak Republic therefore aims to support the development and research of responsible solutions 
using AI based on high-quality and unbiased data, as well as to spread awareness of their responsible 
use. 

2) Recognition and correct addressing of social risks arising from AI. 
One of the main tasks of public institutions will also be to sensitively and objectively explain to 

citizens the effects that AI will have on their lives and work – a possible reduction in jobs in industry 
or growing concerns and doubts about the security of private data, etc. 

3) Adapting education and training in the digital age. 
This area is directly related to the previous area. It is therefore essential that there is close 

cooperation between educational institutions, businesses and legislators in order to improve 
education and training in digital skills. 

4) Better regulation and better data processing. 
The creation of specific rules for the appropriate use of aggregated anonymised data and in 

particular pseudonymised data of individuals in response to current doubts about cyber security will 
also be a priority for the ethical use of AI. 

5) Adapting the protection of rights and freedoms to the requirements of the digital age. 
The current legislation governing the protection of the individual is not yet in line with the logic 

of AI systems. In order to bridge this gap, collective data rights need to be created. At the same time, 
it is necessary to ensure that organizations that deploy and use AI remain legally liable for any damage 
caused by them. 
 

Of course, these principles need to be translated into feasible steps and actions that will fill 
them with tangible content, useful especially for citizens and the business environment. It was for this 
purpose that the Government of the Slovak Republic approved the so-called "Short-term horizon of 
the strategy for the period 2019 - 2022", which we will take a closer look at in the next subchapter. 
 

4.1.2 The Action Plan of the digital transformation of Slovakia for 2019 – 2022 

Support for the development of Artificial Intelligence is included in a separate, fourth priority of 
this Action Plan. It is further divided into two topics: i) research and education in the field of Artificial 
Intelligence and ii) increasing the economic growth of Slovakia by using AI. The “Coordinated Plan on 
Artificial Intelligence” adopted by the EC on 7 December 2018, commits Member States to key 
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responsibilities in developing national capacities and international cooperation in the field of AI. In 
order to meet this obligation, the Government of the Slovak Republic has proposed a group of specific 
measures to support research, education, testing and implementation of systems based on the use 
of AI. The implementation of these measures will be evaluated on an ongoing basis at regular intervals 
with the participation of all stakeholders with a view to the dynamic research, development and 
deployment of this disruptive technology. Below are these measures and their brief characteristics. 

 
1) Research and education in the field of AI: 

 
i) Involvement of the Slovak Republic in the EU initiative in building European centres of 

excellence for AI.  
The EC plans to finance the network of European centres of excellence with EUR 50 million 
in 2020 through the Horizon 2020 program, and the Slovak Republic plans to participate in 
this network. 

ii) Establishment of an expert group to coordinate educational activities in AI. 
The aim is to create a coordination group, e.g. as part of the national platform for AI, which 
will oversee the education of professionals at various levels of knowledge and skills in order 
to ensure the competitiveness of the workforce in Slovakia. 

iii) Development of a natural language processing tool. 
It will be necessary to remove barriers in the use and development of the textual and 
speech corpus of the Slovak language with special regard to safe and practical applications 
of such technologies in the field of public services. 

iv) Defining topics of social need and preparing pilot projects with broad support from AI 
experts. 
Sufficient staffing, quality data and computing capacity are needed to improve AI research 
as well as to accelerate the implementation of AI in practice. A suitable method is to create 
model solutions on pilot projects, which will enable the definition of suitable processes for 
the creation of quality data, provide computing infrastructure and by their nature attract 
experts from academia, public and private sectors. 

v) Defining and announcing calls for grant schemes for basic and applied research focused 
on AI. 
The calls will be defined and announced in such a way that they are consistent with the 
activities of the EC. Direct financial support for research will enable the strengthening of 
stakeholders and contribute to increasing the competitiveness of the Slovak Republic in 
the field of AI. 

vi) Introduction of joint training of experts on selected aspects of AI. 
The aim of the measure is to increase the number of students in study programs related to 
AI. A measurable criterion for the success of the implementation of the recommendation is 
an increase in the number of graduates of study programs that state a connection with AI 
in the graduate's profile. 

 
2) Increasing the economic growth of Slovakia by using Artificial Intelligence 
 

i) Analysis of the regulatory environment related to AI. 
The intention is to create an advisory group of the Digital Agenda Section of the Office of 
the Deputy Prime Minister of the Slovak Republic for Investments and Informatization, 
composed of experts from private, academic and public administration, which will make 
recommendations on the need to amend the existing regulatory environment. 

ii) Design and support the implementation of the principles of transparent and ethical use of 
AI. 
The digital transformation must take place under the supervision of the public sector in 
order for AI, as well as other achievements of the digital age, to be used to promote our 
societal values and legal principles. Goal is creating a mechanism for the continuous 
collection of best ethical practices from companies and the public with regard to practical 
and theoretical experience. 

iii) Support for the development of the AI ecosystem. 
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Conducting public surveys in an innovative form of chatbots on how the public perceives 
AI. The survey summarizes the public's biggest concerns and expectations. The aim of the 
survey will be to set policies to support AI credibility. 

iv) Establishment of a standing committee on AI ethics and regulation. 
As AI regulation and ethics have a broader scope than just the data provision policy, an 
independent commission will be set up to assess the ethical side of ongoing AI projects, or 
to comment on the AI services provided. 

v) Elaboration of a manual for companies to implement AI. 
The clear manual will contain answers to frequently asked questions, state the 
prerequisites for the successful implementation of technology in practice, define the 
necessary stages of implementation of modern technologies and point out the pitfalls. This 
will simplify the access of companies and institutions to the most modern and progressive 
forms of available innovations. It will help companies to grasp the whole modernization 
process correctly. 

vi) Support for increasing investments of foreign and Slovak companies in research activities. 
Many companies support the training of their employees, but there is a lack of training in 
machine learning and AI. It is proposed that the Centre of Excellence actively seek out 
world experts and organize practical training with them. It is also proposed to subsidize the 
participation of students, university and high school teachers and make these workshops 
accessible to employees of companies and state administration. 

 
5 CONCLUSION 

If AI is to be a seized opportunity and not just a missed wish, the EU, and also Slovakia, should 
take full advantage of the digital transformation and the opportunities that disruptive innovations bring. 
Responsible, ethical but bold implementation of AI has the potential to transform the EU into a global 
leader in the innovation industry, benefiting from a knowledge-based digital and data economy, 
efficient public administration and the intelligent use of existing facilities and infrastructure. We are 
convinced that a properly set up ethical AI will enable EU and Slovak citizens and businesses to safely 
enter the digital age, where everyone will have the opportunity to reach their full potential and live a 
quality and safe life. We believe that the guidelines and principles adopted are the right tools to 
achieve this aspiration. However, while we humans and not machines decide everything, we should 
apply ethical principles to ourselves and our actions in the first place, otherwise we can hardly expect 
ethical behaviour from AI. Therefore, we hope that our contribution will at least partially contribute to 
the awareness of the potential that AI mediates and helps us to discover in us, without a negative 
intervention in human integrity. Law and ethics are more than suitable helpers. 
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Abstract: Intellectual property is now an up to date topic. It is an important part of the value of 

businesses and it is also very important for their economic prosperity. It requires an interdisciplinary 
approach and involvement of experts in the fields of law, technology and economics. In our paper, we 
focus on the field of intellectual property valuation. The basis for a relevant valuation of the selected 
intellectual property component is its correct systematization in the structure of the intellectual 
property. In this paper, we try to offer the view of several authors with different opinions on the topic, 
while we also try to give our opinion on it. Finally, we set the valuation principles and evaluate the 
most commonly used method of intellectual property valuation. 
 
Key words: Intellectual property, systematization, the structure of intellectual property components, 

valuation. 
 
1 DEFINITION AND STRUCTURE OF INTELLECTUAL PROPERTY 

Intangible assets and intellectual property are becoming critical assets of companies around 
the world. Market players are increasingly perceived through the logo, trademark, exceptional and 
original products, technological solutions, patents or business models. A company operating in the 
vast world of the Internet and social media does not even have to have a higher value of tangible 
assets, but it can have an incomparably higher value than a traditional manufacturing company, based 
on the value of its intellectual property. 

The subject of intangible assets or intellectual property is not sufficiently developed in the 
scientific literature. As a first step in implementation of intellectual property in practice, we consider 
the right systematization and definition of each component of intellectual property. Proper 
systematization is also necessary for the valuation of intangible assets, and valuation of intellectual 
property is also a necessity in many cases of bringing individual products of intellectual creative 
activity into a business. It is necessary to know the value of an intellectual property product, whether 
it is the transfer of intellectual property, licensing, the real use of intellectual property products or other 
transfer of intangible assets to a business. To correctly express the value of an intangible asset, it is 
necessary to correctly define and classify this product of intellectual creative activity to select precisely 
what we are going to valuate. 

In the framework of intellectual property systematization, first of all we need to see how we 
look at this definition. Looking at the issue from an accounting point of view, from an economic point 
of view, from a valuation point of view, from a legislative point of view, from a legal point of view or 
from a philosophical point of view, we can come to a different conclusion. This is the reason why we 
expect future changes in the area of intellectual property systematization. It should be noted that 
intellectual property can involve a large number of different components, especially in today's fast-
paced society, where new markets and products emerge each day, mainly in the technological 
environment. These creative designs in the market cause new types of intellectual property 
components and are the result of constant human creativity and ingenuity. Therefore, intellectual 
property is constantly evolving, and it is also associated with the rights to these new types of 
intellectual property. 

Intellectual property is intangible and to own intellectual property is legally recognized right. 
Intellectual property law allows the originator of ideas, expressions and inventions to exclude other 
entities from their use without permission.1 

The essential definition of intellectual property is based on the following criteria: 

                                                 
1 SCHWABACH, A. Intellectual property: a reference handbook. 1st edition. California: ABC- CLIO, 
2007. 318 pages. ISBN 978- 1- 59884-046-9.  
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 An asset with non-material form. 

 Intellectual property is a product of the intellectual creative activity of man. Thus, 

intellectual property is a kind of intangible asset. These are products of the human mind that 
are original and unique. 

 It has the ability to enter into business relations. The sign of an intellectual property 
component is its ability to become the subject of social relations, especially business 
relations generating profit. 

 It is expected to have future value. In some cases, the value of an intangible asset 

component cannot be determined before it has generated value. 

 Scalability as the ability to handle increased market demands and improve owners profit 

margins while sales volume increases. 

 Non-rival nature, meaning that the benefits they provide to individual users are not 

dependent on the total number of users. 
 
According to the American Association of University Professors2, its major components are 

patents, copyrights, trademarks and other statutory forms of intellectual property. The place of 
intellectual property in the structure of enterprise's assets is shown in Chart 1. It is a part of intangible 
assets. 
 

 
Chart 1: Structure of intellectual property according American Association of University 

Professors. 
 
According to Švidroň, intellectual property does not only have an assets aspect, but to a large 

extent it also has personal relationships associated with it. This author provides the definition of 
intellectual property under the International Convention on the Establishment of the World Intellectual 
Property Organization. “In this Convention, intellectual property shall mean the rights to:3 

 Literary, artistic and scientific works. 

 Performances by performers, phonograms and radio and television broadcasts. 

 Inventions from all areas of human activity. 

 Scientific discoveries. 

 Industrial designs and models. 

 Factory, trade and service marks, as well as trade names and names. 

 Protection against unfair competition. 

 And all other intellectual, industrial, scientific, literary and artistic intellectual rights.“ 
 

                                                 
2 AAUP, online: www.aaup.org/sites/default/files/files/IntangibleAssets.pdf, custom visualisation. 
3 ŠVIDROŇ, J. Základy práva duševného vlastníctva. Bratislava: JUGA, 2000. Page 29. ISBN 80-
8550-6939. 
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This definition of intellectual property raises some degree of uncertainty. It therefore permits the 
possibility of producing other results of the creative intellectual activity than those mentioned above. 
It thus leaves some potential scope for the results of the creative activity. 

Vojčík4 offers a systematization of intellectual property, which is governed primarily by the 
legal nature of individual intellectual property components. This systematization is shown in Chart 2. 

 

Chart 2: Structure of intellectual property according Vojčík. 
 
This definition quite accurately divides intellectual property in terms of its substance. We 

believe that a large number of property rights related to a very diverse creative activity can be included 
in intellectual property and that is why it is very difficult to list all of creative activity substances. 

Babiaková and Lalíková5 consider the systematization of intellectual property rights as the 
most comprehensive definition of intellectual property. This systematization is based on legislative 
and legal regulation of intellectual property. They tend to believe that the results of intellectual 

property are a product of the human spirit, but they are so far separated from their creator, that they 
can exist completely independently and be subject to social relations. Their individualized inception 
led to the legal theory dealing with them in an individualized way without seeking to find an internal 
context. It is precisely that interdependence is necessary to contribute to the transparency of economic 
relations which are a precondition for any effective economic activity. 

Intellectual property requires an interdisciplinary approach by authors from different disciplines. 
Only in this way is it possible to understand the intellectual property that is practically all around us 
and which is the source of the strongest competitive advantage, the engine of innovation, new 
inventions, new technologies and thus ensures long-term prosperity for the enterprise. 

 
2 IMPORTANCE OF INTELLECTUAL PROPERTY 

Many thoughtful entrepreneurs prefer to increase the overall value of a company over the 
growth of annual profits. One possibility of increasing the market value of an enterprise is to increase 
the value of intangible assets, which is usually not reflected in the accounts. 

The Oceantomo study6 concluded that the value of intangible assets in market terms amounts 
up to 90% of the market value of the whole enterprise, with tangible assets amounting only around 
10% of the total market value of the enterprise. The research results conducted by Oceantomo are 
shown in Chart 3. 

 

                                                 
4 VOJČÍK, P. – MIŠČÍKOVÁ, R. Základy práva duševného vlastníctva. Košice: TYPOPRESS, 2004. 
Page 193. ISBN 80-89089-22-4. 
5 BABIAKOVÁ, B. – LALÍKOVÁ, L. Ochrana duševného vlastníctva. 1st edition. Banská Bystrica: 
Univerzita Mateja Bela v Banskej Bystrici, 2011. 63 pages. ISBN: 978-80-557-0179-0.  
6 OceanTomo. OceanTomo [Online]. 2017. [cit. 2017-02-6]. Online: www.oceantomo.com.  

http://www.oceantomo.com/


_____Zborník z medzinárodnej vedeckej konferencie Bratislavské právnické fórum 2020____ 
 

 

48 

Various authors state that most of the value of intangible assets is intellectual property. This 
increase illustrates the importance and value of intellectual property at present. An important role in 
this interesting knowledge is played by unrecorded intangible assets in corporate accounting. This 
confirms the correct consideration of the marked increase in the value, impact and significance of 
intangible assets, the dominant part of which is intellectual property. 

 

 

Chart 3: The ratio of tangible and intangible assets to the market value of S&P 500. 

 
In euro area countries, according to the Update on economic and monetary developments of 

European central bank, investment in intangible assets has also strongly grown.  

 

 
Chart 4: The Intangible investment as a percentage of total investment. 7 

 
In Europe, investment into intangibles as the share on total investments is increasing (see 

Chart 5.). It is resulting in increasing revenues from intangible products. This kind of products have 
growing share on annual growth in euro area within last decades. The main reasons are such as the 
increase in global competition, increased importance of service sectors compared to industry, the 
expansion of the digital and shared economy, changes in the area of production, new business models 
and general technological development. 

Investments in intangible assets are also increasing in the view of industrial sectors structure. 
Naturally, the largest share of investment is in the services sector, which has seen the biggest increase 

                                                 
7 Eurostat and ECB calculations. ECB Economic Bulletin, Issue 7.ECB [Online]. 2018. Online: 
https://www.ecb.europa.eu/pub/economic-bulletin/focus/2018/html/ecb.ebbox201807_03.en.html 

https://www.ecb.europa.eu/pub/economic-bulletin/focus/2018/html/ecb.ebbox201807_03.en.html
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over the last twenty years. The second highest share is in the communication sector. The construction 
sector also recorded a significant growth. 

 
Chart 5: The Intangible investment as a percentage of total investment. 8 

 
The importance of intellectual property as a part of intangible assets has an increasing trend. 

Besides already mentioned factors, its importance is in its ability to generate more value to the 
companies. It is becoming a strong part of company’s competitiveness.  

 
2.1 Results of the survey on the use of intellectual property in the Slovak Republic and the 

Czech Republic 

Within a questionnaire research, we tried to analyse real recorded intangible assets in the 
balance sheet of the companies in Slovak and Czech Republic. This research is also a follow-up to 
several foreign studies, which focused on comparing the book value and market value of intangible 
and tangible assets in enterprises as well as their ratio to the total market value of the enterprise. 
However, in the absence of information on the market value of the entities surveyed, we focus only 
on identifying intangible assets in accounting, as we do not have anything to compare the book value 
with. 

We examined the status of registered intangible assets in the accounting of a company on a 
sample of 149 subjects. A graphical representation of the percentages is given in the following chart. 

 

 
Chart 6: Book value of Intangible assets among Slovak and Czech companies.9 

 

                                                 
8 Worldscope. ECB Economic Bulletin, Issue 7.ECB [Online]. 2018. Online: 
https://www.ecb.europa.eu/pub/economic-bulletin/focus/2018/html/ecb.ebbox201807_03.en.html 
9 HAVIER, J. Predmety práv duševného vlastníctva podnikov, ich transfer a ohodnocovanie: 
dissertation thesis. Bratislava : Ekonomická univerzita v Bratislave, 2017. 

https://www.ecb.europa.eu/pub/economic-bulletin/focus/2018/html/ecb.ebbox201807_03.en.html
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Only less than 39% of the entities surveyed have intangible assets on the balance sheet, while 
there is still some question about the amount of the booked intangible assets in the accounts. The 
above results are in line with the research in the inaugural dissertation of Kardoš10, where he states 
that less than 50% of the subjects monitored have intangible assets in their accounting records. Our 
results are thus even lower, with less than 39% of the subjects analysed having intangible assets 
recorded in the balance sheet. 

 

Intellectual Property (IP) Assigned importance Order 

Patent 4,01 1. 

Trade mark 3,71 2. 

Know-how 3,45 3. 

Software 3,38 4. 

Unregistered sign, logo, brand 3,04 5. 

Internet domain 2,9 6. 

Copyright 2,76 7. 

Utility model 2,51 8. 

Use oflicence, franchise 2,31 9. 

Design 2,23 10. 

Trade secret 2,15 11. 

Database 2,05 12. 

Chart 7: Importance assigned by companies to selected Intellectual property in the analysed 
subjects.11 

 
In our survey of the significance of selected intellectual property items, according to the 

subjects analysed, the patent was placed in the first place, with average significance achieved at the 
level of 4.01 points. The second place went to the trade mark, with an average significance of 3.71 
points, and the third place occupied know-how with an average achieved significance of 3.45 points. 
The software, which according to theory and practice generally accounts for the largest proportion of 
intangible assets in balance sheet of a companies, ranked fourth in our ranking with an average 
significance of 3.38 points. In other places there were narrow differences, with the fifth place the mark 
as an unregistered sign, the sixth place the domain, the seventh place the copyright, the eighth place 
the utility model, the ninth place the use of the license / franchise, the tenth place design followed by 
the trade secret. The last place of intellectual property components we picked was the database. 

 
3 VALUATION OF INTELLECTUAL PROPERTY 

The basic approaches by which intellectual property can be valuated are cost principle, 
revenue principle, comparative principle and combined principle. Below mentioned valuation methods 
are not definitive, they are only a selection of all possible, as there are a large number of intellectual 
property valuing methods based on those principles. 

 
3.1 The cost principle 

The cost principle is not used very often for market valuation. It is particularly suitable for 
companies whose intellectual property is relatively short on the market and has not yet built a stronger 
position. This method aggregates all the costs associated with the creation of intellectual property. 
There are two main methods in the cost principle:12 

                                                 
10 KARDOŠ, P. Nehmotný majetok ako objekt znaleckého skúmania: habilitation work. Bratislava: 
Ekonomická univerzita v Bratislave, 2012. 156 pages. 
11 HAVIER, Ján - KARDOŠ, Peter - UHLIAR, Miroslav. Ohodnocovanie a transfer duševného 
vlastníctva v podmienkach Českej republiky a Slovenskej republiky. Reviewers: Marek Vážan, 
Miroslav Jakubec. 1st edition. Praha : Wolters Kluwer, 2017. 147 pages. VEGA 1/0264/15. ISBN 978-
80-7552-942-8. 
12 SVAČINA, P. Oceňování nehmotných aktiv. 1st edition. Praha: EKOPRESS, 2010. 216 pages. 
ISBN 978-80-86929-62-0. 



_____Zborník z medzinárodnej vedeckej konferencie Bratislavské právnické fórum 2020____ 
 

 

51 

• Reproduction cost method. 
• Replacement cost method. 
 

3.2 Revenue principle 

Methods based on revenue principle are currently the most popular and relatively frequently 
used in practice. Their advantage is that they focus on the business, the profit potential of the company 
and its future. They are therefore dynamic and valued based on the present value of the expected 
benefits. There are quite a lot of revenue methods, but we usually focus and explain only the relief of 
royalty method.13 

There are quite a number of different valuation methods within the revenue principle, but we 
will only work out the relief of royalty method that is most commonly used in Slovakia and the world. 
It should also be noted that the Decree of the Ministry of Justice of the Slovak Republic no. 492/2004 
Coll. as amended, it strictly stipulates only two options for the valuation of intellectual property, namely 
the relief of royalty method and the method of capitalization of exhaustible resources. This is not ideal 
in terms of valuation, as there is a large number of other methods of valuing intellectual property. In 
the future, we plan to explore individual methods, test their applicability, and select the most 
appropriate methods and models related to intellectual property valuation. 

 
3.2.1 The relief of royalty method. 

The relief of royalty method is very often used in practice. It is based on the assumption that 
the value of the intellectual property element in question is equal to the price that would have been 
paid on the market as consent for its use, if it had not been owned by another company. This means 
that the owner of the intellectual property would not be its owner and would have to buy that right to 
use it. These rights are granted in the form of a license or a license agreement. The right to use them 
is subject to an appropriate financial remuneration, usually in the form of royalties, depending on the 
actual volume of sales in the form of sales and in combination with fixed charges.14 

Thus, the annual value of intellectual property with the relief of royalty method can be 
determined by: 15 

 

 t
n

t i

PMKZLPOP
H






 11
 

 
Characteristics of variables: 

• H  - Value of the selected intellectual property component. 
• OP  - Sales volume (in financial terms). 
• LP  - License fee. 

• KZ  - Coefficient of obsolescence or appreciation. 
• PM  - Share of intellectual property component on sales volume. 

• (1 + i) t  - Discount rate coefficient. 
• n  - Economic useful life of the asset. 

 
The relief of royalty method is generally the most widely used method and, from an expert point 

of view, it is the preferred method for valuating selected components of intellectual property. 

                                                 
13 JAKUBEC, M. – KARDOŠ, P. – KUBICA, M. Riadenie hodnoty podniku. 1st edition. Bratislava: 
Kartprint, 2005. 279 pages. ISBN 80-88870-48-8. 
14 JAKUBEC, M. – KARDOŠ, P. – KUBICA, M. Riadenie hodnoty podniku. 1st edition. Bratislava: 
Kartprint, 2005. 279 pages. ISBN 80-88870-48-8. 
15 JAKUBEC, M. – KARDOŠ, P. Ekonomické znalectvo, 1st edition. Bratislava: IURA EDITION, 2012. 
248 pages. ISBN 978-80-8078-450-8. 
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According to the European Union's Intellectual Property Publication Report16, revenue 
methods are divided into the following: The relief of royalty method, the revenue accrual method and 
the surplus revenue method, which may include a residual method, 

Svačina presents the following revenue methods17: Profit-sharing method, bonus method, net 
present value method, revenue increase method, real option method, method based on technological 
factors or brand value added, i.e. Brand Value Added method. 
3.3 Comparative principle 

This approach to the intellectual property valuation consists of evaluating the selected valued 
component of intellectual property by comparing it with the same or a similar component of the 
intellectual property of another company whose market price information is available. The objectives 
of the comparative approach to valuation are based on the value of comparable transactions in the 
sale of a selected intellectual property component for the same or similar assets. This methodology is 
quite attractive as it is objective and is based on market prices. If there is data from relevant 
transactions, this approach provides the best comparison of the asset values we valuate. 

However, in our circumstances, this principle is more difficult to apply, as our market is 
relatively small and there is no legal source of obtaining substantial data on the trade made. It is 
therefore particularly applicable in markets where there is a sufficient amount of information on 
comparable components of intellectual property. 

In the situation that market conditions and available information would allow the use of the 
comparative principle, the intellectual property valuation would be carried out using the multiplier 
method, where price multiples the value of the intellectual property component sold to adjust relevant 
factors to assess the intellectual property component of selected property. The advantage of this 
method is that the resulting value of the selected intellectual property component is based on the 
current market price obtained when selling a comparable intellectual property component. 

 
3.4 Combined principle 

At the end we define a combined principle, which is based on a combination of two or more 
approaches, most often a revenue principle and a cost principle. Because intellectual property may 
have different nature, there is often a greater need to consider the use of multiple principles and 
methods to define the value of a specific component. More than one valuation method can increase 
accuracy of the result. Combined principle is also used to cross-check the value calculated on the 
basis of main valuation method. 

 
4 CONCLUSION 

The systematization of intellectual property is quite complex. New forms of intellectual property 
products are continually emerging. It is important to look at these components with an interdisciplinary 
approach, since intellectual property integrates the need for a legal, economic, and technical 
perspective. The co-operation of experts from several scientific disciplines is necessary to systematize 
the intellectual property components as accurately as possible. The systematization of intellectual 
property is the basis for the valuation of intellectual property components. 

Almost half of analysed subjects do not book intangible assets at all, despite results of research 
which claims that intangible assets constitute the majority of the market value of most valuable 
companies. 

The problem is topical nowadays, as there are a large number of businesses whose business 
models places a key role in intangible assets or intellectual property, but the value of these intangible 
assets is not captured in the accounts and they have minimal tangible assets. The value of these 
intangible assets can actually be in the hundreds of millions of euros. In the event of a possible 
acquisition of such enterprises, the acquiring enterprises will report very high                         non-
differentiated goodwill items on their balance sheets. 

                                                 
16 European Commission. Final Report from the Expert Group on Intellectual Property Valuation: 
Publication report of the European Union. Luxembourg: European Union, 2014. Page 99. 
17 SVAČINA, P. Oceňování nehmotných aktiv. Praha: EKOPRESS, 2010. 216 pages. ISBN 978-80-
86929-62-0. 
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The most widely used and recognized method of assessing intellectual property is the 
relief of royalty method. This method, when properly applied and the expert possesses the relevant 

economic background and expertise, should be the most accurate method for determining the general 
value of an intellectual property product. It is for this reason that we recommend this valuation method 
for the individual components, which best captures the revenue potential of a given component of 
intellectual property in the future, discounting it to its present value and thus can accurately define the 
general value of intellectual property. It is the general value that is an important parameter for further 
decision-making in the process of putting intellectual property into practice and commercializing it. 

However, we would like to note that the revenue principle is not always the most appropriate 
principle for valuation, as the process of valuing intellectual property is a fairly difficult process and 
the assessor or expert should approach it individually and take the individual factors that influence the 
resulting value of intellectual property into account. An individual approach should also be maintained 
for the various components of intellectual property, as each component of the intellectual property has 
certain specificities that need to be considered in order to choose the right valuation method. 
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Abstract: Joint-ventures agreements shall usually refer or stipulate contractual arrangements on 

confidentiality measures as well as the definition of intellectual property. The background in a broader 
sense shall be defined at discretion of parties to the agreement without any intervention of a funding 
body. The confidentiality relates not only to trade secrets but to certain aspects of general protection 
of personal data, as well as public procurement rules and common rules of a scientific work. New 
regulations on European Open Science Cloud and other initiatives of the European strategic interest 
represent an impediment for contractual parties in joint-ventures agreements either directly by the 
agreement on funding or specific settlements in consortium agreements. Contractual parties shall 
define specific intellectual property protection as regards the exploitation, the dissemination and the 
commercialisation of joint-agreement cooperation results. The standard clause shall refer to 
contractual mechanisms of common decision-making in the field of the dissemination and future 
contracts or common licences.  
 
Abstrakt: Dohody o spoločnej spolupráci zvyčajne odkazujú alebo stanovujú zmluvné dojednania o 

opatreniach na zachovanie mlčanlivosti, ako aj o vymedzení duševného vlastníctva. Podklady sa v 
širšom zmysle určia na základe uváženia strán dohody bez zásahu financujúceho orgánu. Mlčanlivosť 
sa netýka iba obchodných tajomstiev, ale aj určitých aspektov všeobecnej ochrany osobných údajov, 
ako aj pravidiel verejného obstarávania a spoločných pravidiel vedeckej práce. Nové nariadenie o 
európskom cloude pre otvorenú vedu a ďalšie iniciatívy európskeho strategického záujmu predstavujú 
prekážku pre zmluvné strany v takýchto dohodách o spoločnej spolupráci, a to buď priamo dohodou 
o financovaní, alebo osobitným vysporiadaním v konzorciálnych zmluvách. Zmluvné strany sú 
povinné definovať osobitnú ochranu duševného vlastníctva, pokiaľ ide o využívanie, šírenie a 
komercializáciu výsledkov spolupráce podľa grantovej dohody. Štandardná doložka sa vzťahuje na 
zmluvné mechanizmy spoločného rozhodovania v oblasti šírenia a budúcich zmlúv alebo spoločných 
licencií. 
 
Key words: trade secrets, joint ventures, research, confindentiality 
Kľúčové slová: Obchodné tajomstvo, dohody o spoločnej spolupráci, výskum, mlčanlivosť 

 
1. GENERAL OVERVIEW 

 

As the general legal principle which shall be stressed out in this place is that the Slovak legal 
system is based on a written law. The legislation is adopted by the National Council of the Slovak 
Republic. General courts competent in intellectual property rights matters may decide cases only 
following the legislation and they are not able to create the law. According to Article 7 of the Slovak 
Constitution, the international agreements on intellectual property law are binding and supreme to the 
national legislation. 

The general framework of the intellectual property rights is laid down in the Constitution of the 
Slovak Republic. It means that the rights to the results of creative intellectual activity shall be governed 
by specific regulation. The Constitution also includes the freedom to create as the basic human right. 

In the Slovak legislation, intellectual property rights are of a civil law character. The substantive 
regulation is divided among the copyright and related rights and industrial property rights. In this 
sense, the legislation and the transposition of the Directive was done by various central authorities. 
Industrial property rights (patents, trademarks, designs, inventions, utility models and protection of 
topographies) are under the competence of the Industrial Property Office of the Slovak Republic, the 
copyright, related rights to copyright, trade secrets and plant variety rights belong to the competence 
of the Ministry of Culture of the Slovak Republic and procedural aspects and general regulation is 
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covered by the Ministry of Justice of the Slovak Republic. The enforcement of intellectual property 
rights is done on application of a rightholder before the general courts. To this end, the Slovak law set 
out specific provisions on provisional measures in intellectual property rights. It also recognises a 
specific regulation on the right for information, injunctions and rights for damages in concrete specific 
acts. 

Intellectual property rights are of a specific nature in Slovakia. The legal theory divides intellectual 
property into industrial property rights and copyright and rights related to copyright. The former 
requires a prior registration before the right arises and the latter right exists from its expression which 
can be felt by natural persons. This fact is important to identify who may be a claimant in the 
proceedings on the intellectual property rights enforcement. With regards to copyright (including rights 
related to copyright and sui generis right of a database maker), an author may be a claimant while 
concerning other rights it may be the holder of economic rights (owner) or an originator (person who 
created the intellectual property).  

Every intellectual property right is provided for in a specific regulation. The only exception seems 
to be related to the regulation of trade names (business names) since these are regulated in the 
Commercial Code which is the main act on all trade and corporate relationships. Before the 
transposition of the Directive 2004/48/EC, specific acts did not contain any specific remedies, only a 
general reference to the indemnification which may be paid as an adequate relief able to be paid in 
money.  

Intellectual property rights are defined by a separate specific act in the Slovak legal order. 
These acts are as follows: 

 copyright, regulated by Act on copyright and rights related to the copyright;  

Since the Slovak Republic is a member state of World Intellectual Property Organisation it 
ratified all international agreements on copyright, rights related to copyright and sui generis right of a 
database maker. According to Section 3 of Copyright Act, copyright covers any literary work or other 
work of arts and a scientific work which is the unique outcome of the creative activity of the author. 
Section 3 of this act also lists some examples of copyrights. These are for instance a literary work, 
computer program, theatrical work, musical work, an audiovisual work, painting, photographic and 
architectural work. 

 rights related to copyright, regulated by Act on copyright and rights related 
to the copyright; 

Rights related to copyright are laid by Act on copyright (Part Three of act). Following the 
definition of each moral and economic right, these are rights of performing artists, producers of 
phonograms, audiovisual recording producer and a broadcaster. Since rights related to copyright are 
provided for in the Copyright Act, all rights on the enforcement of a these rights apply also to a right 
of a database maker (Section 130 of Copyright Act). 

 sui generis right of a database maker, regulated by Act on copyright and 
rights related to the copyright; 

The sui generis right of a database maker is defined in Section 130 of the Act on copyright 
as a qualitative or quantitative substantial contribution for the acquisition, verification or presentation 
of its contents shall belong to its producer, irrespective of whether the database or its contents are the 
subject of copyright or of other rights. Since the sui generis right of a database maker is provided for 
in the Copyright Act, all rights on the enforcement of a copyright apply also to a right of a database 
maker (Section 131 of Copyright Act). 

 rights of the creator of the topographies of a semiconductor product, 
regulated by Act on legal protection of topographies of semiconductor 
products; 

Pursuant to Section 2(1) of the Act on legal protection of topographies of semiconductor 
products, the intellectual property protection is granted to topography in so far as it satisfies the 
conditions that it resulted of the creator’s own intellectual effort and it is not common place in the 
semiconductor industry.  

 trademark rights, regulated by Act on trademarks; 
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Following Section 2 of the Act on trademarks, the trademark shall be any sign capable of 
being represented graphically and consisting particularly of words, including personal names, letters, 
numbers, drawings, shape of goods or their packaging or their mutual combinations, if such sign is 
capable of distinguishing goods or services of one person from goods or services of other person. 

 design rights, regulated by Act on designs; 

Pursuant to Section 2 of the Act on designs, a design shall mean an appearance of a product 
or its part consisting in features which are particularly lines, contours, colours, shape, texture or 
materials of a product itself or of its ornamentation. Section 3(1) of this act lays down that only designs 
which are new and have individual character shall be protected. 

 patent rights, including rights derived from supplementary protection 
certificates, regulated by Patent Act, supplementary protection certificates; 

Pursuant of Section 1 of the Patent Act, on supplementary protection certificates, the scope 
of this act applies to relationships arising in relation to creation, legal protection and utilisation of 
inventions which the subject-matter of a patent application or granted patent or are subject-matter of 
supplementary protection certificates. 

 geographical indications, regulated by Act on designation of origin for 
products and geographical indications for products; 

In accordance with Section 2 point (b) of the Act on designation of origin for products and 
geographical indications for products, a geographical indication for product shall mean name of a 
specific place, region or, in exceptional cases, country, used to sign a product originating from that 
place, region, or country, if such product is of a specific quality, reputation or characteristics which 
could be ascribed to such place, region or country. 

 utility model rights, regulated by Act on utility models; 

Pursuant to Section 4 of the Act on utility models on utility models, a utility model is defined 
as a technical solution which is new, is a result of an inventive activity, and is industrially applicable. 

 plant variety rights, regulated by Act on plant variety rights; 

The Slovak Republic is a member state of International Union for the protection of New 
Varieties of Plans established by the international convention. Therefore, the protection of plant variety 
rights arises from an international public law. Pursuant to Section 3(1) point (b) of Act on plant variety 
rights, a plant variety is the variety which was granted a cultivation certificate. 

 trade names, in so far as these are protected as exclusive property rights in 
the national law concerned, regulated by Act No 513/1991 the Commercial 
Code. 

The Slovak Republic is one of the countries which ratified a Paris Convention on the 
Protection of Industrial Property which lays down in Article 8 that ‘a trade name shall be protected in 
all the countries of the Union without the obligation of filing or registration, whether or not it forms part 
of a trademark’. 

Pursuant to Section 8 of Commercial Code, a trade name (also translated as ‘business 
name’) means a name under which a trader (businessman) carries out legal acts within his/her trade 
(business) activities. According to the Section 10(1) of the Commercial Code, the trade name shall 
not be confusing with the trade name of another entrepreneur and shall not invoke a false idea of the 
entrepreneur or its scope of business. According to Section 11(4) of the Commercial Code, any 
transfer of a trade name without a simultaneous transfer of the enterprise shall not be allowed. In case 
of transfer of one part of the enterprise only, the transfer of the trade name shall only be allowed if the 
remaining portion of the original enterprise starts to conduct its business under another trade name, 
or if it is liquidated.  

As a result, it appears that trade names are intellectual property rights because they shall be 
original, new, unique and always related to the business activity and enterprise (transferable). Trade 
names are special towards other intellectual property rights because their regulation is covered only 
by the Commercial Code and it is the subject of commercial regulation (specific to the civil regulation). 
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2. EU FUNDING 

 
First and outmost, the article should define what an EU funding means in terms of money that is 

served for research projects. The current regulation that applies to all matters funded from the official 
budget of the European Union, its Member States and associated countries, is Regulation (EU, 
Euratom) 2018/1046 of the European Parliament and of the Council of 18 July 2018 on the financial 
rules applicable to the general budget of the Union1. In general called EU funding, is read in various 
forms as  

- blending facility or platform’ that means a cooperation framework established between the 
Commission and development or other public finance institutions with a view to combining 
non-repayable forms of support and/or financial instruments and/or budgetary guarantees 
from the budget and repayable forms of support from development or other public finance 
institutions, as well as from private-sector finance institutions and private-sector investors; 

- equity investment’ that means the provision of capital to a company, invested directly or 
indirectly in return for total or partial ownership of that company and where the equity investor 
may assume some management control of the company and may share the company’s 
profits 

- ‘grant’  that means a financial contribution by way of donation. 
In accordance with definitions laid down by Article 125 of this Regulation, Union contributions 

under direct, shared and indirect management shall help achieve a Union policy objective and the 
results specified and may take any of the following forms: 

(a) financing not linked to the costs of the relevant operations based on: 

- the fulfilment of conditions set out in sector-specific rules or Commission decisions; or 

- the achievement of results measured by reference to previously set milestones or 
through performance indicators; 

(b) reimbursement of eligible costs actually incurred; 
(c) unit costs, which cover all or certain specific categories of eligible costs which are clearly 

identified in advance by reference to an amount per unit; 
(d) lump sums, which cover in global terms all or certain specific categories of eligible costs 

which are clearly identified in advance; 
(e) flat-rate financing, which covers specific categories of eligible costs, which are clearly 

identified in advance, by applying a percentage; 
(f) a combination of the forms referred to in points (a) to (e). 

 

3. BACKGROUND 

 
The regulation on trade secrets is the most common form of protecting background and 

foreground as defined in regulations on research and innovation funding. The most relevant definition 
on background is referred to in Article 2 point 4 of Regulation laying down the rules for participation 
and dissemination in ‘Horizon 2020 – the Framework Programme for Research and Innovation (2014 
– 2020) 2‘ as any data, know-how or information whatever its form or nature, tangible or intangible, 
including any rights such as intellectual property rights, which is: (i) held by participants prior to their 
accession to the action; (ii) needed for carrying out the action or for exploiting the results of the action; 
and (iii) identified by the participants in accordance with Article 45. In this regard, it should be observed 
that the European Union established the discretionary power on participants to the research 
consortium concerning the identification of the background in any manner in a written agreement. As 

                                                 
1  Regulation (EU, Euratom) 2018/1046 of the European Parliament and of the Council of 18 
July 2018 on the financial rules applicable to the general budget of the Union, amending Regulations 
(EU) No 1296/2013, (EU) No 1301/2013, (EU) No 1303/2013, (EU) No 1304/2013, (EU) No 
1309/2013, (EU) No 1316/2013, (EU) No 223/2014, (EU) No 283/2014, and Decision No 541/2014/EU 
and repealing Regulation (EU, Euratom) No 966/2012  (OJ L 193, 30.7.2018, p. 1) 
2  Regulation (EU) No 1290/2013 of the European Parliament and of the Council of 11 
December 2013 laying down the rules for participation and dissemination in "Horizon 2020 - the 
Framework Programme for Research and Innovation (2014-2020)" and repealing Regulation (EC) No 
1906/2006 (OJ L 347, 20.12.2013, p. 81). 
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such, any legal entity receiving so called EU funding shall be responsible for defining its intellectual 
property under a specific agreement.  
 

4. CONSORTIUM AGREEMENT – A JOINT-VENTURE AGREEMENT 
 

Together with the definition on background, the largest funding programme for Research and 
Innovation lays down the duty for legal entities that receive any EU contribution to enter into a so 
called a consortium agreement. This is not only to cover intellectual property arrangements but also 
to elect a contact point for the funding authority as well as to regulate internal matters of the 
consortium. The main reason to do so is the flexibility of the budget in terms of actual costs that incur 
during the implementation of the project and the flexibility of research partners to follow with the 
research work. In line with second subparagraph of Article 24(3) of this Regulation, the consortium 
agreement may not be in conflict with the grant agreement concluded with all consortium members 
and the funding authority. The supremacy of legally binding financial rules is directly established by 
the Regulation and contractual parties may not derive from this duty.  

However, as from the establishment of the European Open Science Cloud3 that shall collect 
data from EU funded projects. As quoted from the European Commission communication4: ‘Data 
coming from publicly funded research is not always open; likewise data generated or collected by 
businesses is often not shared, and not always for commercial reasons. While some still see data as 
an asset to be protected many in business (especially SMEs), academia and public sectors are simply 
unaware of the value of data sharing of a clear legal basis (mainly in the public sector) and the 
shortage of data-related skills and lack of recognition of their value (in all sectors). The EU data 
protection framework prevents restrictions to the free movement of personal data on the grounds of 
privacy and personal data protection. Other legal and technical barriers to the free movement of data 
are yet to be tackled by the upcoming DSM initiative on the Free Flow of Data.’  

As the result, contractual parties to a research consortium would be able to opt out from the 
general duty to provide data on a standardised way to general public only where open access to data 
would be contrary to future commercial application or data privacy and personal data protection, 
security and protection of EU classified information5.    
 

5. TRADE SECRETS 

 
One of the most helpful regulatory frameworks that have been adopted in recent years in benefit 

of research and innovation is the regulation of trade secrets. Apart from generally known intellectual 
rights and its international regulation by international organisations or international treaties, trade 
secret is one of few legislative instruments that were created by the European Union.  
 

On 8 June 2016 following a proposal from the European Commission, the European Parliament 
and the Council adopted a Directive that aims to standardise the national laws in EU countries against 
the unlawful acquisition, disclosure and use of trade secrets. 

The directive harmonises the definition of trade secrets in accordance with existing internationally 
binding standards. It also defines the relevant forms of misappropriation and clarifies that reverse 
engineering and parallel innovation shall be guaranteed, given that trade secrets are not a form of 
exclusive intellectual property right. 

Without establishing criminal sanctions, the proposal harmonises the civil means through which 
victims of trade secret misappropriation can seek protection, such as: 

- stopping the unlawful use and further disclosure of misappropriated trade secrets, 

                                                 
3  European Cloud Initiative — Building a competitive data and knowledge economy in Europe’ 
recognises the transformative potential of open science and cloud computing as part of Europe’s 
digital economy 
4  European Cloud Initiative - Building a competitive data and knowledge economy in Europe 
COM (2016) 178 final 
5  https://ec.europa.eu/research/participants/data/ref/h2020/mga/gga/h2020-mga-gga-
multi_en.pdf 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016L0943&locale=en


 

 

 

60 

- the removal from the market of goods that have been manufactured on the basis of a trade 
secret that has been illegally acquired, 

- the right to compensation for the damages caused by the unlawful use or disclosure of the 
misappropriated trade secret. 

In accordance with the deadline for transposition, all Member States should have brought into 
force the laws and administrative provisions by 9 June 2018. Trade secrets were transposed into the 
Slovak national legal system by way of literal transposition in the Commercial Code. The substantive 
definition of a trade secret corresponds literally to the Directive referral in terms of persons holding so 
called active and passive legacy to bring the action and the meaning of the trade secret as follows: 
(a) ‘trade secret’ means information which meets all of the following requirements: 

(i) it is secret in the sense that it is not, as a body or in the precise configuration and 
assembly of its components, generally known among or readily accessible to 
persons within the circles that normally deal with the kind of information in question; 

(ii) it has commercial value because it is secret; 
(iii) it has been subject to reasonable steps under the circumstances, by the person 

lawfully in control of the information, to keep it secret; 
(b) ‘trade secret holder’ means any natural or legal person lawfully controlling a trade secret; 
(c) ‘infringer’ means any natural or legal person who has unlawfully acquired, used or disclosed a 
trade secret, 
(d)  ‘infringing goods’ means goods, the design, characteristics, functioning, production process or 
marketing of which significantly benefits from trade secrets unlawfully acquired, used or disclosed. 
 

6. LICENCES 

 
The main duty to protect trade secrets is governed directly by Regulation on rules of participation6 

and it is further implemented by the grant agreement as well as other arrangements of the consortium 
agreement. As a general rule and where no contractual party objects the transfer of an intellectual 
right, these may be transferred to a third party. The main legal problem would be how to regulate the 
contractual freedom for a licence transfer under the Slovak national law. In general, it may be assumed 
that an originator is the person who developed an industrial property right. The Slovak legislation 
refers to a creator only as regards to copyright and rights related to copyrights. Industrial property 
rights holders may be the owner (the person who is registered at the Industrial Property Office of the 
Slovak Republic) and an originator as the person who worked on the development of this right. An 
entitled person under the Commercial Code is a businessman registered for business activities. In 
contrast, as stipulated in Section 11(4) of the Commercial Code, the trade name may be transferred 
only within the undertaking. The strict link of the trade name and the undertaking may not be 
circumvented because even in case of a partial transfer of an undertaking, the part of that undertaking 
shall not continue the business activity under that name. The new holder of a trade name right is 
entitled to claim intellectual property rights following the entry into force of that contract. The similar 
regime may apply to trade secrets but with the difference on the holder of a trade secret that is not 
directly linked to an infrastructure but to human knowledge and qualification. The owner of a cultivation 
certificate may transfer the rights arising from that certificate to one or various moral persons or legal 
entities. 

The transfer of industrial property rights is provided for the Commercial Code. It applies to all 
industrial property rights. The contract on the transfer of industrial property right is effective towards 
third persons only after such transfer was registered in the register managed by the Office of Industrial 
Property. It should be noted that the transfer of an industrial property right may be done only following 
the scope of such transfer. It means that only an exclusive rights transfer shall entitle a new rights 
holder to apply for rights in its entirety. Concerning the industrial property rights (patents, designs, 

                                                 
6 Each participant that has received Union funding shall use its best efforts to exploit the results it 
owns, or to have them exploited by another legal entity, in particular through the transfer and licensing 
of results. Article 43 of Regulation (EU) No 1290/2013 of the European Parliament and of the Council 
of 11 December 2013 laying down the rules for participation and dissemination in "Horizon 2020 - the 
Framework Programme for Research and Innovation (2014-2020)" and repealing Regulation (EC) No 
1906/2006 (OJ L 347, 20.12.2013, p. 81). 
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utility models, trademarks and topographies), only that person registered in the register managed by 
the Office of Industrial Property may enter into a contract. The similar regulation applies to trade 
marks.  

 
7. CONCLUSION 
 

Trade secrets are one of the main features to be considered under the preparation of a project 
proposal as well as in the so called know-how management of research universities and institutes in 
the European Union. Its protection relates to the background that further serves in patent and other 
industrial rights as well as the copyright protection. Minimal European standards cover not only the 
substantive law regulating trade secrets but minimal standards concerning the enforceability of 
intellectual rights before general courts. The legal certainty should be thus strengthened and 
contribute to enhanced cooperation among European researchers. This new regulation should also 
help lawyers in drafting clauses on confidentiality and prepare strategies in disputes on intellectual 
property protection.  
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Abstract: Technology-driven disruption is happening faster than we could have expected, reshaping 

the way we live. The digital revolution of the 20th century made information available everywhere, 
anytime. Now in the age of Artificial Intelligence, this information is used for automating the decision-
making process, for a better and improved life. The possibility for the creation of machines with general 
intellectual capabilities pose new, still unanswered questions. While maybe the liability, trust or privacy 
issues of these machines are more heavily discussed, we cannot forget all the ethical issues that 
come with this topic. This paper aims to analyze the ethical questions that arise from the possibility of 
pursuing an ethical artificial intelligence 

Key words: Ethics, Artificial intelligence, Transparency, Decision-making  

 
1. INTRODUCTION 

  The new digital has made information accessible to practically anyone, anytime and 
anywhere. This has had a detrimental effect on shaping all aspects of our society from our private 
lives to the public sector. Inevitably, like in preceding technological revolutions, digital information 
technology’s impact has been so pervasive that we are no longer simply adopting it but adapting to it 
by changing how we behave.  
The digital revolution of the late 20th century brought us information at our fingertips, allowing us to 
make quick decisions, promising better qualitative results and improved efficiency. Unfortunately, in 
this process, artificial intelligence-based devices also took away the transparency, predictability, 
teachability of the human move replacing it.  

1. When artificial intelligence makes decisions for us, transparency and predictability of 
decision-making may become a thing of the past.” Finding an answer may not be easy. If the machine 
learning algorithm is based on a complicated neural network, or a genetic algorithm produced by 
directed evolution, then it may prove nearly impossible to understand why, or even how, the algorithm 
is judging “1 

2. Contrary to those who argue that we need only worry about the ethical behavior of super-
intelligent autonomous machines of the future, concern about the behavior of even the simplest of 
autonomous machines currently in development are not less important.2  

 
2. TRANSPARENCY 
Transparency is not the only desirable feature of artificial intelligence, it is a necessity.3 “Our 

decisions must adhere to a standard higher than statistical accuracy; for centuries, the shared virtues 
of mutual trust, harm reduction, fairness and equitability have proved to be essential cornerstones for 

                                                 
1FRANKISH K, & RAMSEY, W. (Eds.).The Cambridge Handbook of Artificial Intelligence. Cambridge: 
Cambridge University Press. (2014). 
2ANDERSON S L: Machine Ethics Cambridge University Press (2016) Available: 
https://materials.dagstuhl.de/files/16/16222/16222.SusanLeigh%20Anderson.Preprint.pdf  
3BOSTROM, N  &  YUDKOWSKY E: THE ETHICS OF ARTIFICIAL INTELLIGENCE, Draft for 
Cambridge Handbook of Artificial Intelligence, eds. William Ramsey and Keith Frankish (Cambridge 

University Press, 2011) Available on: http://faculty.smcm.edu/acjamieson/s13/artificialintelligence.pdf 

https://materials.dagstuhl.de/files/16/16222/16222.SusanLeigh%20Anderson.Preprint.pdf
http://faculty.smcm.edu/acjamieson/s13/artificialintelligence.pdf
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the survival of any system of reasoning. Without internal logical consistency, artificial intelligence 
systems lack robustness and accountability two critical measures for engendering trust in a society.”4 

It only seems consequential that when an artificial intelligence algorithm takes on work with 
social dimensions (the cognitive tasks previously performed by humans)5 the artificial intelligence 
algorithm must inherit the social requirements (previously bound to the human). It is also important 
that artificial intelligence-based devices that taking over social functions would be predictable towards 
to those whom they govern.6 

It will also become increasingly important that artificial intelligence algorithms to be robust 
against external or internal manipulation.7  

As one of the most important functions of a legal system is not necessarily just to govern the 
society, but also to provide a stable and predictable environment within which the people can realize 
their own desires and lives.  

 
3. AN (ETHICAL) DECISION MAKING  
“Developing ethics for machines requires research that is interdisciplinary in nature. It must 

involve a dialogue between ethicists and specialists in artificial intelligence. This presents a challenge 
in and of itself because a common language must be forged between two very different fields for such 
research to progress” 8 

 In the process of trying to understand, how artificial the artificial intelligence-based decisions 
are made, it is important to reflect on how a human’s mind makes a decision. Human beings when 
making a decision might be guided by a set of explicit rules, or by their feelings. Also, humans are 
also selective about which information is relevant for them, in making a decision. Lacking this ability 
for “feel” or the one of selectivity, machines may consider factors that humans deem not important in 
making that decision.9  

 Artificial intelligence-based machines highlight the real difference between our explicit values 
and our collective experiences. Our collective experiences are not static, they are guided by 
our ethical values, evolving through time, shaped by important societal decisions.10 

Undoubtedly, we come a long way in our ethical principles. But it seems likely that people today 
will not be seen as ethically perfect by future civilizations.11   

                                                 
4KUNDU, S: Ethics in the Age of Artificial Intelligence , (2019) Available on:  
https://blogs.scientificamerican.com/observations/ethics-in-the-age-of-artificial-intelligence/ 
5See closer, how artificial intelligence-based algorithms took on works in the public sector in Estonia,  
previously done by humans. 
6„To understand the importance of such predictability, consider an analogy. The legal principle of stare 
decisis binds judges to follow past precedent whenever possible. To an engineer, this preference for 
precedent may seem incomprehensible—why bind the future to the past, when technology is always 
improving? But one of the most important functions of the legal system is to be predictable, so that, 
e.g., contracts can be written knowing how they will be executed” FRANKISH K, & RAMSEY, W. 

(Eds.) The Cambridge Handbook of Artificial Intelligence. Cambridge: Cambridge University Press. 
(2014). 
7EU guidelines on ethics  in artificial intelligence: Context and implementation, (2019) Available na: 
https://www.europarl.europa.eu/RegData/etudes/BRIE/2019/640163/EPRS_BRI(2019)640163_EN.p
df 
8ANDERSON S L : Machine Ethics Cambridge University Press (2016) Available on: 
https://materials.dagstuhl.de/files/16/16222/16222.SusanLeigh%20Anderson.Preprint.pdf 
9KUNDU, S : Ethics in the Age of Artificial Intelligence , (2019) Available on:  
https://blogs.scientificamerican.com/observations/ethics-in-the-age-of-artificial-intelligence/ 
10„Correct ethical behavior not only involves not doing certain things, but also doing certain things to 
bring about ideal states of affairs, something non-ethicists may not fully appreciate“ ANDERSON S L: 
Machine Ethics Cambridge University Press (2016) Available on: 
https://materials.dagstuhl.de/files/16/16222/16222.SusanLeigh%20Anderson.Preprint.pdf 
11„Just look at the differences between past and present civilizations. Our present civilization is not 
separated from ancient Greece only by improved science and increased technological capability. 
There is a difference of ethical perspectives Ancient Greeks thought slavery was acceptable we think 
otherwise.” BOSTROM, N  &  YUDKOWSKY E: THE ETHICS OF ARTIFICIAL INTELLIGENCE, Draft 

https://blogs.scientificamerican.com/observations/ethics-in-the-age-of-artificial-intelligence/
https://www.europarl.europa.eu/RegData/etudes/BRIE/2019/640163/EPRS_BRI(2019)640163_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/BRIE/2019/640163/EPRS_BRI(2019)640163_EN.pdf
https://materials.dagstuhl.de/files/16/16222/16222.SusanLeigh%20Anderson.Preprint.pdf
https://blogs.scientificamerican.com/observations/ethics-in-the-age-of-artificial-intelligence/
https://materials.dagstuhl.de/files/16/16222/16222.SusanLeigh%20Anderson.Preprint.pdf
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Then it is in place to ask the question: do we really want to leave the decision-making process 
to machines that learn solely from the past and therefore are beholden to it, rather than shaping the 
new future? 12  

 
 
4. A MORAL ARTIFICIAL INTELLIGENCE  

A different set of ethical issues arises when we contemplate the possibility that some future 
artificial intelligence systems might be candidates for having moral status. Our dealings with beings 
possessed of moral status are not exclusively a matter of instrumental rationality: we also have moral 
reasons to treat them in certain ways, and to refrain from treating them in certain other ways 13  

It is widely agreed that current artificial intelligence-based machines do not have moral status, 
this means that any time we want we may change the algorithms, reuse them or even delete them. 
While it is fairly consensual, it is unclear exactly what attributes ground moral status14.  

Two criteria are commonly proposed as being importantly linked to moral status, either 
separately or in combination, we can talk about a sentience and/or a sapience being. 15 These may 
be characterized as simply in a way as:  

i. Sentience: Is the capacity for phenomenal experience or qualia, such as the capacity to feel 

pain and suffering.   
ii. Sapience: a set of capacities associated with higher intelligence, such as self‐ awareness 

and being a reason‐responsive agent   
The wildly accepted view is that many animals have qualia and therefore have some moral 

status,16 but that only human beings have sapience, which gives them a higher moral status than non‐
human living beings.  

This picture of moral status suggests that an artificial intelligence system will have some moral 
status if it has the capacity for qualia, such as an ability to feel pain. A sentient artificial intelligence 

system, even if it lacks l higher cognitive faculties, is not like a stuffed toy animal or a wind‐up doll, it 
is more like a living animal. It is wrong to inflict pain on a mouse, unless there are sufficiently strong 
morally overriding reasons to do so. The same would hold for any sentient artificial intelligence 
system.17   

                                                 
for Cambridge Handbook of Artificial Intelligence, eds. William Ramsey and Keith Frankish 
(Cambridge University Press, 2011) Available on: 
http://faculty.smcm.edu/acjamieson/s13/artificialintelligence.pdf 
12BOSTROM, N:  Ethical Issues in Advanced Artificial Intelligence, Cognitive, Emotive and Ethical 
Aspects of Decision Making in Humans and in Artificial Intelligence, Vol. 2, ed. I. Smit et al., Int. 
Institute of Advanced Studies in Systems Research and Cybernetics, (2003) pp. 12-17 Available on: 
https://nickbostrom.com/ethics/ai.html     
13„A rock has no moral status: we may crush it, pulverize it, or subject it to any treatment we like 
without any concern for the rock itself. A human person, on the other hand, must be treated not only 
as a means but also as an end”. BOSTROM, N  &  YUDKOWSKY E: THE ETHICS OF ARTIFICIAL 
INTELLIGENCE, Draft for Cambridge Handbook of Artificial Intelligence, eds. William Ramsey and 
Keith Frankish (Cambridge University Press, 2011) Available on: 
http://faculty.smcm.edu/acjamieson/s13/artificialintelligence.pdf 
14YAMPOLSKIY  V. Roman: Artificial Intelligence Safety and Security, New York, Chapman and 

Hall/CRC,(2018) 
15„Alternatively, one might deny that moral status comes in degrees. Instead, one might hold that 
certain beings have more significant interests than other beings. Thus, for instance, one could claim 
that it is better to save a human than to save a bird, not because the human has higher moral status, 
but because the human has a more significant interest in having her life saved than does the bird in 
having its life saved”. YAMPOLSKIY V. Roman: Artificial Intelligence Safety and Security, New York, 

Chapman and Hall/CRC,(2018) 
16See closer: The Slovak Civil Code (no. 40/1964) § 118 
17„If in addition to sentience, an AI system also has sapience of a kind similar to that of a normal 
human adult, then it would have full moral status, equivalent to that of human beings”. BOSTROM, N  
&  YUDKOWSKY E: THE ETHICS OF ARTIFICIAL INTELLIGENCE, Draft for Cambridge Handbook 

http://faculty.smcm.edu/acjamieson/s13/artificialintelligence.pdf
https://nickbostrom.com/ethics/ai.html
http://faculty.smcm.edu/acjamieson/s13/artificialintelligence.pdf
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4.1. A TRUE INTELIGENCE  

At this point in time, at this stage of development of general artificial intelligence, is there any 
way we can fulfill the task of finding a “code for good”?  

The ethical issues related to the creation of machines with general intellectual capabilities are 
those that are mainly concerning us now, but just for a moment let’s put this question even further, 
what about an intelligence that far outclasses those of humans.   

Superintelligence, even the possibility of something this unique is quite distinct from any 
problems arising in current automation and information era. “A superintelligence would not be just 
another technological development it would be the most important invention ever made and would 
lead to explosive progress in all scientific and technological fields, as the superintelligence would 
conduct research with superhuman efficiency.”18   

As ethics is a cognitive pursuit of what is good, a superintelligence could therefore answer 
what is good, better than any human could. This means that ethical questions, as far as questions 
that could be answered,19 a superintelligence could in theory find a solution to any of these questions. 
The same holds for any questions, when it comes to understanding, a superintelligence would 
outperform humans in any and all possible ways of cognitive functions.   

In a world with superintelligence we would not need to find answers to questions ourselves, 
we could delegate any investigations and decisions-making to the superintelligence. In a world with 
superintelligence there would be no more uncertainty, in any given case we could leave the 
superintelligence to evaluate possible outcomes, we could ask to estimate situations, or find the 
answers to long-discussed thesis, axioms.   

This presents us with perhaps the ultimate challenge of machine ethics, how do you build an 
artificial intelligence which, when it executes, becomes more ethical than us?20  

 
 
5. CONCLUSION  

The topic of artificial intelligence has become mainstream over the last few years, as artificial 
intelligence has the potential to greatly influence not just the way we live or lives but also how our lives 
are governed. Even though artificial intelligence is not a solution to the systemic problems of our lives, 
it is a tool to increase the quality of it 

In the age of where artificial intelligence starts to be our day-to-day companion, and it is starting 
to take on more and more work not just in our social lives but also in the public sector. We must ask 
the questions where legal boundaries start and where ends with something so unique as the artificial 
intelligence-based systems.  

In the last few years the ethical questions of this topic started to arise, and while most of the 
questions in this area of “ethics and artificial intelligence,” were done on the topic of creating ethical 
artificial intelligence, I do believe that the questions of ethics in a society where artificial intelligence 
exists is also not negligible.  

In a very simple way, we may say that ethics represent the driving force of our society, through 
our collective experiences. As our collective experiences are not static, they are shaped by important 
societal decisions, which as stated are guided by our ethical values. These values may change trough 

                                                 
of Artificial Intelligence, eds. William Ramsey and Keith Frankish (Cambridge University Press, 2011) 
Available on: http://faculty.smcm.edu/acjamieson/s13/artificialintelligence.pdf 
18BOSTROM, N:  Ethical Issues in Advanced Artificial Intelligence, Cognitive, Emotive and Ethical 
Aspects of Decision Making in Humans and in Artificial Intelligence, Vol. 2, ed. I. Smit et al., Int. 
Institute of Advanced Studies in Systems Research and Cybernetics, (2003) pp. 12-17 Available on: 
https://nickbostrom.com/ethics/ai.html     
19by logical reasoning based on evidence 
20“This is not like asking our own philosophers to produce super ethics, any more than Deep Blue was 
constructed by getting the best human chess players to program in good moves. But we have to be 
able to effectively describe the question, if not the answer—rolling dice won’t generate good chess 
moves, or good ethics either.” BOSTROM, N:  Ethical Issues in Advanced Artificial Intelligence, 
Cognitive, Emotive and Ethical Aspects of Decision Making in Humans and in Artificial Intelligence, 
Vol. 2, ed. I. Smit et al., Int. Institute of Advanced Studies in Systems 

http://faculty.smcm.edu/acjamieson/s13/artificialintelligence.pdf
https://nickbostrom.com/ethics/ai.html
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time. Considering the ethical history of human civilizations over centuries of time.  We have seen that, 
occasionally a good new idea in ethics comes along, and while it may come as something unexpected 
it nevertheless generates ethical changes.  

These ethical changes then represent the new norms of behavior. With these new norms, it 
only seems logical that when an artificial intelligence takes on cognitive work with social dimensions, 
cognitive tasks previously performed by humans, the artificial intelligence-based systems must inherit 
these social requirements, that were previously bounded to us humans.  

This is where not only just an “ethical artificial intelligence” is created but where WE are 
changed through ethics.  

Even if it is right now, it is fairly accepted that current artificial intelligence-based systems have 
no moral status, the thought itself that someday it would become the reality, could change the whole 
sociality in a way that, all and any ethical questions have to be thoroughly analyzed and be put in the 
perspective of the new age of artificial intelligence. 

Lastly, then again, the possibility of a superintelligence is where all ethical questions could 
become irrelevant for once and for all. In a world with superintelligence there would be no more 
uncertainty. In the world with superintelligence, these machines would not be beholden by ethics but 
rather shaping it!  
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Abstract: The digital era is built predominantly on technology and personal data. There is no doubt 

that technology progress fueled by the use of personal data serves us greatly, but we must not forget 
its risks. People hand over personal data under laws for different purposes. One of them is well running 
digital tax system benefiting taxpayers. What personal data are truly necessary for transparent 
taxation? This major question is the center of a motion to commence proceedings on compliance of 
the certain provisions of the Act on usage of electronic cash register with the Constitution of the Slovak 
republic. This article will analyze the motion with relation to the data protection law and will focus on 
processing of personal data in the system “ekasa”. Authors' utmost goal is to create the discussion on 
processing only personal data necessary for regulatory purposes.  
 
Abstrakt: Digitálna éra je založená najmä na technológiách a osobných údajoch. Nepopierajúc, že 
technologický progress poháňaný použitím osobných údajov, je pre nás veľkým prínosom, nesmieme 
zabúdať na hrozby, ktoré prináša. Ľudia poskytujú osobné údaje na základe zákona z rôznych 
dôvodov. Jedným z nich je dobre fungujúci digitálny daňový system výhodný pre platiteľov daní. Aké 
osobné údaje sú skutočne nevyhnutné pre transparetné platenie daní? Táto závažná otázka je 
predmetom návrhu na začatie konania o súlade ustanovení Zákona o používaní elektronickej 
registračnej pokladnice s Ústavou Slovenskej republiky. Tento príspevok analyzuje predmetný návrh 
vo vzťahu k právu na ochranu osobných údajov a zameriava sa na spracúvanie osobných údajov v 
systéme “ekasa”. Hlavným cieľom autorov je otvorená diskusia o spracúvaní iba osobných údajov 
nevyhnutných na regulačné účely.  
 
Key words: ekasa, processing, personal data, regulation, digital tax system 

 
Klúčové slová: ekasa, spracúvanie, osobné údaje, regulácia, digitálny daňový systém 
 
1 INTRODUCTION 

Processing of personal data in digital tax system is essential for its proper functioning. Any 
digital system providing services to citizens simply cannot run without data nowadays. A digital tax 
system needs data about citizens' incomes, costs, in general, financial data in order to abide certain 
legal rules. Apart from this data, a citizen also needs to fill in data which uniquely identify him/her as 
a tax payer. These data are personal data and it is protected by specialized legislation - Regulation 
(EU) 2016/679 of the European Parliament and of the council of 27 April 2016 on the protection of 
natural persons with regard to the processing of personal data and on the free movement of such 
data, and repealing Directive 95/46/EC (General Data Protection Regulation, further only as “GDPR”). 
GDPR allows states as official authorities to process personal data under article 6 of GDPR, mainly 
under art. 6 d) processing is necessary in order to protect the vital interests of the data subject or of 
another natural person and e) processing is necessary for the performance of a task carried out in the 
public interest or in the exercise of official authority vested in the controller. There is no doubt that 
official authorities are legally allowed or required to process personal data of citizens, but how much 
data and which data these authorities can and should process according to GDPR? Answer to this 
question might be hidden in the motion to commence proceedings on compliance of the certain 
provisions of the Act on usage of electronic cash register with the Constitution of the Slovak republic 
(further also as “the motion”). How to regulate processing of personal data in digital tax system while 
to adhere to data protection law in place? Authors will try to answer this question through analyzing 
the motion. 
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2 THE MOTION TO COMMENCE PROCEEDINGS ON COMPLIANCE OF THE CERTAIN 
PROVISIONS OF THE ACT ON USAGE OF ELECTRONIC CASH REGISTER WITH THE 
CONSTITUTION OF THE SLOVAK REPUBLIC 

The motion was delivered to the Constitutional court of the Slovak Republic (further only as 
“CC”) on 17.9.2019. The motion was submitted under article 125  par. 1 sec. a) of the Constitution of 
the Slovak Republic (further only as the “SR”), which rules that CC decides on compliance of acts with 
the Constitution of the Slovak Republic (further only as the “Constitution”), constitutional acts, 
international treaties, which have been approved by the National Council of the SR and which have 
been ratified and promulgated in the manner prescribed by law. The motion argues compliance of 
provision 8 sec. 1 subsec. b) and g) and provision 8a sec. 1 in words “tax identification number” and 
“unique buyer identifier”, if it is tendered before registration of received revenue” of the Act No. 
289/2008 of the Coll. on usage of electronic cash register and on amendments of the Act No. 511/1992 
of the Coll. on administration of taxes and fees and changes in the system of territorial financial 
authorities as amended (further only as “the Act”).  

According to provision 8 par. 1 of the Act, a cash receipt from electronic cash register contains 
at least these mandatory data, where one of it under sec. b) is tax identification number, if the 
entrepreneur is not subject to value added tax and under sec. g) designation of the goods or 
designation of the service, quantity of goods or scope of the service and the assignment of the rate of 
value added tax, unless the payer of the value added tax applies a special regulation of the application 
of the tax according to a special act.   

According to provision 8a with the title “The scope of the data sent to the e-kasa system”,  when 
registering sales in the e-kasa-client cash register, the entrepreneur is obliged to ensure that the e-
kasa-client cash register sends to e-kasa system at least data according to provision 8 par. 1, sec. 
(c), (f) to (h), (j) to (l), (n) and (o)), tax identification number, cash register's code e-kasa-client, 
organization identification number, if assigned to the entrepreneur, serial number, unique buyer 
identifier if submitted by the buyer prior to registration of received revenue, the entrepreneur's 
verification code, the entrepreneur's signature code, the cashier document identifier when returning 
the goods or repairing the registered item in the e-kasa client's cash register, and the unique identifier 
of the cashier program and protected data storage.  

According to the motion, while registering revenues in e-kasa-client cash register, the 
provisions 8 sec. 1 and 8a sec. 1 oblige an entrepreneur to send official authorities large-scale 
personal data on buyers and on wide range of products and services purchased by buyers (further 
also as “data in question” or “data”). Processing and providing some of these data, on its own or in 
connection with other data, can and will under certain circumstances represent notable interference 
into a personal zone of data subjects – citizens of the SR. Among these data are data from provisions 
questioned by the motion. Moreover, processing of these data in question is redundant, because these 
data do not influence the aim of the Act, which is to anticipate tax frauds committed by entrepreneurs. 
Claimants are of opinion that the collection of data and handing over of data to the official authorities 
in the manner prescribed by the Act, is disproportionate and unfounded, because the aim of the Act 
can be reach without handing over data from electronic cash registers in described disproportional 
extent and way.  

Claimants also point out that sufficient guaranties against the potential abuse of collected data 
by entrepreneurs and by official authorities are not enacted in the legal system of the Slovak Republic. 
The Act does not contain provisions regarding processing personal data of data subjects including the 
destruction of data, therefore there are no safeguards against data abuse. Claimants assessed from 
publicly available information that personal data are stored in central cloud where data can by 
accessed by employees of FA. Provisions on processing personal data coming from ekasa are also 
missing in legislation on state administration, such as the Act No. 333/2011 of the Coll on state 
administration bodies in the field of taxes, fees and customs and the Act No. 479/2009 of the Coll. on 
state administrative bodies in the field of taxes and fees on amendments to certain acts. 

   Rules set out in provision 8 par. 1 and 8a of the Act oblige entrepreneurs hand out personal 
data on themselves and personal data on buyers, where the unique buyer identifier is defined in 
provision 2 sec. q) of the Act as “ a numeric character or alphanumeric sequence, which serves for 
identification of a buyer; unique identifier of a buyer can be his/her tax identification number.” 
According to the Act, an unique identifier is also indication/data assigned to a buyer in case of the 
usage of loyalty or discount cards. As result, a buyer can by fully identified by an unique identifier 
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(further also as “UI”), because a buyer in order to acquire loyalty or discount cards is required to 
provide personal data such as name, surname, address, date of birth and etc. Although UI is used in 
pseudonymized form on the cash receipt, the ekasa system recognize it in full form with all personal 
data.     

Based on provisions in questions, the Financial Administration of the SR (further only as “FA”) 
has access to data on specific goods and services (including its amount and price) and on specific 
(identified) buyers. FA has these personal data from all entrepreneurs in the Slovak Republic, because 
the obligation of providing FA with collected data is binding for all entrepreneurs, there is no limitation, 
such as limitation to entrepreneurs with record of tax offences. Data subjects in the sense of GDPR 
and data protection law are identified buyers of all entrepreneurs in the territory of the SR, which 
indicates large-scale personal data processing.  

When analyzing processing personal data in the system ekasa we must not forget to mention 
the time aspect of data processing. Data processing in the ekasa is happening in real time. It means 
that FA can access it immediately after a buyer paid for goods and services. There is chance that it 
could lead to illegal daily monitoring of buyers who are in this case almost all citizens of the SR.  

The claimants has expressed opinion that the obligation to provide data under mentioned 
provisions without factual reason creates disproportional interference into the rights and freedoms of 
all people who are objects of financial transactions with entrepreneurs where these people are in fact 
almost whole population of the Slovak Republic 
 
2.1 The comparison with legislation in the Czech Republic 

Claimants pointed out similar electronic system dedicated to monitoring of financial 
transactions of entrepreneurs in the Czech Republic (further only as the “CR”) under name “evidence 
of revenues” or “erevenue”.  Given to the similarity of the Slovak and Czech legal systems and 
similarity of the electronic system which both states use, this comparison has significant weigh in 
assessing the legality of collected data by entrepreneurs and FA in the SR. This centralized electronic  
database with similar features as ekasa has been functioning in the CR since 2016. The erevenue 
has been enacted by the Act No. 112/2016 of the Coll. on evidence of revenues (further only as “Act 
of CR”). It is of great importance that the extent of collected and handed out data to tax authorities is 
significantly narrower in comparison to the extent of collected data by ekasa. Under provision 19 par. 
1 and 2 of the Act of CR, entrepreneurs are obliged to collect and send 15 different data, among which 
we can find only tax identification number of a data subject. Erevenue does not collect an unique 
buyer identifier nor designation of the goods or designation of the service, quantity of goods or scope 
of the service as ekasa does.  

The Constitutional Court of the Czech Republic issued its decision regarding printing a tax 
identification number of data subject on each receipt, where in case of a natural person – entrepreneur 
tax identification number contains a personal identification number. The decision says that  demanding 
personal data on cash receipts in the extent of a tax identification number of tax subject (data subject), 
which in case of natural persons – entrepreneurs is a personal identification number, constitutes the 
interference into the right to privacy that the Constitutional Court of the Czech Republic sees as clearly 
not in compliance with the Constitution of the Czech Republic.  

From mentioned above, we can derive to the following conclusion. The system similar to ekasa 
in the CR process data without personal data identified data subjects – buyers. Erevenue does not 
process UI and an identification number  for value added tax if an entrepreneur is a payer of value 
added tax. Moreover, the entrepreneurs do not send tax authorities data on sold goods and services. 
It is noticeable that erevenue process considerable lesser amount of data while aiming to the same 
goal – preventing tax frauds. This fact about erevenue works for favour of claimants of the motion that 
ekasa process personal data in disproportional extent without being necessary for declared aim – 
preventing tax frauds.  
 
2.2  Associated risks 

Claimants identified certain risks associated with ekasa processing data on UI and purchased 
goods and services. 

Big Brother is watching 

Thanks to ekasa, official authorities own constitutionally inadmissible profiles of buyers who's 
identifiers were provided by sellers – entrepreneurs. From data on identified buyers and on purchased 
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goods and services, anyone can derived different data – data on everyday habits of identified buyers, 
their social status and financial habits (based on the price of goods and services),   health state (based 
on data on purchased drugs), religion (based on purchasing goods related to the religion) or data on 
intimate life of buyers (based on data on purchased goods and services of intimate nature) (further 
only as “derived data”). There is also even darker scenario. The combination of derived data  with 
other data owned by official authorities (for example data on business, marriage, evidence of motor 
vehicles), it is possible to create very precise profile on a data subject, on almost every citizen of the 
SR.   

Unlimited access  

The Act and law in general are silent on persons entitled to access data in state cloud. The 
binding legislation does not define rules of personal access to data. It poses a question of who is able 
to use data, if only employees of FA have access to data or anyone working in state administration. 
Even with limiting access to only all employees of FA, we can count with several thousand people, 
which seems too excessive in relation to fundamental human rights freedoms protected by 
international treaties and the Constitution of the SR. 

No retention period 
 The Act does not enact retentive periods during which data are stored.  
Data trading and corruptive behavior  
It is necessary to establish that processed data in ekasa under provisions in questions might 

be linked to data on location of data subjects, as well to data on bank transactions of data subjects. It 
means that thanks to data from ekasa official authorities have knowledge on everyday habits of every 
identified buyer. This profile might be misused for various purposes such as to discredit politicians, 
blackmail and monitor journalists, disclose data aiming to damage a reputation of political opponent. 
Moreover, we have to realize that these data has the state in real time. As result, claimants are of 
opinion that ekasa creates space for corruptive behavior and data trading in the form of datasets on 
purchasing or other habits of identified buyers.  

Algorithmic processing of personal data 
All above mention risks are even more dangerous with the use of modern technologies such 

system ekasa itself. Ekasa collects and process enormous amount of (personal) data in real time. 
Ekasa uses algorithmic processing of personal data which can generate new correlations between 
information on identified buyers and information which already official authorities have. The results of 
this processing might be group's profiles of layers of population. 

Position of power 

 Based on all risks, claimants claim that this type of collection and processing of personal data 
by official authorities constitute interference into fundamental rights and freedoms. The issue from 
constitutional point of view is not the damage caused to a data subject, but it is the governmental 
relationship created by the amount of data in a data subject owned by a state. This position of power 
created by ekasa might have adverse effects on citizens mainly due to the events, which took place 
in the SR. We can find many examples of illegal access to personal data stored by official authorities, 
acts made to discredit political opponents, surveillances of journalists, or general abuse of personal 
data against political or other opponents. Therefore, claimants ask the CC to consider these events 
during assessing the motion.  

Limitation of freedom 
There is probably a different adverse effect of all these risks. Claimants call it “limitation of 

freedom”. The fact that there is a real chance to illegally use personal data by some persons means 
that aggrieved data subjects might feel limited in their freedom. It could lead to limitations of behavior 
of data subjects, to limitations of freedom in awaiting for possible known or unknown negative 
consequences. Authors reckon that this fear of unknown consequences might be the most harmful 
impact on public, because it is able to adversely form behavior of an entire nation. 

 
2.3 Binding legislation 

Claimants' main arguments for non-compliance of provisions in question stem from the right to 
privacy and right to protection of personal data. These fundamental human rights are a part of several 
European treaties - the Convention for the Protection of Human Rights and Fundamental Freedoms21 

                                                 
21 https://www.echr.coe.int/Documents/Convention_ENG.pdf 
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(further only as the “Convention”), the Charter of Fundamental Rights of the European Union22 (further 
only as the “Charter”) and a part of the Constitution of the Slovak Republic. 
 

Constitutional point of view 
Claimants cited art. 13 sec. 4, art. 16 sec. 1, and art. 19 sec. 2 and 3 of the Constitution23  in 

the motion and used opinions of the CC. The CC expressed that art. 16 sec. 1 of the Constitution 
protects personal integrity and material values of personal character, art. 19 sec. 2 of the Constitution 
primarily protects nonmaterial values of personal character. Therefore, claimants arrived to the 
conclusion that the interference into fundamental rights, into the right to privacy, is not only the 
immediate interference (ex. familiarization with stored data), it is also the implementation of measures 
from which it is possible to assume that as result of its implementation, fundamental rights and 
freedoms will be limited. According to claimants, the provisions in question are these measures, 
because it creates a condition where state authorities will have data available in the extent for which 
there is not legitimate purpose and this extent is also disproportional towards to the declared aim of 
the Act – prevention of tax frauds. Claimants mentioned a risk associated with increasing extent of 
data which are available to state authorities. It is a possibility or probability of data leak or data 
manipulation by unauthorized people.  

In connection to the extent of legitimate interference by official authorities, claimants cited the 
opinion of the CC from ruling No. II. PL ÚS 94/95, where the CC expressed that “The aim of 
constitutional right to privacy is also to prevent interferences of official and local authorities into 
behavior of an individual above necessary level and too excessively managing an individual's private 
live by official authorities.” The CC continues in its opinions regarding processing of personal data in 
the case data acquired by police forces from devices in the process of investigating criminal acts and 
the CC repeatedly confirmed that it is necessary to be particular about that the interference into privacy 
of individuals is the smallest and in context of copying and storing of electronic data said, that it is 
disproportional and illegitimate to store a large scale electronic data  without relevance for concrete 
investigation.24 The CC pronounced provisions of the Slovak legal order allowing large scale meta-
data processing from telecommunication operation unconstitutional on the basis that  inclusive, 
extensive and preventive data collection could reasonably establish feeling of constant intelligence 
surveillance over individuals.25 In this ruling the CC criticized that these provisions allowed storing 
data which did not required connection with committing criminal activities and stated the there are less 
invasive tools  as is a tool in the form of large scale and preventive data storing.  

Based on opinions of the CC, claimants derived to the conclusion that the Constitutional order 
says that the personal integrity and privacy can be limited by official authorities only exceptionally, 
when it is necessary and the aim in view of public interest cannot be achieved differently. If one of 
these conditions is not adhered, the interference is unconstitutional. Any interference into privacy is 
therefore defined mainly by the necessity of such action. For not crossing the boundaries of necessity 
there must exist a system of adequate and sufficient guaranties composed from appropriate legal 
regulations and efficient control of its adherence. Hidden surveillance by official authorities  with regard 
to above mentioned fundamental right to privacy is therefore possible always only if it based on 
legitimate interest and law. The justness of every interference into fundamental rights and freedoms 

                                                 
22 https://ec.europa.eu/info/aid-development-cooperation-fundamental-rights/your-rights-eu/eu-
charter-fundamental-rights_en 
23 Art. 13 sec. 4: When imposing restrictions on fundamental rights and freedoms, respect must be 
given to the essence and meaning of these rights and freedoms and such restrictions shall be used 
only for the specified purpose. 
Art. 16 sec. 1: The right of every individual to integrity and privacy shall be guaranteed. This right may 
be restricted only in cases specifically provided by a law. 
Art. 19 sec. 2: Everyone shall have the right to be free from unjustified interference in his 
or her private and family life. 
Art. 19 sec. 3: Everyone shall have the right to be protected against unjustified collection, 
disclosure and other misuse of his or her personal data. 
24 Ruling of the CC No. II. PL ÚS 94/95. 
25 Ruling of the CC No. PL. ÚS 10/2014 

https://ec.europa.eu/info/aid-development-cooperation-fundamental-rights/your-rights-eu/eu-charter-fundamental-rights_en
https://ec.europa.eu/info/aid-development-cooperation-fundamental-rights/your-rights-eu/eu-charter-fundamental-rights_en
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needs to be evaluated on cumulative fulfillment of three basic criterions: legality, legitimacy and 
proportionality.26 

The informational self-determination 
The Charter rules the right to privacy and right to the protection of personal data in art. 7 and 

8, and art. 52 rules when those rights can be limited.27 
According to case law of the Court of justice of European Union (further only as “CJEU”) art- 7 

and 8 of the Charter express the adherence of the right to the protection of private life in relation to 
processing of personal data. The same notion was interpreted the CC as follows: “The connection 
between the right to privacy under art. 7 and right to the protection of personal data under art. 8 of the 
Charter lies in the concept of an informational self-determination which implicates the necessity of 
existence of control by an individual over information related to its person. The concept of 
informational self-determination lies in the claim of an individual to determine when, how and in what 
extent information about her/him will be accessible to others.  

What is personal data and identifiable natural person? 
For breaching the right to the protection of personal data we need to establish what is personal 

data and who is identifiable natural person. According art. 1 sec. 1 od GDPR personal data means 
any information relating to an identified or identifiable natural person, and identifiable natural person 
is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a 
name, an identification number, location data, an online identifier or to one or more factors specific to 
the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. 
Given to the wide notions of these terms, CJEU interpreted it in the case Breyer28 in the test of 
reasonable probability. The CJEU said that data are considered personal data, when a controller is 
legally allowed to couple various identifiers and identify a person in the group. As result of these 
findings, claimants claim that a tax identification number, UI and data on goods and services collected 
under provisions in questions are personal data according to art. 4 sec. 1 of GDPR. Claimants also 
tied this claim to the ability of official authorities, for example under investigation of administrative 
delicts, criminal acts or cyber attacks, to ask for the data and couple it with already acquired data.  

Digital Rights Ireland29 
With the possibility of coupling data by official authorities, it is important to mention that official 

authorities have access to enormous data on every citizen acquired from various governmental 
systems. These data are collected and stored within margins of law by official authorities and by its 
combination with data from ekasa, official authorities are able to gather exaggeratedly complex and 
precise profile of a citizen including her/his habits, (legal) behavior and privacy in fields where a state 
interference has no place from constitutional point of view.  

The case Digital Rights Ireland is presented by claimants as an illustrative case of 
unconstitutional law on processing of personal data. The CJEU stated that the directive in question, 
which allowed a large scale storing of meta-data from telecommunication operation for time-period of 
6 months to 2 years for the assistance to police forces, was unconstitutional. Claimants drew very fine 
line in comparing situation in both cases. Ekasa presents clearly similar situation to the situation in 
Digital Rights Ireland in following facts: 

The lack of information – CJEU pointed out the lack information of participants of 
telecommunication operation on possible further use of these data by official authorities.  

The lack of purpose – CJEU criticized that data were collected and processed on persons who 
were not suspected of committing crime. 

                                                 
26 Rulinfs of the CC Nos. I. ÚS 117/07, PL. ÚS 23/06, PL. ÚS 3/09, PL. ÚS 3/00, PL. ÚS 67/07. 
27 Art. 7 of the Charter: Everyone has the right to respect for his or her private and family life, home 
and communications. 
Art. 8 of the Charter: 1.   Everyone has the right to the protection of personal data concerning him or 
her. 
2.   Such data must be processed fairly for specified purposes and on the basis of the consent of the 
person concerned or some other legitimate basis laid down by law. Everyone has the right of access 
to data which has been collected concerning him or her, and the right to have it rectified. 
28 CJEU C-582/14. 
29 CJEU C-293/12 and C-594/12). 
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The lack of coherence to treats to public safety - CJEU criticized that the directive did not 
required coherence with treats to public safety and data storing wasn't limited to data from certain 
period of time and/or to geographical location and/or circle of persons, who would by possible to 
anyhow connect to serious criminal acts, or/and to persons who's data based on different reasons 
might contribute to prevention, revealing and prosecution of serious criminal acts.  Moreover, the 
directive did not contain any objective guaranties against abuse of data from the point of access by 
official authorities.  

Possibility of interference only on the basis of law and necessity  
The Convention legislates the right to privacy in art. 8.30 The requirement of state interference 

in the line with law interpreted the European court of human rights (further only as “ECHR”) in its case 
law repeatedly and confirmed that the interference must be carried on the basis of publicly available 
and anticipated legislation. At the same time ECHR in its decisions interpreted also the requirement 
of necessity towards interference in democratic society, while according to ECHR, firstly we have to 
look on societal need of such interference.31 In relation to necessity and proportionality of interference 
into rights and freedoms within the test of necessity of interference in democratic society is necessary 
to take into account the adverse effect on society in case of non-interfering into rights and freedoms 
of people, as well as that, whether the interference really diminish the adverse effect of different 
societal phenomenon and what are opinions of society on the interference. One of the most important 
decisions of ECHR on the matter of processing personal data is the decision in case S. and Marper.32 
In this case, complainants were accused of committing crimes and they argued storing their 
fingerprints, DNA and cell patterns for police forces's needs before ECHR. ECHR evaluated provisions 
of British law allowing practically without limitation to store biometrical and genetic data of people 
suspected from committing crimes. Data were stored even after person was released from the 
execution of the sentence, or from apprehention. The law in this case did not contain any criterion on 
the time-period of storing, such as gravity of crime, age of persons, or previous crimes. There was no 
objective review of requests for erasing data in the case of dismissing such requests. ECHR stated 
that this unlimited storing of sensitive personal data without any differentiation and with limited rights 
of data subjects to influence erasing of such data, is in breach with art. 8 of the Convention. In the 
case Zakharov against Russia, ECHR sided with the complainant and found breaching of the right to 
privacy with regard to that, the complainant didn't have to prove a concrete interference into rights, 
meaning real use of tools for intelligent surveillance through telecommunication data by official 
authorities. ECHR considered sufficient that, legislation allowed a large scale acquisition of enormous 
data. 

  
2.4 Assesment of constitutionality 

Claimants stated, that the right to privacy and right to the protection of personal data are not 
absolute, the state can curtail them under conditions, that the limitation follows the core and meaning 
of these rights, as well as that, these limitations are used for reaching defined legitimate aim. When 
fundamental rights and freedoms are clashing with public interest or other fundamental rights and 
freedoms, it is necessary to evaluate the aim of such interference in relation to used instruments, while 
a criterion for this evaluation is the principle of proportionality also called the prohibition of excessive 
interferences into rights and freedoms. The principle of proportionality therefore represent the most 
important correction and limitation of state interferences into the right to privacy. According to the CC 
in the opinion no. I. ÚS 117/07, the limitation which means an interference into a certain right, must 
be always proportional to the significance of the right and this interference is admissible only when it 
is in democratic society necessary for achievement of a legitimate purpose.  
 The proportionality test 

                                                 
30 1. Everyone has the right to respect for his private and family life, his home and his correspondence. 
2. There shall be no interference by a public authority with the exercise of this right except such as is 
in accordance with the law and is necessary in a democratic society in the interests of national 
security, public safety or the economic well-being of the country, for the prevention of disorder or 
crime, for the protection of health or morals, or for the protection of the rights and freedoms of others. 
31 ECHR Leander v. Sweden, complaint no. 9248/81, 26.3.1987, point 58. 
32 ECHR S and Marper v. the UK, complaint no. 30562/04 and 30566/04, 4.12.2008. 
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In the light of above, provisions in question must undergo the proportionality test. This test is a 
standard legal tool for evaluation of conflict among provisions of legal order dedicated the protection 
of constitutional right or public interest and different fundamental right or freedom.33The proportionality 
test is composed from three criterions evaluating the admissibility of an interference: 
 1. the test of legitimate aim: it is necessary to establish whether the legitimate aim is 
reachable by the interference/measure at all, 
 2. the necessity test: it research whether this interference/measure is necessary to reach the 
aim, or more precisely whether the same outcome could be reached by less limiting way, 
 3. the proportionality test in narrower sense: it finds out whether a damage on fundamental 
right is not disproportional in comparison to contemplated aim, meaning that interferences/measures 
limiting fundamental human rights by its negative consequences do not outweigh positive 
consequences, which constitute public interest in these interferences/measures. 
 The test of legitimate aim 

The clearest definition of the test of legitimate aim is in art. 8 sec. 2 of Convention. According to this 
provision, an official authority cannot interfere into the execution of right to privacy except when it is 
in accordance with the law and necessary in a democratic society in the interests of national security, 
public safety or the economic well-being of the country, for the prevention of disorder or crime, for the 
protection of health or morals, or for the protection of the rights and freedoms of others. The declared 
aim of the Act is to eliminate reduction of received revenues, more precisely “The system ekasa is 
designed as safe, very release system of evidence of cash receipts with the aim to enable FA to 
exercise a review and categorization  of received data and its usage for purposes of a control on 
adhering of provisions of the Act, as well as for purposes of tax control.”34 While initially declaring the 
purpose of ekasa in accordance with law, more precisely with the aim of well-being of country, we 
might say, we have to take into equation external facts. The EU Commission in its report on Slovakia 
from 2019 stated that, the tax discipline has been approved and between 2015 and 2016 the breach 
in VAT decreased 3,6 %. The report assessed the loss of revenues in 2016 in the theoretical 25,7 % 
from VAT, which is markedly above the EU average of 12,3 %. In the light of fact, that the positive 
trend towards fulfillment of the legitimate aim of the Act existed before the effectivity of the Act, it is 
disproportional mainly bearing the obligation to process personal data which are not necessary to 
reach this aim, therefore in the extent directly inadmissibly interfering into the right to privacy of 
identified buyers (third parties).  
 The necessity test 
The basis of this test is to asses whether an interference into the right to privacy is really necessary 
tied with appraisal of existing alternatives for reaching the legitimate aim. Claimants added the opinion 
of the CC regarding storing data by telecommunication companies, where ruled that “the protection 
of right to privacy requires that exceptions and limitations in connection to the protection of personal 
data do not act over the frame of what is rigorously necessary.” This opinion of the CC is almost 
identical as the opinion of the CJEU in the case of Digital Rights Ireland mentioned above. By analogy, 
claimants concluded although the usage of modern technologies in public administration is desirable, 
it is not always or in any extent constitutionally acceptable. Ekasa can be helpful in achieving better 
collection of taxes. On the other hand, it is necessary to take into account also risks for rights and 
freedoms of data subjects and it needs to be taken into account before beginning of processing. 
Claimants are of opinion that these considerations were absent while designing the Act. Claimants 
are also of opinion that a tax identification number, UI and evidence of purchased goods and services 
are not necessary for reaching the declared aim. This opinion is proven by the example of erevenue 
system in the Czech Republic, as claimants mentioned too in the motion. The claimant also designed 
less invasive ways of functioning ekasa, which will not inadmissibly interfere into rights and freedoms 
of buyers. According to claimants, technical and organizational solutions of processing data of 
identified buyers can be distinguished into three levels of based on the extent of processed data: 
1. a price and type of goods and services are processed – ekasa processed these data; 
2. a price and general identifier of goods (for example bakery, milk products); and 
3. only the price of goods and services is processed. 

                                                 
33 Rulings no. PL ÚS 23/06, PL. ÚS 3/9, PL. ÚS 3/00, PL. ÚS 67/7, CJEU Volker und Markus Schecke 
GbR C-92/09 a C-93/09. 
34 The explanatory report to the Act. Special part, to the point 1 (§2). 
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Naturally, the least invasive solution is option no. 3, when official authorities don’t have available 
precise elements of shopping by identified buyers. When official authorities deem necessary to know 
precise elements of shopping, it would be appropriate to generalize data which would minimalize the 
interference into the right to privacy and right to the protection of personal data. The option no. 1 
reflects actual legislative – the Act, which is  seen as the most invasive interference to the rights of 
data subjects by data subjects. 
 In the system ekasa, personal data of every identified buyer are carried and processed 
without regard to whether an entrepreneur selling goods and services is suspected from tax delicts or 
not, according to claimants is necessary to conclude, that such interference into privacy of people is 
not necessary. Claimants also pointed out the fact, that there are at least two less invasive solutions, 
when personal data don’t need to be processed at all or in less invasive manner as it is is under 
provisions in questions. Claimants are of opinion that for proper functioning of ekasa, it is not 
necessary to processed special categories of personal data. There are technic alternatives to 
anonymize data – cash receipts with good and services containing special categories of personal data 
– drugs, religion goods, which would result into a cash receipt with only the generic name and tax 
rate.  
 Based on previously mentioned opinions and fact, claimants derived to conclusion, that from 
the point of extent of targeted data subjects, ekasa acts too extensively. Without exemptions and 
fulfilment of any conditions, all buyers are targeted in the territory of the SR and official authorities 
store its data. To reach declared aim is satisfactory to process only the certain personal data of certain 
number of buyers in cases where there are justified concerns of committing tax delicts by 
entrepreneurs  and to monitor processing of personal data of only concrete entrepreneur.  
 The proportionality test in narrower sense 
Within this test claimants analyzed the extent and intensity of interference, delicacy of personal data, 
the regime of processing of data, the possibility of data's connectivity, additional guaranties against 
abuse. The extent and intensity of interference differ according to the direct and indirect 
identification,35 as well as other analyzed qualities. In all categories, claimants stated dubious conflicts 
that do not support the legitimacy of declared aim of the Act.   
 
3 CONCLUSION 

Based on aforementioned findings, claimants are of opinion that the extent and character of 
data processed by the Act within the system e-kasa are disproportional in regard to the declared aim. 
Provisions in questions create the environment in what is every buyer, purchasing some goods or 
services, monitored and identified either directly or indirectly. The combination of personal data on 
buyers makes possible to acquire her/his precise profile including their habits and details on private 
life. These facts are even of higher importance because the Act and the Slovak legislation in its entirety 
do not legislate additional guaranties for the protection of right to privacy and protection of personal 
data. Moreover, there is a practice of abuse of personal data for political aims. This practice of abuse 
could be even more serious under the functioning of e-kasa.  

Finally, claimants, in the light of all mentioned findings, facts and laws, submitted the motion 
to suspend the effectivity of provisions in questions according to art. 125 sec. 2 of the Constitution of 
SR and prov. 78 of the Act no. 314/2018 of the Coll and asked the CC to grant the motion and issue 
following rulings: 

 
“The effectivity of these provisions is suspended: 

(i) § 8 sec. 1 subsec. b) and g) and  
(ii) § 8 sec. 1 in words “tax identification number” and in words “unique identifier of buyer, 

if it is brought forward by buyer prior to the evidence of accepted income” of the Act; 
And  
 
“Provisions 

                                                 
35 Direct identification: a buyer is identified by a UI, which is available to a tax payer – an entrepreneur 
and through ekasa to official authorities as well. 
Indirect identification: a buyer is identifiable by a tax-payer – an entrepreneur and official authorities, 
because they poses control capacities and access to machines of entreprenuers. 
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(i) § 8 sec. 1 subsec. b) and g) and  
(ii) § 8 sec. 1 in words “tax identification number” and in words “unique identifier of buyer, 

if it is brought forward by buyer prior to the evidence of accepted income” of the Act 
do not comply with art. 16 sec. 1, art. 19 sec. 2 and art. 19 sec. 3 of the Constitution 
of SR, art. 8 of the Convention and art. 7, art. 8 and art. 52 sec. 1 of the Charter.  
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LEGAL LIMITS OF PROVIDING SERVICES IN LINE WITH 
GENERAL DATA PROTECTION REGULATION1 
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Abstract: The article focuses on the provision of services and selected legal aspects of the General 

Data Protection Regulation (GDPR). First of all, it is appropriate to distinguish between the provision 
of public administration services and the provision of services by private entities. Differences occur in 
particular when choosing the appropriate legal basis, which also determines the extent of processing 
operations. The article analyzes in detail what processing operations can be subsumed under the 
provision of services as a legal obligation or the public interest by public authorities and what limits 
the provision of services on the legal ground of contract in case of private entities in the light of the 
guidelines of the European Data Protection Board.  
 
Keywords: providing services, GDPR, electronic services of public administration 

 
1 INTRODUCTION 

We live in the onlife world.2 Part of our lives is inevitably connected to the Internet and living online – 
therefore the term onlife. People spend more time in the online world and this phenomenon has an 
impact on their offline.   
Using services is an integral part of this lifestyle. Do you listen to music using Spotify? Do you post 
interesting pictures on Instagram? Do you follow your favorite artist on Facebook? You use one of the 
online services. What is more, many countries moved public administration services from the 
traditional way of providing to the Internet thus creating eGovernment services for its citizens and third 
parties. 
All these services need personal data for their functioning. However, the regulation of personal data 
on the level of the European Union is complex and represented by a fairly strict regime compared to 
the legislation in non-EU countries. It is of the essence to examine how these services are provided 
in terms of Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 
on the protection of natural persons with regard to the processing of personal data and on the free 
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation - 
GDPR). The aim of the article is to assess using legal grounds based on GDPR and scope of services 

provided in terms of purposes and range of processing operations.  
The article is divided into 4 parts. This introduction is followed by a short part dealing with an 
explanation of basic terms in line with GDPR for providing services as such. The notion of legal 
grounds and suitable legal grounds for providing services are analyzed. The third part of the article 
focuses on the analysis of specific eGovernment services (Slovakia, Czech Republic, and Estonia) 
and private services (Facebook, Spotify, Google) from the point of using of appropriate legal ground 
based on the GDPR and range of processing activities falling under the requirement of being 
necessary for providing services. The final part of the article provides conclusions based on the 
findings of previous parts. 

2 LEGAL GROUNDS IN GDPR 

Every controller that aims for processing personal data shall respect the basic principles of processing 
enshrined in Article 5 GDPR. Determining purpose and legal ground in line with these principles 
represent fundamental values upon data protection legislation is based on. The purpose limitation 

                                                 
1 Funding for the research was provided by the funding of the project APVV-17-0403 Vplyv 
vzájomného uznávania prostriedkov elektronickej identifikácie na elektronické služby verejnej správy. 
2 The notion coined by Luciano Floridi. 
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principle states that personal data shall be collected for specified, explicit and legitimate purposes and 
not further processed in a manner that is incompatible with those purposes.3 Controllers shall thus 
specify "why" processing of personal data occurs.4 On the other hand, the principle of lawfulness 
requires that personal data shall be processed in a lawful, fair and transparent manner.5 Apart from a 
broad interpretation of the pertinent principle that whole processing operations shall be in compliance 
with the law, GDPR specifies the principle of lawfulness in Article 6 GDPR. Every processing operation 
with personal shall be attributed to the specific purpose tied with the specific legal ground. Legal 
ground is “legal reason” based on which personal data are processed. GDPR offers six legal grounds 
for the processing of personal data namely:  

 Consent;6 
 Performance of a contract;7 
 Legal obligation;8 
 Vital interest;9 
 Public interest;10 or 
 Legitimate interest.11 

 
In the case of the provision of private or public services, three legal grounds have to be analyzed in 
more detail.  In terms of the provision of eGovernment services, these are usually provided on the 
basis of specific laws. Considering this legal ground of legal obligation and public interest are of the 
essence. Conversely, private entities usually offer services on the legal ground of performance of the 
contract that is based on the acceptance of general terms and conditions of using the service itself.   
 
2.1 Public Authorities and selection of legal ground  

As mentioned above, public authorities should mainly rely on legal grounds of a legal obligation or 
public interest when providing eGovernment services. These legal grounds are briefly discussed in 
WP29 older Opinion 6/2014 on the notion of the legitimate interest of the data controller under Article 
7 of Directive 95/46/EC (hereinafter referred to as "WP29 Opinion 6/2014”).12 Although the opinion 

was adopted interpreting the provision of Directive 95/46/EC, this opinion remains still highly 
persuasive until newly formed European Data Protection Board (EDPB) replacing WP29 issues 
updated opinion on the matter. 
Article 6 (1) c) provides that processing of personal data is lawful if the processing is necessary for 
compliance with a legal obligation to which the controller is subject. This provision is further specified 

by Recital 45 GDPR.13 The obligation shall be drafted in a form that the addressee of the norm has 

                                                 
3 Article 5 (1) b) GDPR. 
4 See Article 29 Data Protection Working Party Opinion 03/2013 on purpose limitation. Adopted on 2 
April 2013  
5 Article 5 (1) a) GDPR. 
6 „...the data subject has given consent to the processing of his or her personal data for one or more 
specific purposes.“ 
7 „...processing is necessary for the performance of a contract to which the data subject is a party or 
in order to take steps at the request of the data subject prior to entering into a contract.“ 
8 „...processing is necessary for compliance with a legal obligation to which the controller is subject.“ 
9 „...processing is necessary in order to protect the vital interests of the data subject or of another 
natural person.“ 
10 „...processing is necessary for the performance of a task carried out in the public interest or in the 
exercise of official authority vested in the controller.“ 
11 ... processing is necessary for the purposes of the legitimate interests pursued by the controller or 
by a third party, except where such interests are overridden by the interests or fundamental rights and 
freedoms of the data subject which require protection of personal data, in particular where the data 
subject is a child.“ 
12 Article 29 Data Protection Working Party Opinion 6/2014 on the notion of the legitimate interest of 
the data controller under Article 7 of Directive 95/46/EC. Adopted on 9 April 2014.  
13 „Where the processing is carried out in accordance with a legal obligation to which the controller is 
subject or where processing is necessary for the performance of a task carried out in the public interest 
or in the exercise of official authority, the processing should have a basis in Union or Member State 
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no option but to follow the rule and process personal data.14 The nature of the processing shall be 
provisioned by this specific law. As WP 29 states “the controller should not have an undue degree of 
discretion on how to comply with the legal obligation.”15 It is possible for the legislator to set only 
general objectives by law and leave specifics to e.g. secondary legislation.16 This option is also 
recognized by commentators in Slovakia.17 
WP29 illustrates this legal ground as being used in cases involving reporting of employee´s salary to 
social security or tax authorities or anti-money-laundering rules.18 The obligation shall be set as a 
condition in a specific, valid and binding law and shall respect the requirements of necessity, 
proportionality and purpose limitation.19 The legal obligations of third countries are not covered by this 
provision. However, they may represent a legitimate interest based on Article 6 (1) f) if the processing 
of personal data is involved.20 
The second option for public authorities providing eGovernment services is the legal ground of public 
interest. Article 6 (1) e) allows personal data being processed if the processing is necessary for the 
performance of a task carried out in the public interest or in the exercise of official authority vested 

in the controller. This legal ground may differ in two different but related situations. Firstly, the legal 
ground may be applicable when the public authority exercises its official authority. Secondly, Article 5 
(1) e) may be seized in case of a performance of a task carried out in the public interest. This provision 
is not reserved only to public authorities and these tasks may be performed by private authorities as 
well.21 The public interest shall be the interest of the European Union or Member state, not a third 
country.22 The main difference between the legal ground of public interest and legal obligations is that 
when the entity has a legal obligation, there is no option to choose or not to choose to follow the rule. 
On the other hand, in case of a task in public interest, the public authority does not have the direct 
legal obligation but a task had been endowed to them by law and by fulfilling the task certain personal 
data has to be processed. This is for example in the case where a municipality has to secure "public 
order" within its borders but the law is silent on how exactly the order shall be ensured. Thus the 
municipality may use video surveillance processing personal data for fulfilling this task.23 Other 
examples provided by WP29 include the provision of the library or public swimming pool by local 
authorities or conducting disciplinary hearings of the self-government chamber of professionals.24 

                                                 
law. This Regulation does not require a specific law for each individual processing. Law as a basis for 
several processing operations based on a legal obligation to which the controller is subject or where 
processing is necessary for the performance of a task carried out in the public interest or in the 
exercise of an official authority may be sufficient. It should also be for Union or Member State law to 
determine the purpose of processing. Furthermore, that law could specify the general conditions of 
this Regulation governing the lawfulness of personal data processing, establish specifications for 
determining the controller, the type of personal data which are subject to the processing, the data 
subjects concerned, the entities to which the personal data may be disclosed, the purpose limitations, 
the storage period and other measures to ensure lawful and fair processing. It should also be for 
Union or Member State law to determine whether the controller performing a task carried out in the 
public interest or in the exercise of official authority should be a public authority or another natural or 
legal person governed by public law, or, where it is in the public interest to do so, including for health 
purposes such as public health and social protection and the management of health care services, by 
private law, such as a professional association.“ 
14 WP29 Opinion 6/2014, p. 19 
15 Ibid. 
16 WP29 Opinion 6/2014, p. 20. 
17 See HUDECOVÁ, I. – CYPRICHOVÁ, A. – MAKATURA, I. : Nariadenie o ochrane fyzických osôb 
pri spracúvaní osobných údajov/GDPR. Veľký komentár. Žilina: Eurokódex, p. 153 – 154. 
18 WP29 Opinion 6/2014, p. 19 
19 Ibid. 
20 Ibid. 
21 See also Recital 45 GDPR. 
22 WP29 Opinion 6/2014, p. 21. 
23 See Úrad na ochranu osobných údajov Slovenskej republiky: Metodické usmernenie č. 2/2018. 
Zákonnosť spracúvania. 
24 WP29 Opinion 6/2014, p. 21. 
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2.2 Private entities and selection of legal ground 
Based on Article 6 (1) b) controller shall process personal data if the processing is necessary for the 
performance of a contract to which the data subject is a party or in order to take steps at the request 

of the data subject prior to entering into a contract. This legal ground is highly relevant also in cases 
of provision of electronic information society services as using the services is often connected to 
accepting general terms and conditions representing the contract. These services are defined in EU 
legislation as "any services normally provided for remuneration, at a distance, by electronic means 
and at the individual request of a recipient of services.”25 However, the common interpretation of the 
definition is that services that are not being paid for directly are also covered by the notion26 and this 
should be seen also through the lens of recently adopted legislation allowing “paying” for service by 
providing consumer´s personal data.27 
EDPB has issued its Guidelines 2/2019 on the processing of personal data under Article 6 (1) (b) 
GDPR in the context of the provision of online services to data subjects (hereinafter referred to as 
“Guidelines 2/2019”) in October 2019 for public consultations. Guidelines 2/2019 provides an 

essential source of information on what exactly amounts to being necessary for performing contracts 
in case of providing online services to consumers (online services mean information society services 
in these Guidelines). 
EDPB emphasizes the need for compliance with data processing principles pursuant to Article 5 
GDPR especially the principle of purpose limitation and data minimization in the context of a contract 
for online services.28 The wording of the legal ground highlights the element of necessity. The same 
is acknowledged by EDPB stating that fact-based assessment of processing operations is required 
and least intrusive options shall be sought by a controller.29 Similar interpretation of necessity is 
presented by the European Court of Justice in case Rigas: “As regards the condition relating to the 
necessity of processing personal data, it should be borne in mind that derogations and limitations in 
relation to the protection of personal data must apply only in so far as is strictly necessary”30 What 

processing operations based on the performance of the contract are essentially necessary shall be 
derived from the object of the contract.31 This is also endorsed by provision in Article 7 (4) GDPR 
(bundling) in the context of consent as a prerequisite for using a service.32 EDPB emphasizes that 
required processing is objectively necessary for a purpose that is integral to the delivery of the 

service in case of online services.33 Thus the controller shall demonstrate that without processing 
personal data the service cannot be objectively delivered to the data subject.34 To assess the 
necessity EDPB offers a four-question test for analysis. The controller shall particularly ask about:  

 Nature of the servicer and its distinguishing characteristics;  

 The rationale of the contract;  

 Essential elements of the contract; 

                                                 
25 Directive (EU) 2015/1535 of the European Parliament and of the Council of 9 September 2015 
laying down a procedure for the provision of information in the field of technical regulations and of 
rules on Information Society Services, Article 1 (b).  
26 See e.g. Recital 18 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 
2000 on certain legal aspects of information society services, in particular electronic commerce, in the 
Internal Market ('Directive on electronic commerce') 
27 Directive (EU) 2019/770 of the European Parliament and of the Council of 20 May 2019 on certain 
aspects concerning contracts for the supply of digital content and digital services. 
28 Guidelines 2/2019, p. 6-7. 
29 Guidelines 2/2019, p. 7. 
30CJEU, C‐13/16, Valsts policijas Rīgas reģiona pārvaldes Kārtības policijas pārvalde v Rīgas 
pašvaldības SIA ‘Rīgas satiksme‘ from 4 May 2017, para 30. 
31 Guidelines 2/2019, p. 9. 
32 Article 7 (4) GDPR: „When assessing whether consent is freely given, utmost account shall be taken 
of whether, inter alia, the performance of a contract, including the provision of a service, is conditional 
on consent to the processing of personal data that is not necessary for the performance of that 
contract.“ 
33 Guidelines 2/2019, p. 9 – 10. 
34 Ibid. 
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 Mutual perspective and expectations of the contractual parties, advertisement, and 
promotions of the services, ordinary use of the service.35 

 
EDPB illustrates the issue of an example of an online retailer. Where data subjects pay online for 
goods that will be delivered to his / her home, the address is essential for fulfilling the contract. 
However, the situation is different when the customer chooses to pick up the goods at the pick-up 
point. In this case, the address is not necessary to fulfill the contract. The same applies to market 
profiling.36 
As many online services use user´s data also for other purposes based on the legal ground of contract, 
the EDPB also makes a few comments on processing for service improvement, fraud prevention and 
behavioral advertising or personalization of the content.  
EDPB generally considers that legal ground pursuant to Article 6 (1) b) is not suitable for purposes of 
service improvement. Although many providers of online services use personal data for the 

collection of organizational metrics or user engagement, this should be in the view of the board as 
objectively necessary for the performance of the contract.37 Applicable legal grounds for this purpose 
may include legitimate interest or consent.  
Profiling and monitoring customers for processing for fraud prevention are also out of the scope of 
what is necessary for the performance of the contract.38 Alternatives are represented by legal grounds 
of legitimate interest or legal obligation. 
EDPB emphasizes that in general processing for online behavioral advertising even in cases where 
profiles represent a financial resource for funding the service shall not be regarded as essential for 
the delivery of the service.39 The supporting argument is that fundamental right to data protection and 
personal data should not be regarded as a tradeable commodity.40 
Surprisingly, EDPB is open in terms of processing personal data on the legal ground of contract for 
personalization of content. However, such an element shall be an intrinsic aspect of an online service 
conditioned upon analysis (questions) described above.41 Furthermore, doctrine excludes using a 
special journalistic exception for news personalization.42 

3 ANALYSIS OF SCOPE OF LEGAL GROUNDS FOR SPECIFIC SERVICES 

This section of the paper examines selected eGovernment services and private online services in 
terms of scope of processing operations based on the legal ground of contract pursuant to Article 6 
(1) b) GDPR. The aim is to compare and analyze possible compliance with GDPR. Assessment is 
made based on publicly available information that controllers shall provide in line with the principle of 
transparency and information obligations enshrined in articles 12, 13 and 14 GDPR. 
 
3.1 Public Authorities 

The provision of public services by public authorities inevitably moved from offline to the online world. 
These activities are commonly referred to as eGovernment services or eGovernment.43 European 
Union aims for effective eGovernment services across the member states as these provide more 

                                                 
35 Ibid, p. 10. 
36 Ibid, p. 10 – 11. 
37 Ibid, p. 14. 
38 Ibid. 
39 Ibid, p. 14 – 15. 
40 Ibid, p. 15. 
41 Ibid, 15 – 16. 
42 ESKENS, S. : A right to reset your user profile and more: GDPR-rights for personalized news 
consumers In International Data Privacy Law, 2019, Vol. 9, No. 3, p. 153 – 172. 
43 See e.g. ANDRAŠKO, J. : Electronic identification and authentication in the context of electronic 
public administration services In CER Comparative European research 2016, iss. 2. London : 
Sciemcee publishing, 2016, pp. 75-78; RALBOVSKÁ – SOPÚCHOVÁ, S. : Information systems as 
essential prerequisites for electronization of public administration in the Slovak Republic In CER 
Comparative European research 2017, iss. 2. London : Sciemcee publishing, 2017, pp. 121-124; 
DAŇKO, M. – ŽÁRSKÁ, P. : The digital tax system in the light of GDPR In Bratislava law review. - 
Roč. 2, č. 2 (2018), pp. 183-190. 
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efficiency and savings for governments and increase business, transparency, and participation of 
citizens. What is more, efficient eGovernment services also aid to promote a free digital single 
market44  
Every year the European Commission issues eGovernment Benchmark assessing state of play in 
terms of eGovernment digital services for every country.45 The benchmark is based on two indicators 
– penetration and digitization. While penetration relates to the adoption of eGovernment services, the 
indicator of digitization relates to digitization level of back and front offices of public administrations.46 
Based on these indicators, three countries were selected to assess the processing operations and 
legal grounds in the context of eGovernment services. Estonia is a country outperforming in both 
indicators. The Czech Republic is outperforming in digitization but showing less potential in terms of 
penetration. The Slovak Republic is underperforming in digitization but over-performing in penetration. 
The Slovak Republic offers eGovernment services through a specific website.47 The provider of the 

website is Office of the Deputy Prime Minister of the Slovak Republic for Investments and 
Informatization48  and controller of personal data is National Agency for Network and Electronic 
Services.49 Provision of these services is based on Act No. 305/2013 Coll. on e-Government (Act on 
eGovernment) and Act No. 95/2019 Coll. on information technologies in public administration (Act 
on IT in public administration). 

The privacy policy of the website is fully available only in the Slovak language.50 This is particularly 
problematic in case of providing services also to citizens of different EU member states in line with 
regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on 
electronic identification and trust services for electronic transactions in the internal market and 
repealing Directive 1999/93/EC. Provision of eGovernment services is based on the legal ground of 
legal obligation pursuant to Article 6 (1) c) as enshrined in Act on eGovernment. What is more, the 
website uses various personal data (including IP addresses) for purposes of fraud prevention and 
functioning of the service on the legal ground of public interest. In our opinion facilitating the 
eGovernment services on Act on eGovernment might encounter several obstacles. First of all, it shall 
be noted that the processing of personal data based on Act on eGovernment is provisioned only in 
one paragraph simply stating that processing of personal data in compliance with this law is covered 
by generally binding special regulation (with reference to old data protection act).51 This is not a 
sufficient legal basis as no obligation to process personal data for eGovernment services is included 
in that provision and furthermore, the provision is extremely vague on details of processing. The 
provision is silent on types of personal data processed, purpose limitation guidance, retention of 
personal data or any other specifics. These specifics are not included in any secondary law 
implementing the Act on eGovernment. It is recommended that the legislator shall either update the 
provision or issue a secondary legal act containing specifics on the processing of personal data for 
eGovernment services. What is more, the privacy policy states that personal data may be transferred 
to third parties for ensuring the functioning of the service or performance of contracts without stating 
any other details. A list of recipients is missing.  
The Czech Republic offers eGovernment services through a specific website.52 The controller of 

personal data is the Ministry of Interior of the Czech Republic. The privacy policy is available only in 
the Czech language.53 The provision of eGovernment services is based on several specific acts 

                                                 
44? eGovernment & Digital Public Services, https://ec.europa.eu/digital-single-
market/en/policies/egovernment  
45https://ec.europa.eu/digital-single-market/en/news/eGovernment-benchmark-2019-trust-
government-increasingly-important-people (accessed 6.2.2020). 
46 Ibid.  
47 www.slovensko.sk (accessed 6.2.2020). 
48 https://www.vicepremier.gov.sk/en/index.html (accessed 6.2.2020). 
49 https://www.nases.gov.sk/en/national-agency-for-network-and-electronic-services/index.html 
(accessed 6.2.2020). 
50 https://www.slovensko.sk/sk/ochrana-udajov (accessed 6.2.2020). 
51 See § 58 Act on eGovernment.  
52 https://portal.gov.cz/ (accessed 6.2.2020). 
53 https://www.slovensko.sk/sk/ochrana-udajov (accessed 6.2.2020). 

https://ec.europa.eu/digital-single-market/en/policies/egovernment
https://ec.europa.eu/digital-single-market/en/policies/egovernment
https://ec.europa.eu/digital-single-market/en/news/egovernment-benchmark-2019-trust-government-increasingly-important-people
https://ec.europa.eu/digital-single-market/en/news/egovernment-benchmark-2019-trust-government-increasingly-important-people
http://www.slovensko.sk/
https://www.vicepremier.gov.sk/en/index.html
https://www.nases.gov.sk/en/national-agency-for-network-and-electronic-services/index.html
https://www.slovensko.sk/sk/ochrana-udajov
https://portal.gov.cz/
https://www.slovensko.sk/sk/ochrana-udajov
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regulating various electronic services of public administration.54 The purpose is detailed as access to 
eGovernment services and communication with public bodies. No purpose related to eGovernment 
services is based on public interest.  
Estonia as one of the leaders in eGovernment services provides several electronic services on 

different websites. For the purpose of the article, we have chosen a service called eResidency that 
allows people from all around to world to have "residence" in Estonia.55 The service is provided by 
Ettevõtluse Arendamise Sihtasutus (Enterprise Estonia) – state foundation founded by Estonia. The 
privacy policy is available in Estonian and in the English language.56 As compared to eGovernment 
services evaluated above, the services itself is based on the legal ground of consent pursuant to 
Article 6 (1) a) GDPR. The only seizure of legal grounds of legal obligation applies to various legal 
obligations inter alia enforcement and protection of legal rights. However, it seems that the service as 
such is provided by the Police and Border Guard Board. The privacy policy of this entity is silent on 
specifics of the processing of personal data.57 On the other hand, if the data subject consents to the 
provider of eResidency portal, the consent is given to:   

 send e-Residency communications, personalized offers, and information to assist in starting 
and operating the business in Estonia to data subjects; 

 help establish contact with service providers according to the e-resident’s interests; 

 to develop the e-Residency program and to fulfill the purposes of the program (including 
asking for feedback). 

The aforementioned purposes could not be established on the legal ground of legal obligation as they 
include many direct marketing and improvement service processing operations. However, the 
relationship between the service provided by Police and Border Guard Board and Enterprise Estonia 
remains somehow unclear as it seems that consenting to the original controller means transferring 
personal data to Enterprise Estonia and used for related services to eResidency application. No 
purpose related to eGovernment services is based on public interest in Estonia. 
The findings are presented in the table below.  
 

SLOVAKIA CZECH REPUBLIC ESTONIA (eResidency) 

Legal obligation 

- Provision of 
eGovernment 
services in line with 
Act on eGovernment 
including the 
provision of personal 
data to third parties  

Legal obligation 

- Access to 
eGovernment 
services based on 
different laws 

Legal obligation 

- Fulfillment of legal 
obligations (e.g. 
protection of legal 
rights) 

 
Service based on consent! 

Public interest 

- Content and abuse 
(IP addresses) 

- The functioning of the 
service  

Public interest 

X 

Public interest 

X 

Chart 1: Comparison of processing operations in terms of the provision of eGovernment services in 
different countries.  

 
 
3.2 Private entities 

The vast amount of data is collected by private companies. Development of social networks, cloud 
computing services or applications established market based on the use of personal data. In this 
section of the article, three online services are analyzed. Firstly, the biggest and most popular social 

                                                 
54 For example Act No. 365/2000 Coll. on information systems of public administration or Act No. 
111/2009 Coll on basic registers.  
55 https://e-resident.gov.ee/ (accessed 6.2.2020). 
56 https://e-resident.gov.ee/privacy-policy/ (accessed 6.2.2020). 
57 https://www.politsei.ee/en/instructions/data-protection-conditions (accessed 6.2.2020). 

https://e-resident.gov.ee/
https://e-resident.gov.ee/privacy-policy/
https://www.politsei.ee/en/instructions/data-protection-conditions
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network Facebook is assessed. Secondly, Google offering various range of services is evaluated from 
the point of data protection. Finally, the most popular streaming service Netflix is examined. 
Facebook is a social network provider with 2.50 billion monthly active users.58 Facebook has a 

complex system of rules and provisions governing the use of service. Commentators tend to name 
these regulations as lex Facebook. Lex Facebook is composed hierarchically with principles of the 
company that bears quasi-constitutional value.59  Other rules are drafted within Terms of Service,60 
Data Policy61 and Community Standards.62 For the purpose of this section, it is of the essence to 
analyze Data Policy in terms of processing operations based on the legal ground of performance of 
the contract. However, it shall be noted that not all information is provided by the controller in one 
place and has to be searched for.  
Facebook uses most of the legal grounds pursuant to Article 6 GDPR.63 The core data uses necessary 
to provide Facebook services based on contract are: 

 Provision, personalization, and improvement of products;  
 Promotion of safety, integrity, and security;  
 Transmission and storage of data outside EU/EEA; 
 Communication; 
 Provision of consistent and seamless experiences across the Facebook Company 

Products.64 
More information is provided by the controller in other parts of the policy.65 However, it shall be noted 
that several processing operations are listed under the legal ground of contract and other legal 
grounds as well (e.g. personalization of the website). 
Google is the most used search engine on the planet with more than 2 billion users.66 The company 

offers various services like e-mail, cloud storage or marketing analytics. The general privacy policy is 
available for all services.67 
In terms of processing personal data based on contract, the Privacy policy states: “We process your 
data to provide a service you’ve asked for under a contract. For example, we process your payment 
information when you buy extra storage for Google Drive.” However, the document does not contain 
any details on specifics. Privacy policy mentions several processing operations with personal data for:  

 Providing services; 
 Maintenance and improvement; 
 Development; 
 Personalization; 
 Measure performance. 

It is not clear which of the aforementioned activities falls within the provision of services.  
Netflix is the most used streaming service with 58 million paying streaming subscribers worldwide.68 

Information about the processing of personal data is available in the privacy policy.69 The whole 
privacy policy contains many examples of data processing. On the other hand, the absence of specific 
information on purposes and legal grounds is crucial and information is blurry and incomplete. Like in 
the case of Google, it is not clear what processing operations fall under the legal ground of contract 
pursuant to Article 6 (1) b) GDPR. The privacy policy mentions following the use of personal data 
related to the provision of service:  

                                                 
58 Data from December 2019, https://zephoria.com/top-15-valuable-facebook-statistics/. (accessed 
6.2.2020). 
59 https://about.fb.com/ (accessed 6.2.2020). 
60 https://www.facebook.com/legal/terms (accessed 6.2.2020). 
61 https://www.facebook.com/about/privacy (accessed 6.2.2020). 
62 https://www.facebook.com/communitystandards (accessed 6.2.2020). 
63 https://www.facebook.com/about/privacy/legal_bases (accessed 6.2.2020). 
64 Ibid. 
65 https://www.facebook.com/about/privacy (accessed 6.2.2020). 
66 https://seotribunal.com/blog/google-stats-and-facts/ (accessed 6.2.2020). 
67 https://policies.google.com/privacy?hl=en-US (accessed 6.2.2020). 
68 https://www.statista.com/statistics/250934/quarterly-number-of-netflix-streaming-subscribers-
worldwide/ (accessed 6.2.2020). 
69 https://help.netflix.com/legal/privacy (accessed 6.2.2020).  
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https://www.facebook.com/about/privacy/legal_bases
https://www.facebook.com/about/privacy
https://seotribunal.com/blog/google-stats-and-facts/
https://policies.google.com/privacy?hl=en-US
https://www.statista.com/statistics/250934/quarterly-number-of-netflix-streaming-subscribers-worldwide/
https://www.statista.com/statistics/250934/quarterly-number-of-netflix-streaming-subscribers-worldwide/
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 Determination of your general geographic location, provide localized content, provide you 
with customized and personalized viewing recommendations for movies and TV shows we 
think will be of interest to you, determine your Internet service provider, and help us quickly 
and efficiently respond to inquiries and requests 

 coordination with Partners on making the Netflix service available to members and providing 
information to non-members about the availability of the Netflix service, based on the specific 
relationship you have with the Partner; 

 prevention, detection, and investigation of potentially prohibited or illegal activities, including 
fraud, and to enforce our terms (such as determining free trial eligibility); 

 analysis and understanding of the audience, improvement services (including our user 
interface experiences) and optimization content selection, the recommendation of algorithms 
and delivery; 

 communication with subscribers concerning services. 
 
 

Facebook Google Netflix 

- To provide, 
personalize, and 
improve our 
Facebook 
Products; 

- To promote safety, 
integrity, and 
security; 

- To transfer, 
transmit, store, or 
process your data 
outside the EEA, 
including to within 
the United States 
and other countries; 

- To communicate 
with you, for 
example, on 
Product-related 
issues; and 

- To provide 
consistent and 
seamless 
experiences across 
the Facebook 
Company Products 

- Providing services; 
- Maintenance and 

improvement; 
- Development; 
- Personalization; 
- Measure performance. 

 
Note: Not clear. More 
information from DPO! 

 

- Geoprofiling 
- Fraud detection 
- Measure 

performance & 
Development 

 
 
 
Note: Not clear. More 
information from DPO! 

 

Chart 2: Comparison of processing operations in terms of provision of selected online services 
 
4 CONCLUSION 

Analysis of data protecting operations necessary for using services shows the complexity and different 
approaches to the issue. Taking into account public authorities, most of the analyzed countries rely 
on legal grounds of public interest and legal obligation for providing eGovernment services. The only 
exception is Estonia when providing eResidency services on the legal ground of consent pursuant to 
Article 6 (1) a) GDPR. However, this approach may cause trouble considering the prerequisite of 
freedom of consent as enshrined in GDPR. 
Analysis of legal grounds and processing activities necessary for the provision of online services by 
public authorities reflect the urge of providers of services include as many processing operations as 
possible within the legal ground of performance of the contract. However, this approach may be 
considered as not correct and even lawful taking into account recent guidelines issued by EDPB. On 
the other hand, information connected to the use of services and processing of personal data shall 
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not be provided by data protection officers on request but be readily available for potential users in 
privacy policies. The approach shows much inconsistency and may be further researched in the future 
by the author.  
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CYBERSECURITY OF AUTONOMOUS VEHICLES 
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Abstract: The author deals with cybersecurity aspects of autonomous vehicles. Firstly, the author 

defines the concept of autonomous cars. Furthermore, the author focuses on legal regulation of 
autonomous vehicles from the perspective of German legal order. Secondly, the author is dealing with 
the issue of security and cybersecurity in the context of different legal fields. Last but not least, the 
author focuses on the EU Cybersecurity Act which is aimed at the protection of ICT products in the 
field of cybersecurity. 
 
Keywords: autonomous vehicles, cybersecurity, Cybersecurity Act 
 
1 INTRODUCTION 

Tesla, Mercedes, Toyota, GM, Nissan, Volkswagen, and other car manufacturers started 
testing autonomous vehicles, in particular partially autonomous vehicles. Full autonomous vehicle,  
when the human driver is not required and you can plan full end-to-end journey, seems to be an 
unachievable concept that should be implemented to society at the moment. How national legal orders 
and legal systems at the European Union level and international law level deal with the hype of 
autonomous vehicles? Why is it important to analyse such a concept from the legal point of view? 
Obviously, from the legal point of view, autonomous vehicles challenge the law in so many aspects, 
in particular liability, privacy, data protection, type approval, the legal personality of autonomous 
systems, copyright, etc.   

The focus of this paper is the autonomous vehicle and cybersecurity issues relating to the 
concept of autonomous cars. The second chapter will focus on the concept of autonomous vehicles 
and different levels of autonomy. Autonomous vehicles should be considered also as connected 
vehicles where different types of communication among various entities occur. Furthermore, the legal 
framework of the autonomous vehicle in various legal acts will be discussed. Last but not least the 
concept of an autonomous system will be clarified. Autonomous systems, artificial intelligence, and 
robots are currently applied to many areas of life. We see them as intelligent assistants in the home, 
they are part of everyday driving and stock trading, and they can also communicate with customers. 
Moreover, the application of autonomous systems to different processes within different legal 
professions1  is no longer exceptional. 2  

How the cybersecurity is involved and what is the role of regulators? Autonomous vehicles 
store and transmit a lot of valuable data like financial data, lifestyle data, etc. Therefore, are 
autonomous vehicles attractive targets to hackers. Furthermore, cyberattacks in the form of 
autonomous system (software) hacking can cause that hackers can take control of the vehicle and 
some driving functions like braking, acceleration what can cause a vehicle crash. We should bear in 
our minds that autonomous systems, in particular objects that operate on the basis of autonomous 

                                                 
1 Council of Europe adopted European ethical Charter on the use of Artificial Intelligence in judicial 
systems and their environment. Available at: https://rm.coe.int/ethical-charter-en-for-publication-4-
december-2018/16808f699c. 
2 In California, people were wrongly arrested and registered as sex offenders based on the outcome 
of the decision-making process of an autonomous case management system used by court officials 
and judges in US district courts. See more: FARIVAR, C. Lawyers: New court software is so awful it’s 
getting people wrongly arrested. Available at: https://arstechnica.com/tech-policy/2016/12/court-

software-glitches-result-in-erroneous-arrests-defense-lawyers-say/. A positive example of the 
introduction of autonomous systems in the field of law is e. g. the DoNotPay.co.uk system, which 
helps people resolve parking penalties as well as an asylum application. See more: FINGAS, J.: 
Parking Ticket Chatbot Now Helps Refugees Claim Asylum. Available at: 

https://www.entrepreneur.com/article/290217. 

https://rm.coe.int/ethical-charter-en-for-publication-4-december-2018/16808f699c
https://rm.coe.int/ethical-charter-en-for-publication-4-december-2018/16808f699c
https://arstechnica.com/tech-policy/2016/12/court-software-glitches-result-in-erroneous-arrests-defense-lawyers-say/
https://arstechnica.com/tech-policy/2016/12/court-software-glitches-result-in-erroneous-arrests-defense-lawyers-say/
https://www.entrepreneur.com/article/290217
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systems like autonomous vehicles, have to meet certain security standards that can withstand various 
cyberattacks at a sufficient level.   

 
2 AUTONOMOUS AND CONNECTED VEHICLES 
2.1 Autonomous levels 

In order to understand autonomous vehicles, it is necessary to understand levels of 
automation. Autonomous vehicles are classified based on their level of automation. According to 
Society of Automotive Engineers (SAE) standard, autonomous cars are divided into six increasing 
levels of autonomy. These levels are considered as descriptive rather than normative and technical 
rather than legal. In general, SAE’s levels primarily identify how the “dynamic driving task” is divided 
between human and machine. At level 0 (no automation) it is performed entirely by a human driver 
and at level 5 (full automation) entirely by an automated driving system.3  

 

 Level 0 (no automation). The human driver performs all tasks associated with driving. 

 Level 1 (driver assistance). The human driver controls the vehicle but minor driving tasks 

are performed by the system. Example: park assistant or cruise control. 

 Level 2 (partial automation). The system or more systems handle the steering and speed 

of the vehicle while the human driver must monitor dynamic driving tasks and the 
environment at all times. Examples: the self-parking feature, lane-keeping system, 
emergency braking systems. 

 Level 3 (conditional automation). Vehicles in level 3 and above are considered as vehicles 

with automated driving systems. The vehicle monitors the driving environment through 
automated driving systems. The human driver does not need to monitor dynamic driving 
tasks but must be able to take control of the vehicle at all times with notice. The vehicles can 
make decisions themselves. E. g. the vehicle can see a slower moving vehicle in front and 
can decide whether to decelerate or overtake. Example: Highway pilot.  

 Level 4 (high automation). The vehicle can perform all driving tasks under some conditions 

(specific driving modes). The human driver can take control of the vehicle, in particular when 
conditions confuse predefined use cases (e. g. road works, road diversions or when the 
human driver desires to). Example: urban automated driving.  

 Level 5 is (full automation). The human driver is not required. Automated driving systems 

handle all aspects of the driving task without the human needing to intervene in all scenarios. 
The vehicle does not require any pedals, steering wheel. Automated driving systems make 
independent decisions. The vehicle can  manage situations when an unpredictable event 
occurs or the physical environment will change.  Example: full end-to-end journey.4 
The SAE’s six level range is adopted by different national an international bodies such as the 

US National Highway Traffic Safety Administration (NHTSA), Society of Motor Manufacturers and 
Traders Australia’s National Transport Commission (NTC), the UK’s Department for Transport (DfT), 
the Government of Ontario, Canada and the European Road Transport Research Advisory Council 
(ERTRAC).5 

There are no completely autonomous vehicles on the road today. The most advanced partially 
autonomous vehicles on the road from Mercedes Benz, Tesla and Toyota are level 2 and level 3 
vehicles. 
 
 
 
 

                                                 
3 International Transport Forum and Corporate Partnership Board: Autonomous Driving: Regulatory 
Issues. 2015. Available at: https://www.itf-
oecd.org/sites/default/files/docs/15cpb_autonomousdriving.pdf.  
4 YEEFEN LIM, H.: Autonomous Vehicles and the Law Technology, Algorithms and Ethics. Edward 
Elgar Publishing, 2018, p. 4-5. SKEETE, JP: Level 5 autonomy: The new face of disruption in road 
transport. In Technological Forecasting and Social Change, Elsevier, vol. 134(C), 2018, pages 22-34. 
5 TAEIHAGH, A. and SI MIN LIM, H.: Governing autonomous vehicles: emerging responses for safety, 
liability, privacy, cybersecurity, and industry risks. Transport Reviews, Vol. 39. No.1, 2019, p.103-128. 

https://www.itf-oecd.org/sites/default/files/docs/15cpb_autonomousdriving.pdf
https://www.itf-oecd.org/sites/default/files/docs/15cpb_autonomousdriving.pdf
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2.2  Autonomous systems 
Autonomous vehicles rely on autonomous systems, artificial intelligence (AI), sensors and 

big data that analyse information, adapt to changing circumstances and handle complex situations as 
a substitute for human judgement.6 

At present, definitions of terms such as autonomous systems, artificial intelligence or robots7 
can only be found in scientific and technical articles by various authors or in technical standards.8 
There is currently no legal definition of the above terms. For the purposes of this article, the terms 
autonomous systems and artificial intelligence are synonymous. 

Autonomous systems are characterised as systems capable of making decisions 
independently of human interference. Furthermore, autonomous systems are not only programmed 
to perform certain activities, but also to learn to perform certain activities themselves. In other words, 
the essence of autonomous systems is not only the ability to exist and function autonomously, but 
also the creation of its own code (software) independent of its author.9  

A typical example of an autonomous system is an autonomous vehicle. According to Polčák, 
autonomous vehicles cannot be compared to classic cars from the point of view of the law, especially 
given the fact that autonomous vehicles drive themselves. In the case of autonomous vehicles, the 
analogy with the car should not be used. Instead of this analogy, it is proper to use the analogy with 
the software that manages such a system.10 
 
2.3 Legislative framework – autonomous vehicles 

Autonomous vehicles are often called driverless, self-driving and robotic cars. In general, 
autonomous vehicles can be described as “computer-controlled vehicles that drive themselves by 
relying on number of data resources to access the driving environment and to control the operation of 
the vehicle. ”11  

There is no universal consensus on the definition of autonomous vehicle. Autonomous 
vehicle is defined in legislation adopted in some states of US.  Each of the states with detailed 
autonomous vehicle legislation has a different definition. For example, Nevada defines autonomous 
vehicles as “a motor vehicle that is equipped with an automated driving system which is designed to 
function at a level of driving automation of level 3, 4 or 5 pursuant to SAE J3016. The term includes a 
fully autonomous vehicle. ” 12 Fully autonomous vehicle means “a vehicle equipped with an automated 
driving system which is designed to function at a level of driving automation of level 4 or 5 pursuant 
to SAE J3016.”13 Nevada was the first state that allowed the testing of autonomous cars on public 
roads. 

At European Union level, since 21 July 2017, an amendment to the German Road Traffic 
Act (Straßenverkehrsgesetz - StVG) has been in force to regulate the issue of motor vehicles with 

highly or fully autonomous driving functions on German public roads. Vehicles with highly or fully 
autonomous driving functions within the meaning of the German Road Traffic Act correspond to Level 
3 and Level 4 of autonomous vehicles in terms of the autonomy of autonomous vehicles introduced 

                                                 
6 TAEIHAGH, A. and SI MIN LIM, H.: Governing autonomous vehicles: emerging responses for safety, 
liability, privacy, cybersecurity, and industry risks. Transport Reviews, Vol. 39. No.1, 2019, p.103-128. 
7 The European Parliament resolution of 16 February 2017 with recommendations to the  ommission 
on civil law standards in the field of robotics (2015/2103 (INL)) defines the autonomy of a robot as the 
ability to take decisions and implement them in the outside world, independently of external control or 
influence; whereas this autonomy is of a purely technological nature and its degree depends on how 
sophisticated a robot's interaction with its environment has been designed to be. 
8 E. g. standardization activities of ISO / IEC JTC 1 / SC 42. ISO 8373:2012  Robots and robotic 
devices – Vocabulary. 
9 POLČÁK, R.: Odpovědnost umělé inteligence a informační útvary bez právní osobnosti. In Bulletin 
Advokace 11/2018, p. 24. Available at: http://www.bulletin-
advokacie.cz/assets/zdroje/casopis/2018/BA_11_2018_web.pdf. 
10 Ibid. 
11 COLLINGWOOD, L.: Privacy implications and liability issues of autonomous vehicles. In Information 
& Communications Technology Law, Vol. 26. No. 1, 2017, p. 32-45. 
12 Autonomous Vehicles. State of Nevada Register of Administrative Regulations. § 482A.030.  
13 Ibid. § 482A.036. 

http://www.bulletin-advokacie.cz/assets/zdroje/casopis/2018/BA_11_2018_web.pdf
http://www.bulletin-advokacie.cz/assets/zdroje/casopis/2018/BA_11_2018_web.pdf
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in SAE standard J3016: Sep 2016. Motor vehicles with highly or fully automated driving function within 
the meaning of the German Road Traffic Act are those which have technical equipment which: 

 “is able to perform, after activation, the driving task - including longitudinal and lateral control -  
for the respective motor vehicle (vehicle control), 

 is able to comply with the traffic regulations applicable to the vehicle driving task during highly 
automated or fully automated driving, 

 can be manually overridden or deactivated by the driver at any time, 

 is able to recognize the necessity of manual vehicle control by the driver, 

 is able to visually, acoustically, tactilely or otherwise perceivably notify the vehicle driver of the 
requirement to pass vehicle control to the driver with sufficient reserve of time ahead of passing 
control, and 

 notifies of use that is contrary to the system description.”14 

The amendment to the German Road Traffic Act also introduces compulsory fitting of a vehicle 
with highly or fully autonomous driving functions with a black box. In the event of an accident, the 
black box identifies whether the driver or system controlled the vehicle at a given moment and 
therefore clarifies whether the responsibility lies with the driver or potential manufacturer.15 
 
2.4 Connected and autonomous vehicles 

Autonomous vehicles should be considered as connected and autonomous vehicles. 

Such a vehicle integrates connectivity with autonomy, which are distinct but related technologies. The 
author Jean-Pauil Skeete clarifies that “the full benefits of automation however, are only realized when 
the vehicle is also capable of being aware of other vehicles (V2V) and its physical surroundings 
(vehicle to infrastructure, V2I).”16 In addition, the author Kouroutakis claims that the vehicle also 
communicating with other devices  like smartphones, tablets, smart watches, personal computers ( 
vehicle to device communication, V2D).17 

According to the Institution of Engineering and Technology, connected vehicles can be 
considered as road vehicles equipped with three types of communication systems. The first is Internet 
access and usually an internal network, often wireless, which allows connection to devices inside or 
outside the vehicle (known as vehicle to Internet, V2I). Another type of communication system is 
vehicle to vehicle (V2V) technologies that allow vehicles to communicate with each other. Autonomous 
vehicles can also become part of the Internet of Things (vehicle to IoT, V2IoT) communication as a 
connected entity that receives data from an external source and shares data which are recorded with 
a remote third party for various purposes.18  As a result of such a data exchange of information 
between different devices and parties, cybersecurity and privacy issues are more than appropriate. 
 
3 CYBERSECURITY OF AUTONOMOUS VEHICLES 

The issue of cybersecurity in relation to autonomous vehicles has several aspects. First of all, 
there are situations where cyberattacks against an autonomous system occur when a car is controlled 
remotely by an attacker. There are cases of cyberattacks when a cybersecurity incident occurred that 
caused that the attackers could control the steering, shifting, brakes, window opening, air conditioning 
of a car with some degree of autonomy. It may also be a situation where an attacker does not want to 
gain control of the vehicle but wants to gain access to location data, etc. 

 

                                                 
14 Sec. 1a (2) German Road Traffic Act. 
15 Sec. 63a German Road Traffic Act. 
16 SKEETE, JP: Level 5 autonomy: The new face of disruption in road transport. In Technological 
Forecasting and Social Change, Elsevier, vol. 134(C), 2018, pages 22-34. 
17 KOUROUTAKIS, A. E.: Autonomous Vehicles; Regulatory Challenges and the Response From UK 
and Germany. 46 Mitchell Hamline Law Review forthcoming. 2019.  
18 The instituttion of Engineering and Technology: Automotive Cyber Security:. An IET/KTN Thought 
Leadership Review of risk perspectives for connected vehicles, p. 7. Available at: 

https://www.theiet.org/media/2309/iet-automotive-cyber-security-tlr-lr-1.pdf.  

https://www.theiet.org/media/2309/iet-automotive-cyber-security-tlr-lr-1.pdf
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 In general, all security is about protection of assets from various threats with a certain 
vulnerability.19  Asset is anything that has value to the organization (e. g. information; software, such 
as a computer program; physical, such as computer; services; people, and their qualifications, skills, 
and experience; intangibles, such as reputation and image).20 Threat is potential cause of an 
unwanted incident, which may result in harm to a system or organisation.21 Every asset is vulnerable. 
Vulnerability can be understood as a system error or a lack of an insufficiently trained employee who 
through his inexperience can make mistakes. Such a deficiency may be exploited by a threat to the 
extent that the value of the asset may be damaged or even destroyed.22  
 A security incident occurs when weakness of an asset is exploited by one or more threats. The 
consequence of a security incident is harm to the assets of the organization (e. g. asset 
malfunctioning, material damage, financial damage, and so on.). 
 From a cybersecurity perspective, autonomous vehicles and autonomous systems are an 

asset because they have value to the organization (owner, manufacturer, etc.) and need to be 
protected. The cyberattack itself can be targeted to an autonomous system of autonomous vehicle in 
order to obtain processed data. Many cyberattacks are carried out through autonomous systems, 
which means the autonomous system is a threat per se. Autonomous systems can create new and 
more efficient malicious code (e.g. malware) that can learn and adapt to other attacks. Autonomous 
systems based on a false algorithm may present vulnerabilities. However, the question is to what 
extent autonomous systems ensure the integrity, confidentiality and availability of information in 
cyberspace and how they can contribute to ensuring a sufficient level of cybersecurity. 
 For many years, organizations have taken many measures to protect their most important 
asset which is currently information. Examples of such measures are data pseudonymization, data 
backup and data encryption. The arrival of artificial intelligence and its application in the field of 
cybersecurity ensures prevention, identification, solution of cyber attacks, as well as identification of 
vulnerabilities with minimal human interaction. By deploying autonomous systems as a cybersecurity 
solution for an organization, it is intended to protect the organization from existing threats and help to 
better identify new types of threats. 

The term cybersecurity is defined in the international standard ISO / IEC 27032: 2012 

Information technology - Security techniques - Guidelines for cybersecurity (hereinafter referred to as 
"ISO / IEC 27032: 2012") as maintaining the confidentiality23, integrity24 and availability25 of 
information in cyberspace. 

 
3.1 Legal framework - cybersecurity 

From the legal point of view, cybersecurity is connected with confidentiality, integrity and 
availability of information (in cyberspace). Under the conditions of the legal order of the Slovak 
Republic, cybersecurity is regulated by Act No. 69/2018 Coll. on Cybersecurity and on Amendments 
to Certain Acts (hereinafter referred as the “Cybersecurity Act”). The Cybersecurity Act is the result of 
the transposition of Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 

                                                 
19 WHITMAN, M.E. a MATTORD, H.J.: Principles of Information security. Boston: Course Technology, 
2012, p. 9. 
20 ISO/IEC 27000:2012 Overview and vocabulary, p. 4. Information within the meaning of this 
International Standard may be considered to be information in various forms (e.g. printed or written 
on paper, stored electronically, transmitted by mail or electronic means, expressed in words, etc.). 
21 The most common threats that can disrupt assets are natural impacts (earthquake, storm, etc.), 
technical failures (network outage, failure of supporting infrastructure, etc.), software errors, 
unintentional human errors, purposeful human activity (sabotage, hacker intrusions into the system) 
and so on. OLEJÁR, D. et all.: Manažment informačnej bezpečnosti a základy PKI. Bratislava, 2015. 
p. 7.  Available at: https://www.csirt.gov.sk/bezpecnostna-studovna/mfsr-vzdelavanie-89f.html. 
22 POŽÁR, J.: Informační bezpečnost. Plzeň, Vydavatelství a nakladatelství Aleš Čeněk, 2005, p. 38. 
23 Confidentiality of information is property that information is not made available or disclosed to 
unauthorized individuals, entities, or processes. ISO/IEC 27000:2012 Overview and vocabulary. 
24 Integrity of information is property of protecting the accuracy and completeness of assets. ISO/IEC 
27000:2012 Overview and vocabulary. 
25 Availability of information is property of being accessible and usable upon demand by an authorized 
entity. ISO/IEC 27000:2012 Overview and vocabulary. 
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2016 concerning measures for a high common level of security of network and information systems 
across the Union (hereinafter referred as the “NIS Directive”). According to the above-mentioned 
legislative acts, cybersecurity concerns the protection of networks and information systems through 
which essential services are provided in selected sectors (energy, banking, transport, healthcare, 
etc.). These are services that are essential for maintaining social and economic activities. It can be 
stated that the legislation on cybersecurity concerns rather critical infrastructure to which the field of 
production and testing of autonomous vehicles cannot be included. 

However, the obligations under the Cybersecurity Act and the NIS Directive shall apply to 
intelligent transport system operators within the meaning of Article 4 (1) of the  Directive 2010/40/EU 
of the European Parliament and of the Council of 7 July 2010 on the framework for the deployment of 
Intelligent Transport Systems in the field of road transport and for interfaces with other modes of 
transport. 26 

At the European Union level, Regulation (EU) 2019/881 of the European Parliament and of the 
Council of 17 April 2019 on ENISA (the European Union Agency for Cybersecurity) and on information 
and communications technology cybersecurity certification and repealing Regulation (EU) No 
526/2013 (hereinafter referred as the “EU Cybersecurity Act”) has been adopted which among other 

things establishes a cybersecurity certification system that should ensure a sufficient level of 
cybersecurity for ICT products, processes and services in the European Union. ICT certification in the 
field of cybersecurity is becoming a very important issue, especially in relation to the increased use of 
technologies that demand a high level of cybersecurity (autonomous vehicles, electronic health control 
systems or industrial automation). The certificate shall certify that ICT products and services that have 
been certified in accordance with such a system meet the established cybersecurity requirements. 
The resulting certificate will be recognized in all Member States, making it easier for businesses to 
trade across borders and for customers to understand the security features of a product or service. 

However, it should be noted that the use of cybersecurity certification is voluntary unless 
otherwise provided for in European Union or national legislation laying down security requirements for 
ICT products and services. Cybersecurity certification procedures for ICT products and services 
covered by the European cybersecurity certification scheme should lose their effects from the date 
set by the Commission in an implementing act. In addition, Member States should not introduce new 
national cybersecurity certification systems for ICT products and services for which a European 
cybersecurity certification system already exists.27 

Cyberattacks against autonomous vehicles can in some cases accomplish elements of 
cybercrime. This would be the case when the attacker by his actions exceeded the security measures 
of the system, limited, respectively interrupted access to the system or compromised the integrity of 
the data processed in the system. The abovementioned examples of cybercrime are regulated in the 
legal order of the Slovak Republic primarily in Act no. 300/2005 Coll. The Criminal Code, in particular: 

• illegal access to information systems (sec. 247) 
• Illegal system interference (sec. 247a), 
• Illegal data interference (sec.  247b), 
• Illegal data interception (sec.  247c) 
• production and possession of access equipment, computer system password or other data 
(sec.  247d).28 

 
3.2  Type-approval of motor vehicles and cybersecurity 

The vehicle must be type-approved before it can be placed on the market. The issue of the 
approval of motor vehicles and systems for such vehicles is regulated at EU level by Directive 
2007/46/EC of the European Parliament and of the Council of 5 September 2007 establishing a 

                                                 
26 Available at:  
https://eur-lex.europa.eu/legal-
content/SK/TXT/?uri=uriserv:OJ.L_.2010.207.01.0001.01.SLK&toc=OJ:L:2010:207:FULL.  
27 Recital 57 of the EU Cybersecurity Act. 
28 The above provisions are the result of the obligation to transpose the above provisions are the result 
of the obligation to transpose Directive 2013/40/EU of the European Parliament and of the Council of 
12 August 2013 on attacks against information systems and replacing Council Framework Decision 
2005/222/JHA. 

https://eur-lex.europa.eu/legal-content/SK/TXT/?uri=uriserv:OJ.L_.2010.207.01.0001.01.SLK&toc=OJ:L:2010:207:FULL
https://eur-lex.europa.eu/legal-content/SK/TXT/?uri=uriserv:OJ.L_.2010.207.01.0001.01.SLK&toc=OJ:L:2010:207:FULL
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framework for the approval of motor vehicles and their trailers, and of systems, components and 
separate technical units intended for such vehicles (hereinafter referred to as the “Type-approval 
Directive“). The purpose of the directive is expressed in recital 3 as follows: “The technical 
requirements applicable to systems, components, separate technical units and vehicles should be 
harmonized and specified in regulatory acts. Those regulatory acts should primarily seek to ensure 
a high level of road safety, health protection, environmental protection, energy efficiency and 
protection against unauthorized use. “ 

Protection against unauthorized use suggests that type-approval not only concerns safety but 
also security in the context of cybersecurity. 

Transposition of the Type Approval Directive is Act No. 106/2018 Coll. on the operation of 
vehicles in road traffic and on amendments to certain laws. The abovementioned Directive will be 
replaced by Regulation (EU) 2018/858 of the European Parliament and of the Council of 30 May 2018 
on the approval and market surveillance of motor vehicles and their trailers, and of systems, 
components and separate technical units intended for such vehicles, amending Regulations (EC) No 
715/2007 and (EC) No 595/2009 and repealing Directive 2007/46/EC. The Regulation will apply from 
1 September 2020. 

The rules for the protection of motor vehicles against unauthorized use are laid down in detail 
in regulatory act, in particular UN Regulation No. 116. 29 The regulation defines a device to prevent 

unauthorised use means a system designed to prevent unauthorised normal activation of the engine 
or other source of main engine power of the vehicle in combination with at least one system which: 

a) locks the steering; or 
b) locks the transmission; or 
c) locks the gearshift control; or 
d) locks brakes. 

The provisions of the UN Regulation. No. 116, as well as EU legislative acts in this area 
regulate rather safety issues than security measures that would need to be applied in the event of 
cyberattacks. However, in the case of the manufacture and introduction of autonomous vehicles, the 
rules on the approval of motor vehicles and their systems will play a key role. With the massive arrival 
and testing of autonomous vehicles, the above regulations will also have to reflect the requirements 
to ensure a high level of cybersecurity. 
 
4 CONCLUSIONS 

The introduction of autonomous vehicles raises many legal issues. One of them is the need to 
legally regulate the security of components of autonomous vehicles, especially autonomous systems 
(software) and hardware so that they can withstand various cyberattacks to a sufficient degree.  

The latest legislative acts in the field of cybersecurity show that the issue of legal regulation of 
the protection of autonomous systems, as well as the information they process, is more than 
necessary. In particular, the ICT certification in the field of cybersecurity as stated in EU Cybersecurity 
Act should ensure the required high level of cybersecurity in relation to various new technologies such 
as autonomous vehicles. However, it should be noted that the European cybersecurity certification 
scheme is not currently the only certification system for ICT products and services, which may 
undermine the achievement of a high level of cybersecurity in relation to autonomous systems. 

A legal analysis of the issue of autonomous vehicles and cybersecurity has shown that current 
legislation does not reflect the security of an autonomous vehicle from a cybersecurity perspective. 
The provisions of the UN Regulation. No. 116, as well as the European Union legislative acts in this 
area, regulate rather the safety than security measures that would need to be applied in the event of 
cyberattacks. The increasing use of autonomous systems for various cyberattacks against 
autonomous systems and introduction and testing of autonomous vehicles is challenging the law 
which has to reflect the requirements to ensure a high level of cybersecurity. 

 
 

                                                 
29 Regulation No 116 of the Economic Commission for Europe of the United Nations (UN/ECE) — 
Uniform technical prescriptions concerning the protection of motor vehicles against unauthorised use. 
Available online: https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A21997A1217%2801%29.  

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A21997A1217%2801%29
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A21997A1217%2801%29
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